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Preface

This book is about relations between three different areas of mathematics and
theoretical computer science: combinatorial group theory, cryptography, and com-
plexity theory. We explore how non-commutative (infinite) groups, which are typi-
cally studied in combinatorial group theory, can be used in public key cryptography.
We also show that there is a remarkable feedback from cryptography to combi-
natorial group theory because some of the problems motivated by cryptography
appear to be new to group theory, and they open many interesting research av-
enues within group theory. Then, we employ complexity theory, notably generic
case complexity of algorithms, for cryptanalysis of various cryptographic protocols
based on infinite groups. We also use the ideas and machinery from the theory
of generic case complexity to study asymptotically dominant properties of some
infinite groups that have been used in public key cryptography so far. It turns
out that for a relevant cryptographic scheme to be secure, it is essential that keys
are selected from a “very small” (relative to the whole group, say) subset rather
than from the whole group. Detecting these subsets (“black holes”) for a partic-
ular cryptographic scheme is usually a very challenging problem, but it holds the
key to creating secure cryptographic primitives based on infinite non-commutative
groups.

The book is based on lecture notes for the Advanced Course on Group-Based
Cryptography held at the CRM, Barcelona in May 2007. It is a great pleasure for us
to thank Manuel Castellet, the Honorary Director of the CRM, for supporting the
idea of this Advanced Course. We are also grateful to the current CRM Director,
Joaquim Bruna, and to the friendly CRM staff, especially Mrs. N. Portet and Mrs.
N. Hernédndez, for their help in running the Advanced Course and in preparing
the lecture notes.

It is also a pleasure for us to thank our colleagues who have directly or
indirectly contributed to this book. Our special thanks go to E. Ventura who was
the coordinator of the Advanced Course on Group-Based Cryptography at the
CRM. We would also like to thank M. Anshel, M. Elder, B. Fine, R. Gilman,
D. Grigoriev, Yu. Gurevich, Y. Kurt, A. D. Miasnikov, D. Osin, S. Radomirovic,
G. Rosenberger, T. Riley, V. Roman’kov, A. Rybalov, R. Steinwandt, B. Tsaban,
G. Zapata for numerous helpful comments and insightful discussions.
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College of New York, and Stevens Institute of Technology for a stimulating research
environment. A. G. Myasnikov and V. Shpilrain acknowledge support by the NSF
grant DMS-0405105 during their work on this book. A. G. Myasnikov was also
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grant.

Alexei Myasnikov Montreal,
Vladimir Shpilrain New York
Alexander Ushakov



Introduction

The object of this book is twofold. First, we explore how non-commutative groups
which are typically studied in combinatorial group theory can be used in public key
cryptography. Second, we show that there is a remarkable feedback from cryptog-
raphy to combinatorial group theory because some of the problems motivated by
cryptography appear to be new to group theory, and they open many interesting
research avenues within group theory.

We reiterate that our focus in this book is on public key (or asymmetric)
cryptography. Standard (or symmetric) cryptography generally uses a single key
which allows both for the encryption and decryption of messages. This form of
cryptography is usually referred to as symmetric key cryptography because the
same algorithm or procedure or key is used not only to encode a message but also
to decode that message. The key being used then is necessarily private and known
only to the two parties involved in communication. This method for transmission
of messages was basically the only way until 1976 when W. Diffie and M. Hellman
introduced an ingenious new way of transmitting information, which has led to
what is now known as public key cryptography. The basic idea is quite simple.
It involves the use of a so-called one-way function f to encrypt messages. Very
informally, a one-way function f is a function such that it is easy to compute
the value of f(x) for each argument z in the domain of f, but it is very hard to
compute the value of f~!(y) for “most” y in the range of f. The most celebrated
one-way function, due to Rivest, Shamir and Adleman, gives rise to the protocol
called RSA, which is the most common public key cryptosystem in use today. It
is employed for instance in the browsers Netscape and Internet Explorer. Thus it
plays a critical and increasingly important role in all manner of secure electronic
communication and transactions that use the Internet. It depends in its efficacy, as
do many other cryptosystems, on the complexity of finite abelian (or commutative)
groups. Such algebraic structures are very special examples of finitely generated
groups. Finitely generated groups have been intensively studied for over 150 years
and they exhibit extraordinary complexity. Although the security of the Internet
does not appear to be threatened at this time because of the weaknesses of the
existing protocols such as RSA, it seems prudent to explore possible enhancements
and replacements of such protocols which depend on finite abelian groups. This is
the basic objective of this book.
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The idea of using the complexity of infinite nonabelian groups in cryptog-
raphy goes back to Magyarik and Wagner [97] who in 1985 devised a public-key
protocol based on the unsolvability of the word problem for finitely presented
groups (or so they thought). Their protocol now looks somewhat naive, but it
was pioneering. More recently, there has been an increased interest in applica-
tions of nonabelian group theory to cryptography (see for example [1, 84, 129]).
Most suggested protocols are based on search problems which are variants of more
traditional decision problems of combinatorial group theory. Protocols based on
search problems fit in with the general paradigm of a public-key protocol based on
a one-way function. We therefore dub the relevant area of cryptography canonical
cryptography and explore it in Chapter 4 of our book.

On the other hand, employing decision problems in public key cryptography
allows one to depart from the canonical paradigm and construct cryptographic
protocols with new properties, impossible in the canonical model. In particular,
such protocols can be secure against some “brute force” attacks by a computa-
tionally unbounded adversary. There is a price to pay for that, but the price is
reasonable: a legitimate receiver decrypts correctly with probability that can be
made arbitrarily close to 1, but not equal to 1. We discuss this and some other
new ideas in Chapter 11.

There were also attempts, so far rather isolated, to provide a rigorous math-
ematical justification of security for protocols based on infinite groups, as an al-
ternative to the security model known as semantic security [50], which is widely
accepted in the “finite case”. It turns out, not surprisingly, that to introduce such
a model one would need to define a suitable probability measure on a given in-
finite group. This delicate problem has been addressed in [17, 16, 89] for some
classes of groups, but this is just the beginning of the work required to build a
solid mathematical foundation for assessing security of cryptosystems based on
infinite groups. Another, related, area of research studies generic behavior of in-
finite groups with respect to various properties (see [75] and its references). It is
becoming clear now that, as far as security of a cryptographic protocol is con-
cerned, the appropriate measure of computational hardness of a group-theoretic
problem in the core of such a cryptographic protocol should take into account the
“generic” case of the problem, as opposed to the worst case or average case tra-
ditionally studied in mathematics and theoretical computer science. Generic case
performance of various algorithms on groups has been studied in [75, 77], [78], and
many other papers. It is the focus of Part III of this book.

We have to make a disclaimer though that we do not address here security
properties (e.g., semantic security) that are typically considered in “traditional”
cryptography. They are extensively treated in cryptographic literature; here we
single out a forthcoming monograph [51] because it also studies how group theory
may be used in cryptography, but the focus there is quite different from ours; in
particular, the authors of [51] do not consider infinite groups, but they do study
“traditional” security properties thoroughly.
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In the concluding Part IV of our book, we use the ideas and machinery from
Part III to study asymptotically dominant properties of some infinite groups that
have been used in public key cryptography so far. Informally, the point is that
“most” elements, or tuples of elements, or subgroups, or whatever, of a given
group have some “smooth” properties which makes them unfit for being used (as
private or public keys, say) in a cryptographic scheme. Therefore, for a relevant
cryptographic scheme to be secure, it is essential that keys are actually selected
from a “very small” (relative to the whole group, say) subset rather than from the
whole group. Detecting these subsets (“black holes”) for a particular cryptographic
scheme is usually a very challenging problem, but it holds the key to creating secure
cryptographic primitives based on infinite nonabelian groups.



Part 1

Background on Groups,
Complexity, and Cryptography



2 I. Background on Groups, Complexity, and Cryptography

In this part of the book we give necessary background on public key cryp-
tography, combinatorial group theory, and computational complexity. This back-
ground is, of course, very limited and is tailored to our needs in subsequent parts
of the book.

Public key cryptography is a relatively young area, but it has been very active
since its official beginning in 1976. By now there are a great many directions of
research within this area. We do not survey these directions in the present book;
instead, we focus on a couple of the most basic, fundamental areas within public
key cryptography, namely on key establishment, encryption, and authentication.

Combinatorial group theory, by contrast, is a rather old (over 100 years old)
and established area of mathematics. Since in this book we use group theory
in connection with cryptography, it is not surprising that our focus here is on
algorithmic problems. Thus, in this part of the book we give background on several
algorithmic problems, some of them classical (known as Dehn’s problems), others
relatively new; some of them, in fact, take their origin in cryptography.

Probably nobody doubts the importance of complexity theory. This area is
younger than combinatorial group theory, but older than public key cryptography,
and it is hard to name an area of mathematics or theoretical computer science
that would have more applications these days than complexity theory does. In
this part of the book, we give some background on foundations of computability
and complexity: Turing machines, stratification, and complexity classes.



Chapter 1

Background on Public Key
Cryptography

In this chapter we describe, very briefly, some classical concepts and cryptographic
primitives that were the inspiration behind new, “non-commutative”, primitives
discussed in our Chapter 4. It is not our goal here to give a comprehensive survey of
all or even of the most popular public key cryptographic primitives in use today,
but just of those relevant to the main theme of our book, which is using non-
commutative groups in cryptography. In particular, we leave out RSA, the most
common public key cryptosystem in use today, because its mechanism is based on
Euler’s generalization of Fermat’s little theorem, an elementary fact from number
theory that does not yet seem to have any analogs in non-commutative group
theory.

For a comprehensive survey of “commutative” cryptographic primitives, we
refer the reader to numerous monographs on the subject, e.g., [45], [100], [134].

Here we discuss some basic concepts very briefly, without giving formal def-
initions, but emphasizing intuitive ideas instead.

First of all, there is a fundamental difference between public key (or asym-
metric) cryptographic primitives introduced in 1976 [27] and symmetric ciphers
that had been in use since Caesar (or even longer). In a symmetric cipher, knowl-
edge of the decryption key is equivalent to, or often exactly equal to, knowledge
of the encryption key. This implies that two communicating parties need to have
an agreement on a shared secret before they engage in communication through an
open channel.

By contrast, knowledge of encryption and decryption keys for asymmetric
ciphers are not equivalent (by any feasible computation). For example, the decryp-
tion key might be kept secret, while the encryption key is made public, allowing
many different people to encrypt, but only one person to decrypt. Needless to say,
this kind of arrangement is of paramount importance for e-commerce, in particular
for electronic shopping or banking, when no pre-existing shared secret is possible.
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In the core of any public key cryptographic primitive there is an alleged
practical irreversibility of some process, usually referred to as a trapdoor or a one-
way function. For example, the RSA cryptosystem uses the fact that, while it
is not hard to compute the product of two large primes, to factor a very large
integer into its prime factors seems to be very hard. Another, perhaps even more
intuitively obvious, example is that of the function f(x) = 2. It is rather easy to
compute in many reasonable (semi)groups, but the inverse function /z is much
less friendly. This fact is exploited in Rabin’s cryptosystem, with the multiplicative
semigroup of Z,, (n composite) as the platform. For a rigorous definition of a one-
way function we refer the reader to [135]; here we just say that there should be an
efficient (which usually means polynomial-time with respect to the complexity of
an input) way to compute this function, but no visible (probabilistic) polynomial
time algorithm for computing the inverse function on “most” inputs. The meaning
of “most” is made more precise in Part III of the present book.

At the time of this writing, the prevailing tendency in public key cryptog-
raphy is to go wider rather than deeper. Applications of public key cryptography
now include digital signatures, authentication protocols, multiparty secure com-
putation, etc., etc. In this book however the focus is on cryptographic primitives
and, in particular, on the ways for two parties (traditionally called Alice and Bob)
to establish a common secret key without any prior arrangement. We call relevant
procedures key establishment protocols. We note that, once a common secret key
is established, Alice and Bob are in the realm of symmetric cryptography which
has obvious advantages; in particular, encryption and decryption can be made
very efficient once the parties have a shared secret. In the next section, we show
a universal way of arranging encryption based on a common secret key. As any
universal procedure, it is far from being perfect, but it is useful to keep in mind.

1.1 From key establishment to encryption

Suppose Alice and Bob share a secret key K, which is an element of a set S
(usually called the key space).

Let H : § — {0,1}" be any (public) function from the set S to the set of
bit strings of length n. It is reasonable to have n sufficiently large, say, at least
log, |S] if S is finite, or whatever your computer can afford if S is infinite. Such
functions are sometimes called hash functions. In other situations hash functions
are used as compact representations, or digital fingerprints, of data and to provide
message integrity.

Encryption: Bob encrypts his message m € {0,1}" as
B(m) =m & H(K),

where @ is addition modulo 2.
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Decryption: Alice computes:
(m® H(K)) ® H(K) =m® (H(K) ® H(K)) = m,

thus recovering the message m.

Note that this encryption has an ezpansion factor of 1, i.e., the encryption of
a message is as long as the message itself. This is quite good, especially compared
to the encryption in our Section 6.1, say, where the expansion factor is on the order
of hundreds; this is the price one has to pay for security against a computationally
superior adversary.

1.2 The Diffie-Hellman key establishment

It is rare that the beginning of a whole new area of science can be traced back to
one particular paper. This is the case with public key cryptography; it started with
the seminal paper [27]. We quote from Wikipedia: “Diffie-Hellman key agreement
was invented in 1976 ... and was the first practical method for establishing a
shared secret over an unprotected communications channel.” In 2002 [64], Martin
Hellman gave credit to Merkle as well: “The system ... has since become known
as Diffie-Hellman key exchange. While that system was first described in a paper
by Diffie and me, it is a public key distribution system, a concept developed by
Merkle, and hence should be called 'Diffie-Hellman-Merkle key exchange’ if names
are to be associated with it. I hope this small pulpit might help in that endeavor to
recognize Merkle’s equal contribution to the invention of public key cryptography.”

U. S. Patent 4,200,770, now expired, describes the algorithm and credits
Hellman, Diffie, and Merkle as inventors.

The simplest, and original, implementation of the protocol uses the multi-
plicative group of integers modulo p, where p is prime and ¢ is primitive mod p.
A more general description of the protocol uses an arbitrary finite cyclic group.

1. Alice and Bob agree on a finite cyclic group G and a generating element g in
G. We will write the group G multiplicatively.

Alice picks a random natural number a and sends g to Bob.
Bob picks a random natural number b and sends ¢® to Alice.

Alice computes K4 = (¢*)® = g*.

AN I

Bob computes K = (9%)° = g.

Since ab = ba (because Z is commutative), both Alice and Bob are now in
possession of the same group element K = K4 = Kp which can serve as the
shared secret key.

The protocol is considered secure against eavesdroppers if G and g are chosen
properly. The eavesdropper, Eve, must solve the Diffie-Hellman problem (recover
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g from g% and g¢%) to obtain the shared secret key. This is currently considered
difficult for a “good” choice of parameters (see e.g., [100] for details).

An efficient algorithm to solve the discrete logarithm problem (i.e., recover-
ing a from g and g*) would obviously solve the Diffie-Hellman problem, making
this and many other public key cryptosystems insecure. However, it is not known
whether or not the discrete logarithm problem is equivalent to the Diffie-Hellman
problem.

We note that there is a “brute force” method for solving the discrete loga-
rithm problem: the eavesdropper Eve can just go over natural numbers n from 1
up one at a time, compute ¢g"” and see whether she has a match with the trans-
mitted element. This will require O(|g|) multiplications, where |g| is the order of
g- Since in practical implementations |g| is typically about 103%° this method is
computationally infeasible.

This raises a question of computational efficiency for legitimate parties: on the
surface, it looks like legitimate parties, too, have to perform O(|g|) multiplications
to compute g or g°. However, there is a faster way to compute ¢ for a particular
a by using the “square-and-multiply” algorithm, based on the binary form of a.
For example, g22 = (((9°)?)?)?- (¢%)?- ¢*. Thus, to compute g%, one actually needs
O(log, a) multiplications, which is quite feasible.

1.3 The ElGamal cryptosystem

The ElGamal cryptosystem [35] is a public key cryptosystem which is based on the
Diffie-Hellman key establishment (see the previous section). The ElGamal protocol
is used in the free GNU Privacy Guard software, recent versions of PGP, and
other cryptosystems. The Digital Signature Algorithm is a variant of the E1Gamal
signature scheme, which should not be confused with the ElGamal encryption
protocol that we describe below.

1. Alice and Bob agree on a finite cyclic group G and a generating element g
in G.

2. Alice (the receiver) picks a random natural number a and publishes ¢ = g°.

3. Bob (the sender), who wants to send a message m € G (called a “plaintext”

in cryptographic lingo) to Alice, picks a random natural number b and sends
two elements, m - ¢ and ¢°, to Alice. Note that ¢’ = ¢.

4. Alice recovers m = (m - c®) - ((¢*)*) L.

A notable feature of the ElGamal encryption is that it is probabilistic, mean-
ing that a single plaintext can be encrypted to many possible ciphertexts.

We also point out that the ElGamal encryption has an average expansion
factor of 2. (Compare this to the encryption described in Section 1.1.)
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1.4 Authentication

Authentication is the process of attempting to verify the digital identity of the
sender of a communication. Of particular interest in public-key cryptography are
zero-knowledge proofs of identity. This means that if the identity is true, no ma-
licious verifier learns anything other than this fact. Thus, one party (the prover)
wants to prove its identity to a second party (the verifier) via some secret infor-
mation (a private key), but doesn’t want anybody to learn anything about this
secret.

Many key establishment protocols can be (slightly) modified to become au-
thentication protocols. We illustrate this on the example of the Diffie-Hellman key
establishment protocol (see Section 1.2).

Suppose Alice is the prover and Bob is the verifier, so that Alice wants to
convince Bob that she knows a secret without revealing the secret itself.

1. Alice publishes a finite cyclic group G and a generating element g in G. Then
she picks a random natural number a and publishes g*.

2. Bob picks a random natural number b and sends a challenge g° to Alice.
3. Alice responds with a proof P = (¢°)% = g%°.
4. Bob verifies: (¢%)® = P?.

We see that this protocol is almost identical to the Diffie-Hellman key estab-
lishment protocol. Later, in Chapter 4, we will see an example of an “independent”
authentication protocol, which is not just a modification of a key establishment
protocol.



Chapter 2

Background on Combinatorial Group
Theory

In this chapter, we first give the definition of a free group, and then give a brief
exposition of several classical techniques in combinatorial group theory, namely
methods of Nielsen, Schreier, Whitehead, and Tietze. We do not go into details
here because there are two very well-established monographs where a complete
exposition of these techniques is given. For an exposition of Nielsen’s and Schreier’s
methods, we recommend [96], whereas [95] has, in our opinion, a better exposition
of Whitehead’s and Tietze’s methods.

Then, in Section 2.3, we describe algorithmic problems of group theory that
will be exploited in Chapters 4 and 11 of this book.

In the concluding Section 2.6, we touch upon normal forms of group elements
as a principal hiding mechanism for cryptographic protocols.

2.1 Basic definitions and notation

Let G be a group. If H is a subgroup of G, we write H < Gj; if H is a normal
subgroup of G, we write H < G. For a subset A C G, by (A) we denote the
subgroup of G generated by A (the intersection of all subgroups of G containing
A). It is easy to see that

(A) ={a3},...,a;"

a;; € A, g5 € {1,-1}, n € N}.

Let X be an arbitrary set. A word w in X is a finite (possibly empty) sequence
of elements that we write as w = y1...yn, y; € X. The number n is called the
length of the word w; we denote it by |w|. We denote the empty word by ¢ and
put |e| = 0. Then, let X' = {27! | 2 € X}, where 27 is just a formal expression
obtained from x and —1. If € X, then the symbols « and 2~ ! are called literals
in X. Denote by X*!' = X U X! the set of all literals in X.
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An expression of the form

w=x;! - (2.1)
where z;; € X,e; € {1, -1} is called a group word in X. So a group word in X is
just a word in the alphabet X*1.

A group word w = y1 - - - y,, is reduced if for any i =i,...,n—1, y; # yi_ll,
that is, w does not contain a subword of the form yy~! for any literal y € X*!
We assume that the empty word is reduced.

If X C @G, then every group word w = :vEl et
element of G which is equal to the product x .- 25" of the elements :z: '€ G. By

’L
convention, the empty word € determines the 1dent1ty 1 of G.

in X determmes a unique

Definition 2.1.1. A group G is called a free group if there is a generating set X of
G such that every nonempty reduced group word in X defines a nontrivial element
of G.

In this case X is called a free basis of G and G is called a free group on X, or
a group freely generated by X . It follows from the definition that every element of
F(X) can be defined by a reduced group word in X . Moreover, different reduced
words in X define different elements of G.

Free groups have the following universal property:

Theorem 2.1.2. Let G be a group with a generating set X C G. Then G is free
on X if and only if the following universal property holds: every map ¢ : X — H
from X into a group H can be extended to a unique homomorphism

" :G— H,
so that the diagram below is commutative:

X —»q

e i,
Lo
\4

H

(here X 5 @ is the natural inclusion of X into G).

Corollary 2.1.3. Let G be a free group on X. Then the identity map X — X
extends to an isomorphism G — F(X).

This corollary allows us to identify a free group freely generated by X with
the group F(X) of reduced group words in X. In what follows we usually call the
group F(X) a free group on X.
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2.2 Presentations of groups by generators and relators

The universal property of free groups allows one to describe arbitrary groups in
terms of generators and relators.

Let G be a group with a generating set X. By the universal property of free
groups there exists a homomorphism ¢ : F(X) — G such that ¢(z) = = for z € X.
It follows that 1 is onto, so by the first isomorphism theorem

G~ F(X)/ker(d))'

In this case ker(¢) is viewed as the set of relators of G, and a group word
w € ker(¢) is called a relator of G in generators X. If a subset R C ker(e))
generates ker(¢) as a normal subgroup of F'(X) then it is termed a set of defining
relators of G relative to X. The pair (X | R) is called a presentation of a group
G, it determines G uniquely up to isomorphism. The presentation (X | R) is finite
if both sets X and R are finite. A group is finitely presented if it has at least one
finite presentation. Presentations provide a universal method to describe groups.
In particular, finitely presented groups admit finite descriptions, e. g.

G: <$1,$2,...,l‘”|7“1,7“2,...,’I“k>.

All finitely generated abelian groups are finitely presented (a group G is
abelian, or commutative, if ab = ba for all a,b € G). Other examples of finitely
presented groups include finitely generated nilpotent groups (see our Section 6.1.6),
braid groups (Section 5.1), Thompson’s group (Section 5.2).

2.3 Algorithmic problems of group theory

Algorithmic problems of (semi)group theory that we consider in this section are
of two different kinds:

1. Decision problems are problems of the following nature: given a property P
and an object O, find out whether or not the object O has the property P.

2. Search problems are of the following nature: given a property P and the
information that there are objects with the property P, find at least one
particular object with the property P.

We are now going to discuss several particular algorithmic problems of group
theory that have been used in cryptography.

2.3.1 The word problem

The word problem (WP) is: given a recursive presentation of a group G
and an element g € G, find out whether or not g =1 in G.
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From the very description of the word problem we see that it consists of two
parts: “whether” and “not”. We call them the “yes” and “no” parts of the word
problem, respectively. If a group is given by a recursive presentation in terms of
generators and relators, then the “yes” part of the word problem has a recursive
solution:

Proposition 2.3.1. Let (X; R) be a recursive presentation of a group G. Then the
set of all words g € G such that g =1 in G is recursively enumerable.

The word search problem (WSP) is: given a recursive presentation of
a group G and an element ¢ = 1 in G, find a presentation of g as a
product of conjugates of defining relators and their inverses.

We note that the word search problem always has a recursive solution because
one can recursively enumerate all products of defining relators, their inverses and
conjugates. However, the number of factors in such a product required to represent
a word of length n which is equal to 1 in G, can be very large compared to n; in
particular, there are groups G with efficiently solvable word problem and words w
of length n equal to 1 in G, such that the number of factors in any factorization of
w into a product of defining relators, their inverses and conjugates is not bounded
by any tower of exponents in n, see [117]. Furthermore, if in a group G the word
problem is recursively unsolvable, then the length of a proof verifying that w =1
in G is not bounded by any recursive function of the length of w.

2.3.2 The conjugacy problem
The next two problems of interest to us are

The conjugacy problem (CP) is: given a recursive presentation of a group
G and two elements g, h € G, find out whether or not there is an element
x € G such that 7 'gz = h.

Again, just as the word problem, the conjugacy problem consists of the “yes”
and “no” parts, with the “yes” part always recursive because one can recursively
enumerate all conjugates of a given element.

The conjugacy search problem (CSP) is: given a recursive presentation
of a group G and two conjugate elements g,h € G, find a particular
element = € G such that 2= 'gz = h.

As we have already mentioned, the conjugacy search problem always has
a recursive solution because one can recursively enumerate all conjugates of a
given element, but as with the word search problem, this kind of solution can be
extremely inefficient.

2.3.3 The decomposition and factorization problems

One of the natural ramifications of the conjugacy search problem is the following:
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The decomposition search problem: given a recursive presentation of a
group G, two recursively generated subgroups A, B < G, and two ele-
ments g, h € G, find two elements x € A and y € B that would satisfy
x-g-y = h, provided at least one such pair of elements exists.

We note that some x and y satisfying the equality = - g - y = h always exist
(e. g. x = 1, y = g 'h), so the point is to have them satisfy the conditions
x € A, y € B. We therefore will not usually refer to this problem as a subgroup-
restricted decomposition search problem because it is always going to be subgroup-
restricted; otherwise it does not make much sense.

A special case of the decomposition search problem, where A = B, is also
known as the double coset problem.

Clearly, the decomposition problem also has the decision version. So far, it
has not been used in cryptography.

One more special case of the decomposition search problem, where g = 1,
deserves special attention.

The factorization problem: given an element w of a recursively presented
group G and two subgroups A, B < G, find out whether or not there
are two elements a € A and b € B such that a - b = w.

The factorization search problem: given an element w of a recursively
presented group G and two recursively generated subgroups A, B < G,
find any two elements a € A and b € B that would satisfy a - b = w,
provided at least one such pair of elements exists.

There are relations between the algorithmic problems discussed so far, which
we summarize in the following

Proposition 2.3.2. Let G be a recursively presented group.

1. If the conjugacy problem in G is solvable, then the word problem is solvable,
too.

2. If the conjugacy search problem in G is solvable, then the decomposition
search problem is solvable for commuting subgroups A, B < G (i.e., ab = ba
for alla € A,b € B).

3. If the conjugacy search problem in G is solvable, then the factorization search
problem is solvable for commuting subgroups A, B < G.

The first statement of this proposition is obvious since conjugacy to the
identity element 1 is the same as equality to 1. Two other statements are not
immediately obvious; proofs are given in our Section 4.7.

2.3.4 The membership problem

Now we are getting to the next pair of problems.
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The membership problem: given a recursively presented group G, a sub-
group H < G generated by hy, ..., -, and an element g € G, find out
whether or not g € H.

Again, the membership problem consists of the “yes” and “no” parts, with
the “yes” part always recursive because one can recursively enumerate all elements
of a subgroup given by finitely many generators.

We note that the membership problem also has a less descriptive name, “the
generalized word problem”.

The membership search problem: given a recursively presented group G,
a subgroup H < G generated by hy, ..., hi, and an element h € H, find
an expression of A in terms of hy,..., hx.

In the next Section 2.4, we are going to show how the membership problem
can be solved for any finitely generated subgroup of any free group.

2.3.5 The isomorphism problem

Finally, we mention the isomorphism problem that will be important in our Chap-
ter 11.

The isomorphism problem is: given two finitely presented groups G and
G2, find out whether or not they are isomorphic.

We note that Tietze’s method described in our Section 2.5 provides a re-
cursive enumeration of all finitely presented groups isomorphic to a given finitely
presented group, which implies that the “yes” part of the isomorphism problem is
always recursive.

On the other hand, specific instances of the isomorphism problem may pro-
vide examples of group-theoretic decision problems, both the “yes” and “no” parts
of which are nonrecursive. Here we can offer a candidate problem of that kind:

Problem 2.3.3. [5, Problem (A5)] Is a given finitely presented group metabelian?

Metabelian groups and their properties are discussed in our Section 5.5.

2.4 Nielsen’s and Schreier’s methods

Let F' = F,, be the free group of a finite rank n > 2 with a set X = {x1,...,2z,} of
free generators. Let Y = {y1,...,ym} be an arbitrary finite set of elements of the

group F'. Consider the following elementary transformations that can be applied
to Y:

(N1) y; is replaced by y;y; or by y,y; for some j # i
(N2) y; is replaced by y;l;
(N3) ; is replaced by some y;, and at the same time y; is replaced by y;;
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(N4) delete some y; if y; = 1.

It is understood that y; does not change if j # i.
Every finite set of reduced words of F;, can be carried by a finite sequence of

Nielsen transformations to a Nielsen-reduced set U = {uy, ..., uy}; i.e., a set such
that for any triple vy, vo, v3 of the form ufl, the following three conditions hold:
(i) vi # 1L

(ii) vivg # 1 implies |v1va| > |v1], [v2];
(i) v1ve # 1 and vovsz # 1 implies |vivavs| > |v1| — |va| + |vs).

It is easy to see that if U = (uy,us,...,u) is Nielsen-reduced, then the
subgroup of F,, generated by U is free with a basis U, see e.g. [96].

One might notice that some of the transformations (N1)—(N4) are redundant;
i.e., they are compositions of other ones. The reason behind that will be explained
below.

We say that two sets Y and Y are Nielsen equivalent if one of them can be
obtained from another by applying a sequence of transformations (N1)—(N4). It
was proved by Nielsen that two sets Y and Y generate the same subgroup of the
group F' if and only if they are Nielsen equivalent. This result is now one of the
central points in combinatorial group theory.

Note, however, that this result alone does not give an algorithm for deciding
whether or not Y and Y generate the same subgroup of F. To obtain an algorithm,
we need to somehow define the complexity of a given set of elements and then show
that a sequence of Nielsen transformations (N1)—(N4) can be arranged so that this
complexity decreases (or, at least, does not increase) at every step (this is where
we may need “redundant” elementary transformations!).

This was also done by Nielsen; the complexity of a given set Y = {y1,...,ym}
is just the sum of the lengths of the words v1,...,¥y;,. Now the algorithm is as
follows. Reduce both sets Y and Y to Nielsen-reduced sets. This procedure is finite
because the sum of the lengths of the words decreases at every step. Then solve
the membership problem for every element of Y in the subgroup generated by Y
and vice versa.

Nielsen’s method therefore yields (in particular) an algorithm for deciding
whether or not a given endomorphism of a free group of finite rank is an automor-
phism.

Another classical method that we sketch in this section is that of Schreier.
We are going to give a brief exposition of this method here in a special case of
a free group; however, it is valid for arbitrary groups as well.

Let H be a subgroup of F. A right coset representative function for F' (on
the generators x;) modulo H is a mapping of words in z;, w(xy,22,...) —
w(x1,22,...), where the W(x1,za,...) form a right coset representative system
for F modulo H, which contains the empty word, and where w(x1, z2,...) is the
representative of the coset of w(xy,za,...). Then we have:
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Theorem 2.4.1. If w — W is a right coset function for F modulo H, then H 1is
generated by the words

ux; -uT;
where u is an arbitrary representative and x; is a generator of F.

This already implies, for instance, that if F' is finitely generated and H is
a subgroup of finite index, then H is finitely generated.

Furthermore, a Schreier right coset function is one for which any initial seg-
ment of a representative is again a representative. The system of representatives is
then called a Schreier system. It can be shown that there is always some Schreier
system of representatives for F' modulo H. Also, there is a minimal Schreier sys-
tem; i.e., a Schreier system in which each representative has a length not exceeding
the length of any word it represents. Not every Schreier system is minimal.

Example 2.4.2. Let F' be the free group on a and b, and let H be the normal
subgroup of F generated by a?, b, and aba~'b~!. Then F/H has four cosets.
The representative system {1, a,b, ab} is Schreier, as is the representative system
{1,a,b,ab™'}. The representative system {1,a,b,a=1b~1} is not Schreier; for, the
initial segment a~! of a=1b~! is not a representative.

Using a Reidemeister—Schreier rewriting process, one can obtain a presen-
tation (by generators and relators) for H. This implies, among other things, the
following important result:

Theorem 2.4.3 (Nielsen—Schreier). Every nontrivial subgroup H of a free group F
18 free.

One can effectively obtain a set of free generating elements for H; namely,
those ux; - wx; ' such that uz; is not freely equal to a representative. Schreier
obtained this set of free generators for H in 1927. In 1921, Nielsen, using quite
a different method, had constructed a set of free generators for H if F' was finitely
generated. The generators of Nielsen are precisely those Schreier generators ob-
tained when a minimal Schreier system is used.

We refer to [96, Chapter 3] for more details.

2.5 Tietze’s method

Attempting to solve one of the major problems of combinatorial group theory,
the isomorphism problem, Tietze introduced isomorphism-preserving elementary
transformations that can be applied to groups presented by generators and rela-
tors.
Let
G= <$1,x2,... | 7“1,7“2,...>

be a presentation of a group G = F/R, where F is the ambient free group generated
by z1,22,..., and R is the normal closure of 71,79, ...; i.e., the smallest normal
subgroup of F' containing r1, 79, .. ..
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The elementary transformations are of the following types.

(T1) Introducing a new generator: Replace (x1,22,... | r1,72,...) by
(y,x1,m2,... | ys~L,71,7r9,...), where s = s(x1,22,...) is an arbitrary ele-
ment in the generators x1, zo,. ...

(T2) Canceling a generator (this is the converse of (T1)): If we have a presentation

of the form (y,x1,72,... | q,71,72,...), where ¢ is of the form ys~!, and
s,T1,T2,... are in the group generated by z1, x3, . . ., replace this presentation
by (z1,2Z2,...|7T1,72,...).

(T3) Applying an automorphism: Apply an automorphism of the free group gen-
erated by z1,xs,... to all the relators ri,7ro,....

(T4) Changing defining relators: Replace the set r1,79, ... of defining relators by

another set r},75,... with the same normal closure. That means, each of
1, 7%, ... should belong to the normal subgroup generated by r1,72,..., and
vice versa.

Then we have the following useful result due to Tietze (see, e.g., [95]):

Theorem 2.5.1. Two groups (x1,Z2,...|T1,7r2,...) and {(x1,Ta,...| $1,82,...) are
isomorphic if and only if one can get from one of the presentations to the other
by a sequence of transformations (T1)—(T4).

For most practical purposes, groups under consideration are finitely pre-
sented, in which case there exists a finite sequence of transformations (T1)—(T4)
taking one of the presentations to the other. Still, Theorem 2.5.1 does not give any
constructive procedure for deciding in a finite number of steps whether one finite
presentation can be obtained from another by Tietze transformations because, for
example, there is no indication of how to select the element S in a transformation
(T1). Thus Theorem 2.5.1 does not yield a solution to the isomorphism problem.

However, it has been used in many situations to derive various invariants
of isomorphic groups, most notably Alexander polynomials that turned out to be
quite useful in knot theory.

Also, Tietze’s method gives an easy, practical way of constructing “exotic”
examples of isomorphic groups that helped to refute several conjectures in combi-
natorial group theory. For a similar reason, Tietze transformations can be useful
for “diffusing” presentations of groups in some cryptographic protocols (see our
Section 6.1.3).

2.6 Normal forms

Normal forms of group elements are principal hiding mechanisms for cryptographic
protocols.

A normal form is required to have two essential properties: (1) every ob-
ject under consideration must have exactly one normal form, and (2) two objects
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that have the same normal form must be the same up to some equivalence. The
uniqueness requirement in (1) is sometimes relaxed, allowing the normal form to
be unique up to some simple equivalence.

Normal forms may be “natural” and simple, but they may also be quite
elaborate. We give some examples of normal forms below.

Example 2.6.1. In the (additive) group of integers, we have many “natural” normal
forms: decimal, binary, etc. These are quite good for hiding factors in a product;
for example, in the product 3 -7 = 21 we do not see 3 or 7. We make one more
observation here which is important from the point of view of cryptography: if
there are several different normal forms for elements of a given group, then one
normal form might reveal what another one is trying to conceal. For example,
the number 31 in the decimal form “looks random”, but the same number in the
binary form has a clear pattern: 11111. We re-iterate this point in Sections 5.1
and 5.2 of this book, in more complex situations.

There are also other normal forms for integers; for example, every integer is a
product of primes. This factorization is not unique, but if we require, in addition,
that a product of primes should be in increasing order, then it becomes a unique
normal form.

Example 2.6.2. In a group of matrices over a ring R, every matrix is the normal
form for itself. This normal form is unique up to the equality of the entries in the
ring R.

Example 2.6.3. In some groups given by generators and defining relators (cf. our
Section 2.2), there are rewriting systems, i.e., procedures which take a word in a
given alphabet as input and transform it to another word in the same alphabet
by using defining relators. This procedure terminates with the normal form of the
group element represented by the input word. We give an example of a rewriting
system in Thompson’s group in Section 5.2 of this book.

In other groups given by generators and defining relators, normal forms may
be based on some special (topological, or geometric, or other) properties of a given
group, and not just on a rewriting system. A good example of this sort is provided
by braid groups, see our Section 5.1. There are several different normal forms for
elements of a braid group; the classical one, called the Garside normal form, is not
even a word in generators of the group. We cannot give more details here without
introducing a large amount of background material, so we just refer the interested
reader to the monographs [10] and [30].



Chapter 3

Background on Computational
Complexity

3.1 Algorithms

In all instances, if not said otherwise, we use Turing machines as our principal
model of computation. In this section we briefly recall some basic definitions and
notation concerning Turing machines that are used throughout this chapter.

3.1.1 Deterministic Turing machines

In this section we give basic definitions of deterministic and non-deterministic
Turing machines to be used in the sequel.

Definition 3.1.1. A one-tape Turing machine (TM) M is a 5-tuple (Q, X, s, f,0)
where:

e () is a finite set of states;

e Y is a finite set of the tape alphabet;

s € @ is the initial state;

f € Q is the final state;
e §:Q xX —QxXx{L,R} called the transition function.

Additionally, M uses a blank symbol U different from the symbols in ¥ to mark
the parts of the infinite tape that are not in use.

We can define the operation of a TM formally using the notion of a configu-
ration which contains a complete description of the current state of computation.
A configuration of M is a triple (¢, w, u), where w,u are X-strings and ¢ € Q.

e w is a string to the left of the head;
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e 1 is the string to the right of the head, including the symbol scanned by the
head;

e ¢ is the current state.

We say that a configuration (¢, w,u) yields a configuration (¢’,w’,u’) in one

step, denoted by (¢, w, u) M (¢',w',u'), if a step of the machine from the configu-
ration (¢, w, u) results in the configuration (¢’, w’, u’). Using the relation “yields in

k
one step” we can define relations “yields in k steps”, denoted by AA, and “yields”,

denoted by MIA sequence of configurations that M yields on the input z is called
an execution flow of M on x.

We say that M halts on € ¥* if the configuration (s,e,x) yields a con-
figuration (f,w,u) for some 3-strings w and wu; in this case, (f,w,u) is called a
halting configuration. The number of steps M performs on a -string = before it
stops is denoted by Ths(x). The halting problem for M is an algorithmic problem
to determine whether M halts or not, i.e., whether Ths(x) = 0o or not.

We say that a TM M solves or decides a decision problem D over an alphabet
3 if M stops on every input € ¥* with an answer

e Yes (i.e., at configuration (f,e,1)) if = is a positive instance of D;
e No (i.e., at configuration (f,e,0)) otherwise.

We say that M partially decides D if it decides D correctly on a subset D’ of D
and on D — D’ it either does not stop or stops with an answer DontKnow (i.e.,
stops at configuration (f,e,U)).

3.1.2 Non-deterministic Turing machines

Definition 3.1.2. A one-tape non-deterministic Turing machine (NTM) M is a 5-
tuple (@, %, s, f,6), where Q, %, s, f and J are as in the definition of deterministic
TM except that § : Q@ xI' — Q@ x I' x {L, R} is a multivalued function (or a binary
relation).

Configurations of an NTM are the same as configurations of a deterministic
TM, but the relation “yields in one step” is slightly different. We say that an NTM
M, given a configuration ¢; = (¢, w,u), yields a configuration cs = (¢/,w’,u’) if
there exists a transition rule which transforms ¢; to ¢a. As before define the relation
“yields” based on the relation “yields in one step”. Note that, according to this
definition of a configuration, an NTM can yield two or more configurations in one
step and exponentially many configurations in n steps. Moreover, it is allowed to
yield both halting and non-halting configurations on the same input, which means
we need a revised definition of acceptance. Thus, we will say that M accepts an
input x if the initial configuration yields a halting configuration.
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3.1.3 Probabilistic Turing machines

Intuitively, a probabilistic Turing machine is a Turing machine with a random
number generator. More precisely, it is a machine with two transition functions d;
and d2. At each step of computation, each function §; is used with probability %
Probabilistic Turing machines are similar to nondeterministic Turing machines in
the sense that one configuration can yield many configurations in n steps, with the
difference of how we interpret computations. For an NTM M we are interested in
the question whether or not there is a sequence of choices that make M accept a
certain input, whereas for the same PTM M the question is with what probability
acceptance occurs.

The output of a probabilistic machine M on input z is a random variable, de-
noted by M (z). By P(M (z) = y) we denote the probability for the machine M to
output y on the input z. The probability space is the space of all possible outcomes
of the internal coin flips of M taken with uniform probability distribution.

Definition 3.1.3. Let D be a decision problem. We say that a PTM M decides D
if it outputs the right answer with probability at least 2/3.

3.2 Computational problems

In this section we briefly discuss general definitions of computational (or algo-
rithmic) problems, size functions and stratification. At the end of the section we
recall basics of the worst case analysis of algorithms, introduce the worst case
complexity, and discuss its limitations. One of the main purposes of this section
is to introduce notation and terminology.

3.2.1 Decision and search computational problems

We start with the standard definitions of decision and search computational prob-
lems, though presented in a slightly more general, than usual, form.

Let X be a finite alphabet and X* the set of all words in the alphabet X.
Sometimes subsets of X * are called languagesin X. A decision problem for a subset
L C X* is the following problem:

Is there an algorithm that for a given word w € X* determines whether
w belongs to L or not?

If such an algorithm exists, we call it a decision algorithm for L, and in this case
the decision problem for L, as well as the language L, is called decidable. More
formally, a decision problem is given by a pair D = (L, X*), with L C X*. We refer
to words from X* as instances of the decision problem D. The set L is termed the
positive, or the Yes, part of the problem D, and the complement L(D) = X* — L
is the negative, or the No, part of D. If there are no decision algorithms for D,
then D is called undecidable.
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In practice, many decision problems appear in the relativized form D =
(L,U), where L C U C X*, so the set of instances of D is restricted to the sub-
set U. For example, the famous Diophantine Problem for integers (10th Hilbert’s
problem) asks whether a given polynomial with integer coefficients has an inte-
ger root or not. In this case polynomials are usually presented by specific words
(terms) in the corresponding alphabet and there is no need to consider arbitrary
words as instances. Typically, the set U is assumed to be decidable, or at least
effectively enumerable.

Sometimes decision problems occur in a more general form given by a pair
D = (L,U),where L C U and U is a subset of the Cartesian product X* x - - - x X*
of kK > 1 copies of X*. For example, the conjugacy problem in a given group is
naturally described by a set of pairs of elements of the group; or the isomorphism
problem for graphs is usually given by a set of pairs of graphs, etc. By introducing
an extra alphabet symbol “” one could view a k-tuple of words (w1, wa, ..., wy) €
(X*)* as a single word in the alphabet X’ = X U {, }, which allows one to view
the decision problems above as given, again, in the form (L,U), with U C (X')*.

A search computational problem can be described by a binary predicate
R(z,y) € X* x Y* where X and Y are finite alphabets. In this case, given
an input z € X*, one has to find a word y € Y* such that R(z,y) holds. For ex-
ample, in the Diophantine Problem above « is a polynomial equation (or a “word”
describing this equation) E,(y) = 0 in a tuple of variables y, and the predicate
R(z,y) holds for given values of x and y if and only if these values give a solution
of E,(y) = 0. In what follows we always assume that the predicate R(z,y) is
computable.

In general, one can consider two different variations of search problems. The
first one requires, for a given x € X*, to decide first whether there exists y € Y*
such that R(z,y) holds, and only after that to find such y if it exists. In this case
the search problem D = (R, X* x Y*) contains the decision problem JyR(z,y) as
a subproblem. In the second variation one assumes from the beginning that for a
given x the corresponding y always exists and the problem is just to find such y.
The latter can be described in the relativized form by D = (R,U x Y*), where U
is the “Yes” part of the decision problem JyR(z,y).

Quite often algorithmic search problems occur as “decision problems with
witnesses”. For example, given a pair of elements (x1,22) of a given groups G, one
has to check if they are conjugate in G or not, and if they are, one has to find a
“witness” to that, i.e., one of the conjugating elements. Similarly, given two finite
graphs I'; and I's one has to solve the isomorphism problem for I'y, s, and if the
graphs are isomorphic, to find an isomorphism witnessing the solution.

If the predicate R(x,y) is computable, then the second variation of the corre-
sponding search problem is always decidable (it suffices to verify all possible inputs
from Y* one by one to find a solution if it exists). Note also that in this case the
first variation is also decidable provided the decision problem JyR(z,y) is decid-
able. Hence, in this situation the decidability of the search algorithmic problems
follows from the decidability of the corresponding decision problems. However, in



3.2. Computational problems 23

many cases our main concern is about complexity of the decision or search algo-
rithms, so in this respect, search computational problems a priori cannot be easily
reduced to decision problems.

Our final remark on descriptions of computational problems is that quite
often inputs for a particular problem are not given by words in an alphabet; more-
over, any representation of inputs by words, although possible, brings unneces-
sary complications into the picture. Furthermore, such a representation may even
change the nature of the problem itself. For example, in computational problems
for graphs it is possible to represent graphs by words in some alphabet, but it is
not very convenient, and sometimes misleading (see [59] for details). In these cases
we feel free to represent instances of the problem in a natural way, not encoding
them by words. One can easily adjust all the definitions above to such represen-
tations. In the most general way, we view a computational decision problem as a
pair D = (L, I), where I = Ip is a set of inputs for D and L = Lp is a subset of
I, the “Yes” part of D. Similarly, a general search computational problem can be
described as D = (R(z,y),I), where I is a subset of I; x I and R(z,y) C I. We
always assume that the set I, as well as all its elements, allows an effective descrip-
tion. We do not want to go into details on this subject, but in every particular case
this will be clear from the context. For example, we may discuss algorithms over
matrices or polynomials with coefficients from finite fields or rational numbers, or
finite graphs, or finitely presented groups, etc., without specifying any particular
representations of these objects by words in a particular alphabet.

3.2.2 Size functions

In this section we discuss various ways to introduce the size, or complexity, of in-
stances of algorithmic problems. This is part of a much bigger topic on complexity
of descriptions of mathematical objects.

To study computational complexity of algorithms one has to be able to com-
pare the resources r4(x) spent by an algorithm A on a given input & with the
“size” size(x) (or “complexity”) of the input. In what follows we mostly consider
only one resource: the time spent by the algorithm on a given input. To get rid of
inessential details coming into the picture from a particular model of computation
or the way the inputs are encoded, one can consider the growth of the “resource”
function r 4 : size(x) — r(z). This is where the notion of the size of inputs plays an
important role and greatly affects behavior of the function r 4. Usually the size of
an input x depends on the way the inputs are described. For example, if a natural
number z is given in a unary number system, i.e., = is viewed as a word of length
x in a unary alphabet {1}, say = 11...1, then it is natural to assume that the
size of = is the length of the word representing x, i.e., is x itself. However, if the
natural number z is given, say, in the binary or decimal representation, then the
size of x (which is the length of the corresponding representation) is exponentially
smaller (about log x), so the same algorithm 4 may have quite different resource
functions depending on the choice of the size function.
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The choice of the size function depends, of course, on the problem D. There
are two principle approaches to define size functions on a set I. In the first one, the
size of an input « € [ is the descriptive complezity d(x) of x, which is the length of
the minimal description of x among all natural representations of = of a fixed type.
For example, the length |w| of a word w in a given alphabet is usually viewed as
the size of w. However, there are other natural size functions, for instance, the size
of an element g of a finitely generated group G could be the length of a shortest
product of elements and their inverses (from a fixed finite generating set of G)
which is equal to g. One of the most intriguing size functions in this class comes
from the so-called Kolmogorov complexity (see [94] for details). In the second
approach, the size of an element x € I is taken to be the time required for a
given generating procedure to generate x (production complexity). For example,
when producing keys for a cryptoscheme, it is natural to view the time spent on
generating a key x as the size ¢(x) of x. In this case, the computational security of
the scheme may be based on the amount of recourses required to break x relative
to the size ¢(z). It could easily be that the descriptive complexity d(x) of x is
small but the computational complexity ¢(x) (with respect to a given generating
procedure) is large.

In general, a size (or complexity) function on a set I is an arbitrary nonneg-
ative integral (or real) function s : I — NV (or s : I — R™) that satisfies the
following conditions:

C1) for every n € N the preimage s~1(n) is either a finite subset of I or, in the
case where [ is equipped with a measure, a measurable subset of I. If s is a
size function with values in R™ and I is equipped with a measure u, then we
require (if not said otherwise) that s is y-measurable.

C2) for an element & € I given in a fixed representation, one can effectively
compute s(x).

Note that it makes sense to only consider size functions on I which are
“natural” in the context of a problem at hand. This is an important principle
that we do not formally include in the conditions above because of the difficulties
with formalization. For an algorithmic problem D, by sp we denote the given size
function on the set of instances I (if it exists).

There is another very interesting way to define size functions on sets of inputs
of algorithms, which is not yet developed enough. We briefly sketch the main idea
here.

Let C be a class of decision or search algorithms solving a computational
problem D = (L, I) that use different strategies but employ more or less similar
tools. Let Ay be a non-deterministic algorithm, which is based on the same
tools as algorithms from C are, but which is using an oracle that provides an
optimal strategy at each step of computation. One can define the size sop () of
x € I as the time spent by the algorithm A,y on the input z. Then for any
particular algorithm A € C the resource function r 4 will allow one to evaluate the
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performance of the algorithm A in comparison with the optimal (in the class C)
“ideal” algorithm A,y,;. This approach proved to be very useful, for example, in
the study of algorithmic complexity of the famous Whitehead problem from group
theory and topology (see [109]).

3.2.3 Stratification

In this section we introduce a notion of stratification relative to a given size function
and some related terminology. Stratification provides important tools to study
asymptotic behavior of subsets of inputs.

Let s : I — N be a size function on a set of inputs I, satisfying the conditions
C1), C2) from Section 3.2.2. For a given n € N the set of elements of size n in I,

I, ={xeTI]s(x)=n},

is called the sphere of radius n (or n-stratum), whereas the set
Bn(I) = Ulk:{aieﬂs(x)gn}
k=1

is called the ball of radius n.
The partition

I= G I (3.1)
k=1

is called size stratification of I, and the decomposition
I= U By(I)
k=1

is the size volume decomposition. The converse also holds, i.e., every partition (3.1)
induces a size function on I such that x € I has size k if and only if x € I. In
this case the condition C1) holds if and only if the partition (3.1) is computable,
whereas C2) holds if and only if the sets I}, are finite (or measurable, if the set I
comes equipped with a measure).

Size stratifications and volume decompositions allow one to study asymptotic
behavior of various subsets of I, as well as some functions defined on some subsets
of I. For example, if the size function s : I — N is such that for any n € N the set I,
is finite (see condition C1), then for a given subset R C I the function n — |RN1I,|
is called the growth function of R (relative to the given size stratification), while
the function
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is called the frequency function of R. The asymptotic behavior of R can be seen
via its spherical asymptotic density, which is defined as the following limit (if it
exists):

p(R) = lim pn(R).

Similarly, one can define the volume asymptotic density of R as the limit (if it
exists) of the volume frequencies:
p*(R) = lim p;(R),

n—oo

where
_[RnB,(1)|

P = 1B
One can also define the density functions above using lim sup rather than lim. We
will have more to say about this in Section 8.1.2.

These spherical and volume stratifications play an important role in the study
of complexity of algorithms and algorithmic problems.

3.2.4 Reductions and complete problems

In this section we discuss what it means when we say that one problem is as hard
as another. A notion of reduction is used to define this concept. Intuitively, if a
problem D is reducible to a problem Ds, then via some “reduction procedure”
a decision algorithm for Ds gives a decision algorithm to D;. This allows one to
estimate the hardness of the problem D; through the hardness of Dy and through
the hardness of the reduction procedure.

One of the most general type of reductions is the so-called Turing reduction
(see Section 3.2.6). It comes from the classical recursion theory and fits well for
studying undecidable problems. Below we give a general description of one of the
most common reductions, many-to-one reduction (see Section 3.2.5).

Let F' be a set of functions from N to N, and D; and D> some decision
problems (say, subsets of N). The problem D, is called reducible to Do under F' if
there exists a function f € F satisfying

z €Dy & f(x)€ Ds.

In this case we write D1 <g Ds. It is natural to assume that the set F' contains
all identity functions and hence any problem D is reducible to itself. Moreover,
usually the set F' is closed under compositions which implies that if D1 <p Do
and Dy <p D3, then Dy <pg Dj3. Thus, <pg is reflexive and transitive.

Now let S be a set of decision problems and <p a reducibility relation. We
say that S is closed under reductions < if for any problem D; and a problem
Dy € S, one has

D1 SFDQ 4 D1€S’.

A problem C'is called hard for S if for any D € S we have D <p C. A problem C
is called complete for S if it is hard for S and C € S.
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3.2.5 Many-one reductions

Let Dy and D5 be decision problems. A recursive function f : D1 — Do is called a
many-to-one reduction of Dy to Do if x € Dy if and only if f(x) € Ds. In this case
we say that D; is many-one reducible or m-reducible to Dy and write D1 <,,, Dy. If
f is an injective many-one reduction, then we say that D; is one-to-one reducible
to Dy and write Dy <; Ds.

Many-one reductions are a special case and a weaker form of Turing reduc-
tions. With many-one reductions only one invocation of the oracle is allowed, and
only at the end.

Recall that a class S of problems is closed under many-one reducibility if
there are no many-one reductions from a problem in S to a problem outside S. If
a class S is closed under many-one reducibility, then many-one reductions can be
used to show that a problem is in S by reducing a problem in S to it.

The class of all decision problems has no complete problem with respect to
many-one reductions.

3.2.6 Turing reductions

In this section we discuss the most general type of reductions called Turing re-
ductions. Turing reductions are very important in computability theory and in
providing theoretical grounds for more specific types of reductions, but like many-
one reductions discussed in the previous section, they are of limited practical
significance.

We say that a problem D; is Turing reducible to a problem Dy and write
Dy <p D5 if Dy is computable by a Turing machine with an oracle for Dy. The
complexity class of decision problems solvable by an algorithm in class A with
an oracle for a problem in class B is denoted by AP. For example, the class of
problems solvable in polynomial time by a deterministic Turing machine with an
oracle for a problem in NP is PNP. (This is also the class of problems reducible
by a polynomial-time Turing reduction to a problem in NP.)

It is possible to postulate the existence of an oracle which computes a non-
computable function, such as an answer to the halting problem. A machine with an
oracle of this sort is called a hypercomputer. Interestingly, the halting paradox still
applies to such machines; that is, although they can determine whether particular
Turing machines will halt on particular inputs, they cannot determine whether
machines with equivalent halting oracles will themselves halt. This fact creates a
hierarchy of machines, called the arithmetical hierarchy, each with a more powerful
halting oracle and an even harder halting problem.
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3.3 The worst case complexity

3.3.1 Complexity classes

We follow the book Computational Complexity by C. Papadimtriou [114] for our
conventions on computational complexity. A complezity class is determined by
specifying a model of computation (which for us is almost always a Turing ma-
chine), a mode of computation (e.g., deterministic or non-deterministic), resources
to be controlled (e.g., time or space) and bounds for each controlled resource, which
is a function f from nonnegative integers to nonnegative integers satisfying certain
properties as discussed below. The complexity class is now defined as the set of
all languages decided by an appropriate Turing machine M operating in the ap-
propriate mode and such that, for any input x, M uses at most f(|x|) units of the
specified resource. There are some restrictions on the bound function f. Speaking
informally, we want to exclude those functions that require more resources to be
computed than to read an input n and an output f(n).

Definition 3.3.1. Let f be a function from nonnegative integers to nonnegative
integers. We say that f is a proper complezity function if the following conditions
are satisfied:

1. f is non-decreasing, i.e., for any n € N f(n+1) > f(n).

2. There exists a multitape Turing machine M such that for any n and for any
input z of length n, M computes a string 0/ (D) in time Ty (x) = O(n+ f(n))
and space Sy(z) = O(f(n)).

The class of proper complexity bounds is very extensive and excludes mainly
pathological cases of functions. In particular, it contains all polynomial functions,
functions \/n, n!, and logn. Moreover, with any functions f and g it contains the
functions f + ¢, f - g, and 27.

For a proper complexity function f, we define TIME(f) to be the class
of all decision problems decidable by some deterministic Turing machine within
time f(n). Then, let NTIME(f) be the class of all decision problems decidable
by some non-deterministic Turing machine within time f(n). Similarly, we can
define the complexity classes SPACE(f) (deterministic space) and NSPACE(f)
(non-deterministic space).

Often classes are defined not for particular complexity functions but for pa-
rameterized families of functions. For instance, two most important classes of
decision problems, P and NP, are defined as follows:

[j TIME(n

= | NTIME(n").
k=1
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Other important classes are PSPACE = |J;2, SPACE(n*) (polynomial de-
terministic space) and NPSPACE = [J;2, NSPACE(n*) (polynomial non-
deterministic space), EXP = [J;- TIME((2")") (exponential deterministic
time).

As we have mentioned above, the principal computational models for us are
Turing machines (in all their variations). However, we sometimes may describe
them not by Turing machine programs, but rather less formally, as they appear
in mathematics. Moreover, we may use other sequential models of computation,
keeping in mind that we can always convert them into Turing machines, if needed.
We refer to all these different descriptions and different models of computation as
algorithms.

The complexity classes defined above are the so-called worst case complezity
classes.

3.3.2 Class NP

It is a famous open problem whether P = NP or not. There are several equivalent
definitions of NP. According to our definition, a language L C {0, 1}* belongs to
NP if there exists a polynomial p : N — N and a polynomial-time TM M such
that for every = € {0, 1}*,

z e L if and only if Ju e {0,1}P07D st. M(2,u) = 1.

If v € L and u € {0,1}702D) satisfies M (x,u) = 1 then we say that u is a certificate
for « (with respect to the language L and machine M).

Definition 3.3.2. A Boolean formula ¢ over variables ui, ..., u, is in conjunctive
normal form (CNF) if it is of the form

AV, ),

where each v;; is a literal of ¢, in other words either a variable uy, or its negation
k. The terms Vu;; are called clauses. If all clauses contain at most £ literals, the
formula is called k-CNF.

Several problems in NP:

1. Satisfiability problem, or SAT: Given a boolean formula ¢ in conjunctive
normal form over variables uq,...,u,, determine whether or not there is a
satisfying assignment for ¢.

2. Three satisfiability problem, or 3SAT: Given a boolean formula ¢ in conjunc-
tive normal form over variables u1, ..., u,, where each conjunct contains up
to three variables, determine whether or not there is a satisfying assignment
for .

3. Subset sum problem: Given a list of n numbers a1, ..., a, and a number A,
decide whether or not there is a subset of these numbers that sums up to A.
The certificate is the list of members in such a subset.
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. Graph isomorphism: Given two n x n adjacency matrices M, Ms, decide

whether or not M7 and M define the same graph up to renaming of vertices.
The certificate is a permutation m € S,, such that M; is equal to M, after
reordering M;’s entries according to 7.

. Linear programming: Given a list of m linear inequalities with rational

coefficients over n variables uq,...,u, (a linear inequality has the form
arug + agus + . .. apuy, < b for some coefficients aq, . .., an, b), decide whether
or not there is an assignment of rational numbers to the variables uy, ..., u,
that satisfies all the inequalities. The certificate is the assignment.

. Integer programming: Given a list of m linear inequalities with rational coef-

ficients over n variables u1, ..., u,, decide whether or not there is an assign-
ment of integers to uq, . . ., u, that satisfies all the inequalities. The certificate
is the assignment.

n

. Travelling salesperson: Given a set of n nodes, (2) numbers d; ; denoting

the distances between all pairs of nodes, and a number k, decide whether or
not there is a closed circuit (i.e., a “salesperson tour”) that visits every node
exactly once and has total length at most k. The certificate is the sequence
of nodes in the tour.

. Bounded halting problem: Let M be a non-deterministic Turing machine

with binary input alphabet. The bounded halting problem for M (denoted
by H(M)) is the following algorithmic problem. For a positive integer n and
a binary string x, decide whether or not there is a halting computation of
M on z within at most n steps. The certificate is the halting execution flow
(sequence of states of M).

. Post correspondence problem: Given a nonempty list

L= ((u1,v1),...,(us,vs))

of pairs of binary strings and a positive integer n determine whether or not
there is a tuple i = (i1,...,i) in {1,...,s}*, where k < n, such that

Uiy Uiy ++ - Ugy, = Vi Vig oo« Vg, -

The certificate is the tuple i.

3.3.3 Polynomial-time many-one reductions and class NP

Many-one reductions are often subjected to resource restrictions, for example that
the reduction function is computable in polynomial time or logarithmic space. If
not chosen carefully, the whole hierarchy of problems in the class can collapse to
just one problem. Given decision problems D; and Dy and an algorithm A which
solves instances of Do, we can use a many-one reduction from Dy to Dy to solve
instances of Doy in:
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e the time needed for A plus the time needed for the reduction;

e the maximum of the space needed for A and the space needed for the reduc-
tion.

Recall that P is the class of decision problems that can be solved in polynomial
time by a deterministic Turing machine and NP is the class of decision problems
that can be solved in polynomial time by a non-deterministic Turing machine.
Clearly P C NP. It is a famous open question (see e.g., [70]) whether NP C P or
not.

Definition 3.3.3. Let Dy and D5 be decision problems. We say that f: Dy — Do
Ptime reduces D1 to Do and write Dy <p Ds if

e f is polynomial time computable;
e z € Dy if and only if f(x) € Ds.

We say that a Ptime reduction f is size-preserving if
o |z1| < |z2| if and only if |f(z1)| < |f(z2)].

Recall that 3SAT is the following decision problem. Given a Boolean ex-
pression in conjunctive normal form, where each clause contains at most three
variables, find out whether or not it is satisfiable. It is easy to check that 3SAT
belongs to NP. The following theorem is a classical result.

Theorem 3.3.4. The following is true:
1) NP is closed under Ptime reductions.

2) If f is a Ptime reduction from Dy to Do and M is a Turing machine solv-
ing Do in polynomial time, then the composition of f and M solves D1 in
polynomaal time.

3) 3SAT is complete in NP with respect to Ptime reductions.

It follows from Theorem 3.3.4 that to prove (or disprove) that NP C P one
does not have to check all problems from NP; it is sufficient to show that C' € P
(or C ¢ P) for any NP-complete problem C.

3.3.4 NP-complete problems

In Section 3.2.4 we defined a notion of a hard and complete problem for a class
of decision problems. In this section we use it to define NP-complete problems.
Recall that a decision problem L C {0, 1}* belongs to the class NP if membership
in L has a polynomial-time verifiable certificate (witness). Now a problem D is
called NP-hard if for every problem D’ € NP there exists a polynomial-time
reduction of D’ to D. A problem is said to be NP-complete if it belongs to NP
and is NP-hard.
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Theorem 3.3.5. There exists a nondeterministic TM U such that H(U) is NP-
complete.

Proof. (A sketch.) As we mentioned in Section 3.3.2, for any polynomial-time TM
U, one has H(U) € NP. On the other hand, D € NP if and only if there exists a
polynomial-time NTM M deciding D. Let p(n) be the time-complexity of M. Fix
an arbitrary problem D from NP. Let U be a universal NTM (which simulates
execution flow of any TM M on any input z) such that:

(1) U takes inputs of the form 1™0z, where m is a Gédel number of a TM M to
be simulated and x is an input for M.

(2) U is an efficient universal Turing machine, i.e., there exists a polynomial ¢(n)
for U such that M stops on x in k steps if and only if U stops on 1™ 0z in

q(k) steps.

Clearly, a function f which maps an input z for M to the input (¢(p(|z|)), 1™0x)
for H(U) is a polynomial-time reduction. Thus, H(U) is NP-hard. O

Let M be a TM. We say that M is oblivious if its head movement depends
only on the length of input as a function of steps. It is not difficult to see that for
any Turing machine M with time complexity T'(n) there exists an oblivious TM
M’ computing the same function as M does with time complexity T2(n).

To prove the next theorem we need to introduce a notion of a snapshot for
execution of a Turing machine. Assume that M = (Q, 3, s, f,d) is a TM with two
tapes. The first tape is read-only and is referred to as an input tape, and the second
tape is in the read-write mode and is referred to as the working tape. A snapshot
of M’s execution on input y at step i is a triple (a,b,q) € ¥ x X x @, where a and
b are the symbols observed by the the M’s head and ¢ is the current state.

Theorem 3.3.6. SAT is NP-complete

Proof. SAT clearly belongs to NP, hence it remains to show that it is NP-hard.
Let D be an arbitrary NP problem. Our goal is to construct a polynomial time
reduction f which maps instances x of D to CNF formulas ¢, such that x € D if
and only if ¢, is satisfiable. By definition, D € NP if and only if there exists a
polynomial p(n) and a polynomial-time 2-tape TM M = (Q, %, s, f,d) such that
for every z € {0,1}*,

x € D if and only if Ju € {0, 1}1’(‘””‘) sit. M(z,u) =1.

As mentioned above, we may assume that M is oblivious (i.e., its head move-
ment does not depend on the contents of the input tape, but only on the length
of the input). The advantage of this property is that there are polynomial-time
computable functions:

1. inputpos(i) — the location of the input tape head at step i;
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2. prev(i) — the last step before ¢ that M visited the same location on the work
tape.

Each snapshot of M’s execution can be encoded by a binary string of length
¢, where ¢ is a constant depending on parameters of M, but independent of the
input length.

For every m € N and y € {0,1}™, the snapshot of M’s execution on the input
y at the ith step depends on its state at the (i — 1)th step and on the contents of
the current cells of its input and work tapes. Thus if we denote the encoding of the
ith snapshot as a string of length ¢ by z;, then 2; is a function of 2;_1, Yinputpos(i)
and 2prey(i)s 1-€.,

Zi = F(Zi—la Yinputpos(i) > Zprev(i))7

where F' is some function that maps {0, 1}2*! to {0,1}.

Let n € Nand = € {0, 1}". We need to construct a CNF ¢, such that « € D if
and only if ¢, € SAT. Recall that = € D if and only if there exists u € {0,1}P(")
such that M(y) = 1, where y = x o u. Since the sequence of snapshots of M’s
execution completely determines its outcome, this happens if and only if there
exists a string y € {0,1}*TP(") and a sequence of strings z1,...,z7 € {0,1}¢,
where T' = T'(n) is the number of steps M takes on input of length n + p(n)
satisfying the following four conditions:

(1) The first n bits of y are the same as in x.

2) The string z; encodes the initial snapshot of M.

(2)
(3) For every 1= 27 B Ta Zi = F(Zifla Yinputpos(i)s Zp’rev(i))'
(4)

4) The last string z7 encodes a snapshot in which the machine halts and outputs

1.

The formula ¢, takes variables y € {0,1}"7P(") and z € {0,1}" and verifies
that y, z satisfy all of these four conditions. Clearly, z € D if and only if ¢, € SAT,
so it remains to show that we can express ¢, as a polynomial-size CNF formula.

Condition (1) can be expressed as a CNF formula of size 2n. Conditions (2)
and (4) each depend on ¢ variables and hence can be expressed by a CNF formula
of size ¢2¢. Condition (3) is an AND of T conditions each depending on at most
3c + 1 variables, hence it can be expressed as a CNF formula of size at most
T(3c + 1)23¢t1. Hence, AND of all these conditions can be expressed as a CNF
formula of size d(n + T'), where d is a constant depending only on M. Moreover,
this CNF formula can be computed in polynomial time in the running time of
M. O

3.3.5 Deficiency of the worst case complexity

The worst case complexity of algorithms tells something about resources spent by
a given algorithm A on the “worst possible” inputs for A. Unfortunately, when
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the worst case inputs are sparse, this type of complexity tells nothing about the
actual behavior of the algorithm on “most” or “most typical” (generic) inputs.
However, what really counts in many practical applications is the behavior of
algorithms on typical, most frequently occurring, inputs. For example, Dantzig’s
simplex algorithm for linear programming problems is used thousands of times
daily and in practice almost always works quickly. It was shown by V. Klee and
G. Minty [82] that there are some inputs where the simplex algorithm requires
exponential time to finish computation, so it has exponential worst case time
complexity. In [80] Khachiyan came up with a new ingenious algorithm for linear
programming problems, that has polynomial time complexity. Nevertheless, at
present Dantzig’s algorithm continues to be most widely used in applications.
The reason is that a “generic”, or “random”, linear programming problem is not
“special”, and the simplex algorithm works quickly. Mathematical justification of
this phenomenon have been found independently by Vershik and Sporyshev [140]
and Smale [130]. They showed that on a set of problems of measure 1, Dantzig’s
simplex algorithm has linear time complexity.

Modern cryptography is another area where computational complexity plays
a crucial role because modern security assumptions in cryptography require analy-
sis of behavior of algorithms on random inputs. The basic computational problem,
which is in the core of a given cryptoscheme, must be hard on most inputs, to
make it difficult for an attacker to crack the system. In this situation the worst
case analysis of algorithms is irrelevant.

Observations of this type have led to the development of new types of com-
plexity measure, where computational problems come equipped with a fixed distri-
bution on the set of inputs (so called distributional, or randomized, computational
problems). This setting allows one to describe the behavior of algorithms either
on average or on “most” inputs. We discuss these complexity measures in more
detail in Part III of our book.



Part 11

Non-commutative Cryptography
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The object of this part of the book is to explore how to use the complexity
of non-commutative groups in public-key cryptography.

The idea of using the complexity of infinite, nonabelian groups in cryptog-
raphy goes back to Magyarik and Wagner [97] who in 1985 devised a public-key
protocol based on the unsolvability of the word problem for finitely presented
groups (or so they thought). Their protocol now looks somewhat naive, but it
was pioneering. More recently, there has been an increased interest in applications
of nonabelian group theory to cryptography (see for example [1, 84, 129]). Most
suggested protocols are based on search problems which are variants of more tradi-
tional decision problems of combinatorial group theory. Protocols based on search
problems fit in with the general paradigm of a public-key protocol based on a
one-way function (see above). We therefore dub the relevant area of cryptography
canonical cryptography and explore it in Chapter 4 of our book.

On the other hand, employing decision problems in public-key cryptography
allows one to depart from the canonical paradigm and construct cryptographic
protocols with new properties, impossible in the canonical model. In particular,
such protocols can be secure against some “brute force” attacks by computa-
tionally unbounded adversary. There is a price to pay for that, but the price is
reasonable: a legitimate receiver decrypts correctly with probability that can be
made arbitrarily close to 1, but not equal to 1. We discuss this and other new
ideas in Chapter 11.

In a separate Chapter 5 we describe groups that can be used as platforms
for cryptographic protocols from Chapters 4 and 11 of this book. These include
braid groups, groups of matrices, small cancellation groups, and others.



Chapter 4

Canonical Non-commutative
Cryptography

In this chapter, we discuss various cryptographic primitives that use non-
commutative (semi)groups as platforms, but at the same time do not depart from
the canonical paradigm of a public-key protocol based on a one-way function.
We include here the ground-breaking Anshel-Anshel-Goldfeld protocol [1] as well
as protocols that are closer in spirit to classical protocols based on commutative
(semi)groups.

4.1 Protocols based on the conjugacy search problem

Let GG be a group with solvable word problem. For w, a € GG, the notation w® stands
for a~'wa. Recall that the conjugacy problem (or conjugacy decision problem) for
G is: given two elements u,v € G, find out whether there is z € G such that
u® = v. On the other hand, the conjugacy search problem (sometimes also called
the witness conjugacy problem) is: given two elements a,b € G and the information
that u” = v for some x € G, find at least one particular element z like that.

The conjugacy decision problem is of great interest in group theory. In con-
trast, the conjugacy search problem is of interest in complexity theory, but of no
interest in group theory. Indeed, if you know that w is conjugate to v, you can just
go over words of the form u* and compare them to v one at a time, until you get a
match. (We implicitly use here an obvious fact that a group with solvable conju-
gacy problem also has solvable word problem.) This straightforward algorithm is
at least exponential-time in the length of v, and therefore is considered infeasible
for practical purposes.

Thus, if no other algorithm is known for the conjugacy search problem in a
group G, it is not unreasonable to claim that x — u® is a one-way function and
build a (public-key) cryptographic protocol on that.

We start with a simple protocol, due to Ko, Lee et. al. [84].
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An element w € G is published.

Alice picks a private a € G and sends w* to Bob.

Bob picks a private b € G and sends w® to Alice.

Alice computes (w?)® = w"®, and Bob computes (w®)? = w.

If @ and b are chosen from a pool of commuting elements of the group G,

then ab = ba, and therefore, Alice and Bob get a common private key w® = w"®.
Typically, there are two public subgroups A and B of the group G, given by their
(finite) generating sets, such that ab = ba for any a € A, b € B.

In the paper [84], the platform group G was the braid group B,, which has

some natural commuting subgroups. Selecting a suitable platform group for the
above protocol is a very nontrivial matter; some requirements on such a group
were put forward in [119]:

(PO)

(P1)

The group has to be well known. More precisely, the conjugacy search prob-
lem in the group either has to be well studied or can be reduced to a well-
known problem (perhaps, in some other area of mathematics).

This property, although not mathematical, appears to be mandatory if
we want our cryptographic product to be used in real life. We note in passing
that this property already narrows down the list of candidates quite a bit.

The word problem in G should have a fast (linear- or quadratic-time) solu-
tion by a deterministic algorithm. Better yet, there should be an efficiently
computable “normal form” for elements of G.

This is required for an efficient common key extraction by legitimate
parties in a key establishment protocol, or for the verification step in an
authentication protocol, etc.

The conjugacy search problem should not have a subexponential-time solu-
tion by a deterministic algorithm.

We point out here that proving a group to have (P2) should be extremely
difficult, if not impossible. This is, literally, a million-dollar problem (see [70]).
The property (P2) should be therefore considered in conjunction with (P0),
i.e., the only realistic evidence of a group G having the property (P2) can
be the fact that sufficiently many people have been studying the conjugacy
search problem in G over sufficiently long time.

The next property is somewhat informal, but it is of great importance
for practical implementations:

There should be a way to disguise elements of G so that it would be impossible
to recover z from z~'wz just by inspection.

One way to achieve this is to have a normal form for elements of G,
which usually means that there is an algorithm that transforms any input
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Uin, which is a word in the generators of G, to an output wey:, which is
another word in the generators of G, such that u;, = .y in the group G,
but this is hard to detect by inspection.

In the absence of a normal form, say if G is just given by means of
generators and relations without any additional information about properties
of G, then at least some of these relations should be very short.

(P4) G should be a group of super-polynomial (i.e., exponential or “intermediate”)
growth. This means that the number of elements of length n in G should grow
faster than any polynomial in n; this is needed to prevent attacks by complete
exhaustion of the key space. Here “length n” is typically just the length of
a word representing a group element, but in a more general situation, this
could be the length of some other description, i.e., “information complexity”.

There are groups that have (P1), (P4), most likely have (P2), and to a reason-
able extent have (P3). These are groups with solvable word problem, but unsolv-
able conjugacy problem (see e.g., [108]). However, the conjugacy search problem is
of no independent interest in group theory, as we have mentioned in the beginning
of this section. Group theorists therefore did not bother to study the conjugacy
search problem in these groups once it had been proved that the conjugacy prob-
lem is algorithmically unsolvable. It would probably make sense to reconsider these
groups now.

4.2 Protocols based on the decomposition problem

One of the natural ramifications of the conjugacy search problem is the following
decomposition search problem:

Given two elements w and w’ of a group G, find two elements x and y
that would belong to a given subset (usually a subgroup) A C G and
satisfy z - w -y = w’, provided at least one such pair of elements exists.

We note that if in the above problem A is a subgroup, then this problem is
also known as the double coset problem .

We also note that some x and y satisfying the equality z - w - y = w’ always
exist (e.g., # = 1, y = wtw’), so the point is to have them satisfy the condition
x,y € A. We therefore will not usually refer to this problem as a subgroup-restricted
decomposition search problem because it is always going to be subgroup-restricted;
otherwise it does not make much sense.

We are going to show in Section 4.7 that solving the conjugacy search problem
is unnecessary for an adversary to get the common secret key in the Ko-Lee (or any
similar) protocol (see our Section 4.1); it is sufficient to solve a seemingly easier
decomposition search problem. This was mentioned, in passing, in the paper [84],
but the significance of this observation was downplayed there.
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We note that the condition z,y € A may not be easy to verify for some
subsets A; the corresponding problem is known as the membership (decision)
problem. The authors of [84] do not address this problem; instead they mention,
in justice, that if one uses a “brute force” attack by simply going over elements of
A one at a time, the above condition will be satisfied automatically. This however
may not be the case with other, more practical, attacks.

We also note that the conjugacy search problem is a special case of the
decomposition problem where w’ is conjugate to w and & = y~'. The claim that
the decomposition problem should be easier than the conjugacy search problem is
intuitively clear since it is generally easier to solve an equation with two unknowns
than a special case of the same equation with just one unknown. We admit however
that there might be exceptions to this general rule.

Now we give a formal description of a typical protocol based on the decom-
position problem. There is a public group G, and two public subgroups A, B C G
commuting elementwise, i.e., ab = ba for any a € A, b € B.

1. Alice randomly selects private elements ai,as € A. Then she sends the ele-
ment ajwas to Bob.

2. Bob randomly selects private elements b1, by € B. Then he sends the element
b1’wb2 to Alice.

3. Alice computes K4 = a1biwbsas, and Bob computes K g = boajwbias. Since
a;b; = b;a; in G, one has K4 = K = K (as an element of (), which is now
Alice’s and Bob’s common secret key.

We now discuss several modifications of the above protocol.

4.2.1 “Twisted” protocol

This idea is due to Shpilrain and Ushakov [122]; the following modification of the
above protocol appears to be more secure (at least for some choices of the platform
group) against so-called “length based” attacks (see e.g., [65], [67]), according to
computer experiments. Again, there is a public group G, and two public subgroups
A, B < G commuting elementwise.

1. Alice randomly selects private elements a; € A and b; € B. Then she sends
the element aqwb; to Bob.

2. Bob randomly selects private elements by € B and ay € A. Then he sends
the element bowas to Alice.

3. Alice computes K4 = aibswash; = bsajwbias, and Bob computes Kg =
baajwbyas. Since a;b; = b;a; in G, one has Ky = Kp = K (as an element of
@), which is now Alice’s and Bob’s common secret key.

The security of this protocol is apparently based on a more general version of

the decomposition search problem than that given in the beginning of the previous
subsection:
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Given two elements w, w' and two subgroups A, B of a group G, find
two elements x € A and y € B such that x-w -y = w', provided at least
one such pair of elements exists.

4.2.2 Hiding one of the subgroups

This idea, too, is due to Shpilrain and Ushakov [124]. First we give a sketch of the
idea.

Let G be a group and g € G. Denote by Cg(g) the centralizer of g in G,
i.e., the set of elements h € G such that hg = gh. For S = {q1,...,9x} C G,
Cc(g1,--.,gk) denotes the centralizer of S in G, which is the intersection of the
centralizers Cg(g;), i =1,..., k.

Now, given a public w € G, Alice privately selects a; € G and publishes a
subgroup B C C¢(aq) (we tacitly assume here that B can be computed efficiently).
Similarly, Bob privately selects by € G and publishes a subgroup A C C¢(bs). Alice
then selects as € A and sends wy = ajwas to Bob, while Bob selects b; € B and
sends wa = bywby to Alice.

Thus, in the first transmission, say, the adversary faces the problem of find-
ing a1, as such that wy = ajwas, where as € A, but there is no explicit indication
of where to choose a; from. Therefore, before arranging something like a length
attack in this case, the adversary would have to compute generators of the cen-
tralizer Cq(B) first (because a1 € Cg(B)), which is usually a hard problem by
itself since it basically amounts to finding the intersection of the centralizers of in-
dividual elements, and finding (the generators of) the intersection of subgroups is
a notoriously difficult problem for most groups considered in combinatorial group
theory.

Now we give a formal description of the protocol from [124]. As usual, there
is a public group G, and let w € G be public, too.

1. Alice chooses an element a; € G, chooses a subgroup of C¢(aq ), and publishes
its generators A = {aq, ..., ax}.

2. Bob chooses an element bs € G, chooses a subgroup of C(b2), and publishes
its generators B = {f1,...,Om}.

3. Alice chooses a random element as from (01, ..., Op) and sends Py = ajwas
to Bob.

4. Bob chooses a random element by from {(aq,...,a;) and sends Pp = bywbs
to Alice.

5. Alice computes K 4 = a1 Pgas.
6. Bob computes Kpg = by Pabs.

Since ai1b; = bia; and asby = boas, we have K = K, = Kp, the shared
secret key.
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4.2.3 Using the triple decomposition problem

This protocol is due to Kurt [86]. Her idea is to base security of a key exchange
primitive on the “triple decomposition problem”, where a known element is to
be factored into a product of three unknown factors. Recall that in the “usual”
decomposition problem a known element is to be factored into a product of three
factors, where two factors are unknown and one (in the middle) is known. The
motivation for this modification is the following: if the platform group which is
used with the corresponding protocol is linear, then the “usual” decomposition
problem can be reduced to a system of linear equations, thus making a linear
algebra attack possible. This is illustrated, in particular, in our Section 4.4. With
the triple decomposition problem, a similar trick can only reduce the problem
to a system of quadratic equations which is, of course, less malleable at least for
standard attacks.

In Kurt’s protocol the private key has three components. The idea is to hide
each of these components by multiplying them by random elements of a (public)
subgroup. The important part is that one of the components is multiplied by
random elements both on the right and on the left. Now we are getting to the
protocol description.

There is a public platform group (or a monoid) G and two sets of sub-
sets of G containing five subsets of G each, say A = A, Ay, A3, X1, Xo and
B = Bj, B, B3, Y1,Y5, satisfying the following invertibility and commutativity
conditions:

(Invertibility conditions) The elements of X7, X5, Y7, Y> are invertible.

(Commutativity conditions) [A3,Y1] = 1, [43,Y2] = 1, [B1,X;] = 1, and
[Ba, Xo] = 1.

Alice and Bob agree on who will use which set of subsets; say Alice uses A
and Bob uses B. Then the exchange between Alice and Bob goes as follows:

1. Alice chooses a1 € A1, as € As, a3 € A3, x1 € X1, x5 € X9, and computes:
U= a1T,v = xflagxg, and w = x;lag. Her private key is (a1, as,a3).

2. Bob chooses b1 € By, ba € By, bs € B3, y1 € Y1, y2 € Yo, and computes:
p=b1y1, ¢ = y; ‘baya, and r = y, 'bs. His private key is (b1, ba, b3).

3. Alice sends (u,v,w) to Bob.
4. Bob sends (p, q,r) to Alice.

5. Alice computes aipasqazr = a1(blyl)ag(yflbgyg)ag(y;lbg) = a1biasbzasbs
= Kaj.

6. Bob computes ubjvbowbs = (alxl)bl(mflagxg)bg(xgl)agbg
= Kpg.

aibiasbrasbs

Thus, K4 = Kp = K is Alice’s and Bob’s common secret key.
We refer to [86] for details on parameters of this scheme.
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4.3 A protocol based on the factorization search
problem

In this section, we describe a protocol based on the factorization search problem:

Given an element w of a group G and two subgroups A, B < G, find
any two elements a € A and b € B that would satisfy a - b = w.

As before, there is a public group G, and two public subgroups A, B < G
commuting elementwise, i.e., ab = ba for any a € A,b € B.

1. Alice randomly selects private elements a; € A, by € B. Then she sends the
element a1b; to Bob.

2. Bob randomly selects private elements as € A, by € B. Then he sends the
element asby to Alice.

3. Alice computes:
K4 = bi(a2b2)ay = azbraiby = azaibibs,
and Bob computes:
Kp = az(a1b1)b2 = aza1bybs.

Thus, K4 = Kp = K is now Alice’s and Bob’s common secret key.

We note that the adversary, Eve, who knows the elements a1b; and asbs, can
compute (a1b1)(a2b2) = a1b1a2b2 = a1a2b1b2 and (agbg)(albl) = a2a1b2b1, but
neither of these products is equal to K if ajas # asa; and b1by # baby.

Finally, we point out a decision factorization problem:

Given an element w of a group G and two subgroups A, B < G, find
out whether or not there are two elements a € A and b € B such that
w=a-b.

This seems to be a new and nontrivial problem in group theory, and therefore
it gives an example of a group-theoretic problem motivated by cryptography, i.e.,
we have here a remarkable feedback from cryptography to group theory.

4.4 Stickel’s key exchange protocol

Stickel’s protocol [133] is reminiscent of the classical Diffie-Hellman protocol (see
our Section 1.2), although formally it is not a generalization of the latter. We show
below, in Section 4.4.1, that Stickel’s choice of platform (the group of invertible
matrices over a finite field) makes the protocol vulnerable to linear algebra attacks.
It appears however that even such a seemingly minor improvement as using non-
invertible matrices instead of invertible ones would already make Stickel’s protocol



44 Chapter 4. Canonical Non-commutative Cryptography

significantly less vulnerable, at least to linear algebra attacks, which is why we
think this protocol has some potential. Our exposition in this section follows [121].

Let G be a public nonabelian finite group, a,b € G public elements such that
ab # ba. The key exchange protocol goes as follows. Let N and M be the orders
of a and b, respectively.

1. Alice picks two random natural numbers n < N, m < M and sends u = a"b™
to Bob.

2. Bob picks two random natural numbers » < N, s < M and sends v = a"b*
to Alice.

3. Alice computes K4 = a"vb™ = a"T7p™ s,
4. Bob computes Kp = a"ub® = a™t"pm+s,

Thus, Alice and Bob end up with the same group element K = K4 = Kp
which can serve as the shared secret key.

When it comes to implementation details, exposition in [133] becomes some-
what foggy. In particular, it seems that the author actually prefers the following
more general version of the above protocol.

Let w € G be public.

1. Alice picks two random natural numbers n < N, m < M, an element ¢, from
the center of the group G, and sends u = cya™wb™ to Bob.

2. Bob picks two random natural numbers r < N, s < M, an element ¢y from
the center of the group G, and sends v = coa”wb® to Alice.

3. Alice computes K4 = cia™vb™ = cicoa™ T wb™ T,
4. Bob computes Kp = coaub® = cicoa™ M wb™m TS,

Thus, Alice and Bob end up with the same group element K = K4 = Kp.

We note that for this protocol to work, G does not have to be a group; a
semigroup would do just as well (in fact, even better, as we argue below).

In [133], it was suggested that the group of invertible k x k matrices over
a finite field Fiy is used as the platform group G. We show in Section 4.4.1 that
this choice of platform makes the protocol vulnerable to linear algebra attacks,
but first we are going to discuss a general (i.e., not platform-specific) approach
to attacking Stickel’s protocol. We emphasize that this general approach works
if G is any semigroup, whereas the attack in Section 4.4.1 is platform-specific; in
particular, it only works if G is a group, but may not work for arbitrary semigroups.

Recall now that Alice transmits u = c¢;a™wb™ to Bob.

Our first observation is: to get a hold of the shared secret key K in the end,
it is sufficient for the adversary (Eve) to find any elements x,y € G such that
ra = azx, yb = by, u = zwy. Indeed, having found such x,y, Eve can use Bob’s
transmission v = cea”"wb® to compute:

xvy = xeaa" wb’y = coa” rwyb® = coa’ub® = K.
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This implies, in particular, that multiplying by ¢; does not enhance security
of the protocol. More importantly, this also implies that it is not necessary for
Eve to recover any of the exponents n, m, r, s; instead, she can just solve a system
of equations za = ax, yb = by, u = zwy, where a, b, u,w are known and x,y
unknown elements of the platform (semi)group G. This shows that, in fact, Stickel’s
protocol departs from the Diffie-Hellman protocol farther than it seems. Moreover,
solving the above system of equations in G is actually nothing else but solving the
(subsemigroup-restricted) decomposition search problem (see our Section 2.3.3):

Given a recursively presented (semi)group G, two recursively generated
sub(semi)groups A, B < G, and two elements u,w € G, find two ele-
ments x € A and y € B that would satisfy = - w - y = u, provided at
least one such pair of elements exists.

In reference to Stickel’s scheme, the sub(semi)groups A and B are the cen-
tralizers of the elements a and b, respectively. The centralizer of an element g € G
is the set of all elements ¢ € G such that gc = cg. This set is a subsemigroup of
G; if G is a group, then this set is a subgroup.

So far, no particular (semi)group has been recognized as providing a secure
platform for any of the protocols based on the decomposition search problem. It
appears likely that semigroups of matrices over specific rings can generally make
good platforms, see [120]. Stickel, too, used matrices in his paper [133], but he has
made several poor choices, as we are about to see in the next Section 4.4.1. Also,
Stickel’s scheme is at most as secure as those schemes that are directly based on
the alleged hardness of the decomposition search problem, because there are ways
to attack Stickel’s scheme without attacking the relevant decomposition search
problem; for instance, Sramka [131] has offered an attack aimed at recovering one
of the exponents n,m,r,s in Stickel’s protocol. Our attack that we describe in
Section 4.4.1 is more efficient, but on the other hand, it is aimed at recovering the
shared secret key only, whereas Sramka’s attack is aimed at recovering a private
key.

4.4.1 Linear algebra attack

Now we are going to focus on the particular platform group G suggested by Stickel
in [133]. In his paper, G is the group of invertible k& x k matrices over a finite field
F,i, where k = 31. The parameter [ was not specified in [133], but from what is
written there, one can reasonably guess that 2 < [ < k. The choice of matrices
a,b,w is not so important for our attack; what is important is that a and b are
invertible. We note however that the choice of matrices a and b in [133] (more
specifically, the fact that the entries of these matrices are either 0 or 1) provides
an extra weakness to the scheme as we will see at the end of this section.

Recall that it is sufficient for Eve to find at least one solution of the system of
equations ra = az, yb = by, u = xwy, where a, b, u, w are known and z, y unknown
k x k matrices over Fyi. Each of the first two equations in this system translates
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into a system of k? linear equations for the (unknown) entries of the matrices
x and y. However, the equation ©v = zwy does not translate into a system of
linear equations for the entries because it has a product of two unknown matrices.
We therefore have to use the following trick: multiply both sides of the equation
u = zwy by 71 on the left (here is where we use the fact that x is invertible!) to
get

U= wy.

Now, since za = az if and only if x7'a = ax~', we denote 1 = 2~ and replace

the system of equations mentioned in the previous paragraph by the following one:
r1ia = axry, yb = by, r1u = wy.

Now each equation in this system translates into a system of k2 linear equations
for the (unknown) entries of the matrices 1 and y. Thus, we have a total of 3n?
linear equations with 2k? unknowns. Note however that a solution of the displayed
system will yield the shared key K if and only if x; is invertible because K = zvy,
where z = 7.

Since w is a known invertible matrix, we can multiply both sides of the
equation z1u = wy by v~ ! on the right to get 1 = wyu~™', and then eliminate z,
from the system:

wyu ta = awyut, yb = by.

Now we have just one unknown matrix gy, so we have 2k? linear equations for k2
entries of y. Thus, we have a heavily overdetermined system of linear equations
(recall that in Stickel’s paper, k = 31, so k? = 961). We know that this system
must have at least one nontrivial (i.e., nonzero) solution; therefore, if we reduce
the matrix of this system to an echelon form, there should be at least one free
variable. On the other hand, since the system is heavily overdetermined, we can
expect the number of free variables to be not too big, so that it is feasible to go
over possible values of free variables one at a time, until we find some values that
yield an invertible matrix y. (Recall that entries of y are either 0 or 1; this is an
extra weakness of Stickel’s scheme that we mentioned before.) Note that checking
the invertibility of a given matrix is easy because it is equivalent to reducing the
matrix to an echelon form. In fact, in all our experiments there was just one free
variable, so the last step (checking the invertibility) was not needed because if
there is a unique nonzero solution of the above system, then the corresponding
matrix y should be invertible.

Thus, the most obvious suggestion on improving Stickel’s scheme is, as we
mentioned before, to use non-invertible elements a, b, w; this implies, in particular,
that the platform should be a semigroup with (a lot of) non-invertible elements. If
one is to use matrices, then it makes sense to use the semigroup of all k x k matrices
over a finite ring (not necessarily a field!). Such a semigroup typically has a lot
of non-invertible elements, so it should be easy to choose a, b, w non-invertible, in
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which case the linear algebra attack would not work. One more advantage of not
restricting the pool to invertible matrices is that one can use not just powers a/ of
a given public matrix in Stickel’s protocol, but arbitrary expressions of the form
P e a’, where ¢; are constants, i.e., elements of the ground ring.

Of course, there is no compelling reason why matrices should be employed
in Stickel’s scheme, but as we have explained above, with an abstract platform
(semi)group @G, Stickel’s scheme is broken if the relevant decomposition search
problem is solved, and so far, no particular abstract (semi)group has been recog-
nized as resistant to known attacks on the decomposition search problem.

4.5 The Anshel-Anshel-Goldfeld protocol

In this section, we are going to describe a key establishment protocol that really
stands out because, unlike other protocols in this chapter, it does not employ any
commuting or commutative subgroups of a given platform group and can, in fact,
use any nonabelian group with efficiently solvable word problem as the platform.
This really makes a difference and gives a big advantage to the protocol of [1] over
other protocols in this chapter.

A group G and elements ay,...,a,b1,...,b, € G are public.

(1) Alice picks a private z € G as a word in ay,...,a; (i.e, x = z(a1,...,a;))
and sends b7, ...,b%, to Bob.

(2) Bob picks a private y € G as a word in by, ..., by, and sends af, ..., a} to
Alice.

(3) Alice computes z(a{,...,a}) = z¥ = y 'azy, and Bob computes
y(b%,...,b%) = y® = z tyz. Alice and Bob then come up with a com-

mon private key K = z 'y lay (called the commutator of x and y) as

follows: Alice multiplies 3 'zy by z~! on the left, while Bob multiplies
x 'yx by y~! on the left, and then takes the inverse of the whole thing:

(ylalya)™t = a2~y ay.

It may seem that solving the (simultaneous) conjugacy search problem for
7,...,b% 54y, ... a} in the group G would allow an adversary to get the secret key
K. However, if we look at Step (3) of the protocol, we see that the adversary would
have to know either x or y not simply as a word in the generators of the group G,
but as a word in ay,...,a; (respectively, as a word in by,...,by,); otherwise, he
would not be able to compose, say, ¥ out of a{, ..., aj. That means the adversary

would also have to solve the membership search problem:

Given elements x, aq, .. ., a; of a group G, find an expression (if it exists)
of z as a word in ay,...,a.

We note that the membership decision problem is to determine whether or
not a given x € G belongs to the subgroup of G generated by given ay, ..., aj. This
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problem turns out to be quite hard in many groups. For instance, the membership
decision problem in a braid group B,, is algorithmically unsolvable if n > 6 because
such a braid group contains subgroups isomorphic to Fy x F» (that would be, for
example, the subgroup generated by o2, 03,07, and o2, see [23]), where F} is the
free group of rank 2. In the group Fy x Fb, the membership decision problem is
algorithmically unsolvable by an old result of Mihailova [107].

We also note that if the adversary finds, say, some 2’ € G such that b7 =
f/, b = bf,;, there is no guarantee that 2’ = x in G. Indeed, if 2’ = cpx, where
epb; = bicp for all @ (in which case we say that ¢, centralizes b;), then b7 = bf/ for
all 4, and therefore b = b*' for any element b from the subgroup generated by
b1,...,by; in particular, y* = ywl. Now the problem is that if 2’ (and, similarly,
y') does not belong to the subgroup A generated by ai,...,a; (respectively, to
the subgroup B generated by by, ...,b,,), then the adversary may not obtain the
correct common secret key K. On the other hand, if 2’ (and, similarly, y’) does
belong to the subgroup A (respectively, to the subgroup B), then the adversary
will be able to get the correct K even though his 2’ and 3’ may be different from
z and y, respectively. Indeed, if 2’ = cpx, 3y’ = cqy, where ¢, centralizes B and c,
centralizes A (elementwise), then

(@)L W) 2y = (r) M eay) Tapmesy = 2 ey ty T ey L,y = 2y ey

=K

because ¢, commutes with y and with ¢, (note that ¢, belongs to the subgroup
B, which follows from the assumption 3’ = ¢,y € B, and, similarly, ¢, belongs to
A), and ¢, commutes with .

We emphasize that the adversary ends up with the corrrect key K (i.e.,
K = (2")"Y(y)t2'y = 2=y~ tay) if and only if ¢, commutes with c,. The only
visible way to ensure this is to have 2’ € A and vy’ € B. Without verifying at least
one of these inclusions, there seems to be no way for the adversary to make sure
that he got the correct key.

Therefore, it appears that if the adversary chooses to solve the conjugacy
search problem in the group G to recover x and y, he will then have to face either
the membership search problem or the membership decision problem; the latter
may very well be algorithmically unsolvable in a given group. The bottom line
is that the adversary should actually be solving a more difficult version of the
conjugacy search problem:

Given a group G, a subgroup A < G, and two elements g, h € G, find
x € A such that h = 7 'gx, given that at least one such x exists.

Finally, we note that what we have said in this section does not affect some
heuristic attacks on the Anshel-Anshel-Goldfeld protocol suggested by several au-
thors [42, 67] because these attacks, which use “neighborhood search” type (in
a group-theoretic context also called “length based”) heuristic algorithms, are
targeted, by design, at finding a solution of a given equation (or a system of equa-
tions) as a word in given elements. The point that we make in this section is that
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even if a fast (polynomial-time) deterministic algorithm is found for solving the
conjugacy search problem in braid groups, this will not be sufficient to break the
Anshel-Anshel-Goldfeld protocol by a deterministic attack.

4.6 Authentication protocols based on the conjugacy
problem

The main goal of an authentication protocol is to allow a legitimate user (Alice)
to prove her identity over an insecure channel to a server (Bob) using her private
key without leaking any information about the key. Alice is usually referred to as
prover and Bob is referred to as verifier.

There are several general proposals available that use nonabelian groups;
most of them are direct adaptations of key exchange schemes such as, e.g., the
Ko-Lee key exchange protocol.

4.6.1 A Diffie-Hellman-like scheme

Let G be a group and A, B < G two commuting subgroups of G, i.e., ab = ba for
any a € A and b € B.

Alice’s private key is an element s € A. Alice’s public key is a pair (w,t),
where w is an arbitrary element of G and t = s~ !ws. The authentication protocol
is the following sequence of transactions:

1. Bob chooses r € B and sends a challenge w’ = r~'wr to Alice.
2. Alice sends the response w” = s~ w’s to Bob.
3. Bob checks if w” = r~1tr.

A correct answer of the prover at the second step leads to acceptance by the verifier
because by design the elements r» and s commute, and hence the equality

2 —1

w' =stw's =5t ts—t

r~hwrs = r s hwsr =
is satisfied.

The intruder (Eve) who wants to authenticate as Alice to Bob can do either
of the following:

e Compute Alice’s private key s by solving the conjugacy search problem rel-
ative to the subgroup A or by solving the decomposition problem for a pair
(w, t) relative to a subgroup A, i.e., computing elements s1, so € A such that
t = sjwss. It is trivial to check that for such a pair (si,s2) the equality
syw'sy = w” is always satisfied and hence the pair (s1,s2) works as Alice’s
private key s.
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e Compute Bob’s temporary key r by solving the conjugacy search problem
relative to the subgroup B or by solving the decomposition problem for a pair
(w,w") relative to the subgroup B and use it as described above for attack
on Alice’s private key.

The computational hardness of these problems depends on particular sub-
groups A and B, so it does not have to be the same for A and B.

Remark 4.6.1. This scheme can be easily modified to be based on the decompo-
sition problem. Indeed, suppose that A, As, By, Bs are subgroups of G such that
[A1, B1] = 1 and [A2, Bs] = 1. Alice’s private key is a pair (a1, a2) € Ay X Ag, and
her public key is a pair (w,t) € G x GG, where w is an arbitrary element of G and
t = ajwas. Now the transactions are modified as follows:

e Bob chooses elements b; € By, by € By and sends a challenge w’ = bywbs to
Alice.

e Alice sends the response w” = ajw’as to Bob.
e Bob checks if w” = bytbs.

This scheme is due to Lal and Chaturwedi [88]. It seems that the conjugacy
search problem cannot be used to attack this modification of the protocol.

4.6.2 A Fiat-Shamir-like scheme

Another proposal of a group based authentication scheme is due to Sibert et. al.
[128]. This scheme is reminiscent of the Fiat-Shamir scheme [37] which involves
repeating several times a three-pass challenge-response step. One of the important
differences from the Diffie-Hellman-like scheme described above is that there is no
need to choose commuting subgroups A and B.

As above, Alice’s private key is an element s € G and her public key is a pair
(w,t), where w is an arbitrary element of G and t = s~'ws. The authentication
protocol goes as follows:

1. Alice chooses a random r € G and sends the element x = r~1tr, called the
commitment, to Bob.

2. Bob chooses a random bit ¢ and sends it to Alice.

e If ¢ = 0, then Alice sends y = r to Bob and Bob checks if the equality
x =y~ My is satisfied.

e If ¢ =1, then Alice sends y = sr to Bob and Bob checks if the equality
x =y lwy is satisfied.

It is trivial to check that a correct answer of the prover at the second step leads to
acceptance by the verifier. It is somewhat less obvious why such an arrangement
(with a random bit) is needed; it may seem that Alice could just reveal y = sr: this

does not reveal the secret s, and yet allows Bob to verify the equality z = y~twy.
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The point is that in this case, the adversary, Eve, who wants to impersonate Alice
can just take an arbitrary element © and send z = u~'wu to Bob as a commitment.
Then this v would play the same role as y = sr for verification purposes. Similarly,
if Eve knew for sure that Alice would send y = r for verification purposes, she
would use an arbitrary element u in place of r at the commitment step. These
considerations also show that the above authentication protocol should be run
several times for better reliability because with a single run, Eve can successfully
irlnpersonate Alice with probability % After k runs, this probability goes down to
ol
’ Similarly to the Diffie-Hellman-like scheme, the security of the Fiat-Shamir-
like scheme depends on the computational hardness of the conjugacy search prob-
lem in the group G. It is interesting to note that the decomposition search problem
cannot be used to attack this particular protocol because Bob accepts exactly one
element, either r or sr, depending on the value of ¢, at the last step of the protocol.

4.6.3 An authentication scheme based on the twisted conjugacy
problem

The authentication scheme described in the previous section can be modified to
be based on the decomposition problem in a similar way as that was done in
Section 4.6.1. This scheme also allows a more interesting modification. Let ¢ be
an arbitrary endomorphism (i.e., homomorphism into itself) of the platform group
G. We assume that ¢ is publicly known, e.g., it can be part of Alice’s public key.
Alice’s private key is an element s € G, and her public key is a pair (w,t), where
w is an arbitrary element of G and ¢t = s~ lwep(s). The authentication protocol
goes as follows:

e Alice selects an element r € G and sends the element z = r~tp(r), called
the commitment, to Bob.

e Bob chooses a random bit ¢ and sends it to Alice.

— If ¢ = 0, then Alice sends y = r to Bob and Bob checks if the equality
x =y~ Hp(y) is satisfied.

— If ¢ =1, then Alice sends y = sr to Bob and Bob checks if the equality
xr =y twe(y) is satisfied.

Again, a correct answer of the prover at the second step leads to acceptance by
the verifier.

To break the protocol it is sufficient to find any element s’ € G such that t =
(s")twe(s") which is an instance of the problem known as the twisted conjugacy
(search) problem:

Let G be a group. For any ¢ € Aut(G) and a pair of elements w,t € G
find a twisted conjugator for w and ¢, i.e., an element s € G such that
t = s lwp(s) provided at least one such s exists.
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The decision version of this problem is a relatively new algorithmic problem
in group theory; it is very nontrivial even for free groups, see [15]. Another class
of groups where this problem was considered is the class of polycyclic-by-finite
groups [38].

To conclude this section, we mention that recently, two general ways of using
Fiat-Shamir’s idea were suggested in [56], where it is shown, in particular, that
a Fiat-Shamir-like authentication scheme can be arranged so that forgery (a.k.a.
impersonation) becomes NP-hard.

4.7 Relations between different problems

In this section, we discuss relations between underlying problems in some of the
protocols described earlier in this chapter.

We start with the conjugacy search problem (CSP), which was used in the
protocol described in Section 4.1. A more accurate name for this problem would
actually be the subgroup-restricted conjugacy search problem:

Given two elements w, h of a group G, a subgroup A < G, and the
information that w® = h for some a € A, find at least one particular
element a like that.

In reference to the Ko-Lee protocol described in Section 4.1, one of the parties
(Alice) transmits w® for some private a € A, and the other party (Bob) transmits
w® for some private b € B, where the subgroups A and B commute elementwise,
i.e., ab=ba for any a € A, b € B.

Now suppose the adversary finds a1,as € A such that aywas = a~
b1, by € B such that bjwbs = b~ 'wb. Then the adversary gets

Lwa and

a1bywbsas = a1b fwbas = b~ taqwash = b a " fwab = K,

the shared secret key.

We emphasize that these a1, a2 and by, b2 do not have to do anything with
the private elements originally selected by Alice or Bob, which simplifies the search
substantially. We also point out that, in fact, it is sufficient for the adversary to
find just one pair, say, a1, as € A, to get the shared secret key:

ar (b wb)as = b~ tajwasbh = b~ ta twab = K.

In summary, to get the secret key K, the adversary does not have to solve
the (subgroup-restricted) conjugacy search problem, but instead, it is sufficient to
solve an apparently easier (subgroup-restricted) decomposition search problem:

Given two elements w and w’ of a group G, find any elements a; and as
that would belong to a given subgroup A < G and satisfy a;-w-as = v/,
provided at least one such pair of elements exists.
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We note that the protocol due to Shpilrain and Ushakov considered in Section
4.2.1 is based on a somewhat more general variant of the decomposition search
problem where there are two different subgroups:

Given two elements w and w’ of a group G and two subgroups A, B < G,
find any two elements a € A and b € B that would satisfy a-w-b = v/,
provided at least one such pair of elements exists.

Then, one more trick reduces the decomposition search problem to a special
case where w = 1. Namely, given w’ = a - w - b, multiply it on the left by the
element w~! (which is the inverse of the public element w) to get

"

w’ =w !

“la-w)-b.

a-w-b=(w
Thus, if we denote by A" the subgroup conjugate to A by the element w,
the problem for the adversary is now a factorization search problem:

Given an element w’ of a group G and two subgroups A%, B < G, find
any two elements a € AY and b € B that would satisfy a - b = w/,
provided at least one such pair of elements exists.

Since in the original Ko-Lee protocol one has A = B, this yields the following
interesting observation: if in that protocol A is a normal subgroup of G, then
A" = A, and the above problem becomes: given w’ € A, find any two elements
ai,as € A such that w' = ajas. This problem is trivial: a; here could be any
element from A, and then as = a; 'w'.

Therefore, in choosing the platform group G and two commuting subgroups
for a protocol described in our Section 4.1 or Section 4.2, one has to avoid normal
subgroups. This means, in particular, that “artificially” introducing commuting
subgroups as, say, direct factors is inappropriate from the security point of view.

At the other extreme, there are malnormal subgroups. A subgroup A < G
is called malnormal in G if, for any ¢ € G, A9 N A = {1}. We observe that
if, in the original Ko-Lee protocol, A is a malnormal subgroup of G, then the
decomposition search problem corresponding to that protocol has a unique solution
if w ¢ A. Indeed, suppose w’' = a1 - w - a) = ag - w - ah, where a1 # as, say.
Then a; 'a;w = waba)*, hence w'ay 'ayw = aba ', Since A is malnormal, the
element on the left does not belong to A, whereas the one on the right does, a
contradiction. This argument shows that, in fact, already if A¥ N A = {1} for this
particular w, then the corresponding decomposition search problem has a unique
solution.

Finally, we describe one more trick that reduces, to some extent, the decom-
position search problem to the (subgroup-restricted) conjugacy search problem.
The same trick reduces the factorization search problem, too, to the subgroup-
restricted conjugacy search problem. Suppose we are given w’ = awb, and we need
to recover a € A and b € B, where A and B are two elementwise commuting
subgroups of a group G.
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Pick any b; € B and compute:
[awb, by] = b~ w ™ a " b tawbb; = b~ w1 b wbby = (b7 1)“Pby = (b7 1)Y)°by.

Since we know b;, we can multiply the result by bfl on the right to get
w” = ((b;')")b. Now the problem becomes: recover b € B from the known
w” = ((byH)®)? and (b;*)™. This is the subgroup-restricted conjugacy search
problem. By solving it, one can recover a b € B.

Similarly, to recover an a € A, one picks any a; € A and computes:

[(awdb)™t, (a1)7'] = awbar b 'w™ra  a] ! = awarw™ e a7t = (a)” ¢ ayt
= (@)

Multiply the result by a; on the right to get w” = ((a1)® )® ', so that the
problem becomes: recover a € A from the known w” = ((a1)® )*  and (a1)®

We have to note that, since a solution of the subgroup-restricted conjugacy
search problem is not always unique, solving the above two instances of this prob-
lem may not necessarily give the right solution of the original decomposition prob-
lem. However, any two solutions, call them b’ and b”, of the first conjugacy search
problem differ by an element of the centralizer of (b; )", and this centralizer is
unlikely to have a nontrivial intersection with B.

A similar computation shows that the same trick reduces the factorization
search problem, too, to the subgroup-restricted conjugacy search problem. Suppose
we are given w’ = ab, and we need to recover a € A and b € B, where A and
B are two elementwise commuting subgroups of a group G. Pick any b; € B and
compute:

[ab,b1] = b~ ta" b tabby = (b7 1)by.

Since we know b, we can multiply the result by b7 " on the right to get w” = (b
This is the subgroup-restricted conjugacy search problem. By solving it, one can
recover a b € B.

This same trick can, in fact, be used to attack the subgroup-restricted con-
jugacy search problem itself. Suppose we are given w’ = a~'wa, and we need to
recover a € A. Pick any b from the centralizer of A; typically, there is a public
subgroup B that commutes with A elementwise; then just pick any b € B. Then
compute:

l)b'

[w',b] = [a " wa,b] = a 'w ab o fwab = a7 fw T o wab = (b))%,

Multiply the result by b=! on the right to get (b=“)%, so the problem now is
to recover a € A from (b~*)® and b~*. This problem might be easier than the
original problem because there is flexibility in choosing b € B. In particular,
a feasible attack might be to choose several different b € B and try to solve the
above conjugacy search problem for each in parallel by using some general method
(e.g., a length-based attack). Chances are that the attack will be successful for at
least one of the bs.
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Platform Groups

In Section 4.1, we have outlined some of the requirements on the platform group
in a protocol based on the conjugacy search problem. Most of these requirements
apply, in fact, to platform groups in any “canonical” (i.e., based on a one-way
function) cryptographic protocol, so we summarize these general requirements
here.

(PGO) The group has to be well known (or well studied, or both).

(PG1) The word problem in G should have a fast (linear- or quadratic-time) solu-
tion by a deterministic algorithm. Better yet, there should be an efficiently
computable “normal form” for elements of G.

(PG2) There should be a way to disguise elements of G so that it would be impossible
to recover, say, + and y from a product xy just by inspection. Again, an
efficiently computable normal form might be useful here.

In the absence of a normal form, say if G is just given by means of
generators and relations without any additional information about properties
of G, then at least some of these relations should be very short.

(PG3) @G should be a group of super-polynomial (i.e., exponential or “intermediate”)
growth. This means that the number of elements of length n in G should grow
faster than any polynomial in n; this is needed to prevent attacks by complete
exhaustion of the key space. Here “length n” is typically just the length of
a word representing a group element, but in a more general situation, this
could be the length of some other description, i.e., “information complexity”.

In this chapter, we are going to examine several groups (or classes of groups)
as possible platforms of cryptographic public-key protocols.

5.1 Braid groups

Braid groups have appeared as the platform for a “non-commutative” crypto-
graphic public-key protocol in the seminal paper [1]. The legend has it that, after
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the authors of [1] had invented their protocol, they approached Joan Birman asking
her to recommend “good” nonabelian groups that they could use as the platform.
Not surprisingly, the answer was “braid groups”. After some initial excitement
(which has even resulted in naming a new area of “braid group cryptography” —
see [25], [31], [41]), it seems now that the conjugacy search problem in a braid
group may not provide a sufficient level of security (see [102], [103]), unless keys
are selected from some rather narrow subsets (yet to be determined) of the whole
group. In what follows, we briefly discuss advantages and disadvantages of braid
groups, and then give some group-theoretic background for an interested reader.

It is a fact that abstract groups, unlike numbers, are not something that
most people learn at school. There is therefore an obvious communication problem
involved in marketing a cryptographic product that uses abstract groups one way
or another. Braid groups clearly have an edge here because to explain what they
are, one can draw simple pictures, thus alleviating the fear of the unknown. The
fact that braid groups cut across many different areas of mathematics (and physics)
helps, too, since this gives more credibility to the hardness of the relevant problem
(e.g., the conjugacy search problem, see our Section 4.1).

We can recall that, for example, confidence in the security of the RSA cryp-
tosystem is based on literally a centuries-long history of attempts by thousands
of people, including such authorities as Euler and Gauss, at factoring integers
fast. The history of braid groups goes back to 1927, and again, thousands (well,
maybe hundreds) of people, including prominent mathematicians like Artin, Bir-
man, Thurston, V. F. R. Jones, and others have been working on various aspects,
including algorithmic ones, of these groups.

On the other hand, from the security point of view, the fact that braid groups
cut across so many different areas can be a disadvantage, because different areas
provide different tools for solving a problem at hand. Furthermore, braid groups
turned out to be linear [8], [85], which makes them potentially vulnerable to linear
algebraic attacks (see e.g., [66], [72], [92]), and this alone is a serious security
hazard.

As we have said before, braid groups appear in several areas of mathematics,
and they admit many equivalent definitions. We start with an explicit presentation
by generators and relators.

5.1.1 A group of braids and its presentation

In this section we follow the exposition of [36]. A braid is obtained by laying down
a number of parallel pieces of string and intertwining them, without losing track
of the fact that they run essentially in the same direction. In our pictures the
direction is horizontal. We number strands at each horizontal position from the
top down. See Figure 5.1 for example.

If we put down two braids u and v in a row so that the end of u matches the
beginning of v, we get another braid denoted by ww, i.e., concatenation of n-strand
braids is a product. We consider two braids equivalent if there exists an isotopy
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Figure 5.1: A 4-strand braid.

between them, i.e., it is possible to move the strands of one of the braids in space
(without moving the endpoints of strands and moving strands through each other)
to get the other braid. We distinguish a special n-strand braid which contains no
crossings and call it a trivial braid. Clearly the trivial braid behaves as left and
right identity relative to the defined multiplication. The set B,, of isotopy classes
of m-strand braids has a group structure because, if we concatenate a braid with
its mirror image in a vertical plane, the result is isotopic to the trivial braid.
Basically each braid is a sequence of strand crossings. A crossing is called
positive if the front strand has a positive slope, otherwise it is called negative.
There are exactly n — 1 crossing types for n-strand braids, we denote them by
Z1,...,Tp—1, Where x; is a positive crossing of ith and ¢ 4 1st strands. See Figure
5.2 for an example for By. Since, as we mentioned above, any braid is a sequence

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Figure 5.2: Generators of B4 and their inverses.

of crossings the set {x1,...,2,-1} generates B,. It is easy to see that crossings
Z1,...,Tn_1 are subject to the relations

for every 4, j such that |i — j| > 1 and
TiTi41T5 = Ti41T4Ti41

for every i such that 1 < i < n — 2. The corresponding braid configurations are
shown in Figure 5.3. It is more difficult to prove that these two types of relations
actually describe the equivalence on braids, i.e., the braid group B,, has the (Artin)
presentation

TiXjT; = TjTiT5 if |Z —]| =1
Bn: LlyeewsyIp—1 o e s . .
TiTj = T;T; if i —j| >1
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Figure 5.3: Typical relations in braids.

From this description, one easily sees that there are many pairs of commuting
subgroups in B,, which makes it possible to use B,, as the platform group for
protocols in Sections 4.1 and 4.2. For example, Ko, Lee et al. [84] used the following
two commuting subgroups: LB, generated by z1,...,z[z)_1 and UB, generated
by J}[%H,l, ey Lpn—1-

Now let us go over the properties (PG1)-(PG3) from the introduction to this
chapter. There is a vast literature on the word and the conjugacy problems for
braid groups. Early solutions of both problems, essentially due to Garside, can be
found in J. Birman’s monograph [10]. There were many other algorithms suggested
since then, most of them quite efficient; the best currently known deterministic
algorithm for the word problem has quadratic-time complexity with respect to
the length of the input word [36]. We also single out Dehornoy’s algorithm for
the word problem [29] whose worst case complexity is unknown at the time of
this writing, but it appears to work very fast in practical implementations, which
suggests that generic case complexity of this algorithm might be linear-time. We
note, in passing, that there are algorithms with linear-time generic case complexity
for the word problem in braid groups, which are based on quotient tests, see [75].
However, these algorithms by design give a fast answer only if the answer is “no”,
i.e., if the input word is not equal to 1 in B,,. Dehornoy’s algorithm, on the other
hand, gives a fast “yes” answer, too (at least, most of the time). However, no
subexponential upper bound for the time complexity of Dehornoy’s algorithm has
yet been established theoretically.

The conjugacy problem for braid groups was (and is) getting a lot of atten-
tion, too. Recently a lot of research was done specifically addressing the (worst
case) complexity of this problem; remarkable progress has been made through the
work of Birman, Gonzalez-Meneses, Gebhardt, E. Lee, S. J. Lee [11, 13, 12], [40],
[46, 47], [91] and others. However, it is still an open problem whether the conjugacy
decision and search problems in braid groups can be solved in polynomial time by
a deterministic algorithm. A weaker problem, whether the conjugacy problem in
braid groups is in the complexity class NP, is open, too (see [5, Problem(C3)]).
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Getting to the property (PG2), we note that there are several normal forms
for elements of braid groups known by now, and these are natural hiding mecha-
nisms. A mild warning here is that the presence of different normal forms might
be a potential security hazard because one normal form may reveal what another
one is trying to conceal. In fact, this observation was already used in [103] for
cryptanalysis of one of the braid-group-based protocols: it was shown that con-
verting Garside normal form to Dehornoy normal form makes the corresponding
transmission(s) more vulnerable to some attacks.

Finally, regarding the property (PG3), we note that all braid groups B,, have
exponential growth if n > 2. For n > 3 this immediately follows from the fact that
B,, has free subgroups; for example, 2 and 3 generate a free subgroup, see [23].
Reasonable estimates of the growth rate of B,, are given in [139].

5.1.2 Dehornoy handle free form
Let w be a word in generators of B,,. An x;-handle is a subword of w of the form

—E&

€
WL, T2, Tty e T TS

where ¢ = +1. Schematically an x;-handle can be shown as in Figure 5.4. An

Figure 5.4: A handle.

x;-handle x; “waf where w = w(x1,...,%i—2, Tit1,. .., Tn) is called permitted if w
does not contain x;,1-handles. We say that the braid word v’ is obtained from the
braid word v by a one step handle reduction if some subword of v is a permitted z;-
handle z; wz5 and v’ is obtained from v by applying the following substitutions
for all letters in a handle z; “wz5:

1 if j = i;
a:jﬂ — x%—ﬂ?ﬂx?ﬂ ifj=i+1;
zF! ifj<iorj>i+1.

J

Schematically a reduction of an x;-handle can be shown as in Figure 5.5. We
say that the braid word v’ is obtained from the braid word v by m step handle
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Figure 5.5: One step handle reduction of a permitted z;-handle.

reduction if there exists a sequence of m + 1 words v = vg, v1, ..., v, = v’ each of
which is obtained from the previous one by a one step handle reduction. A braid
word is called handle free if it contains no handles. The main statement about
handle reduction can be formulated in the following theorem

Theorem 5.1.1. Let v be a braid word. The following holds:

o Any sequence of handle reductions applied to v eventually stops and produces
a handle free braid word v’ (which in general depends on a particular sequence
of reductions) representing the same element of the braid group as v.

e The word v represents identity of a braid group if and only any sequence of
handle reductions applied to v produces the trivial word.

Remark 5.1.2 (Complexity estimates). Even though the handle reduction proce-
dure in practice is very efficient and most of the time works in linear time in terms
of the length of a braid word there is no good theoretical complexity estimate. For
more on strategies for handle reduction and a related discussion on complexity
issues see [33, Section 3.3].

5.1.3 Garside normal form

Consider a group of permutations S,, on n symbols. With each permutation s € .S,
we can associate the shortest positive braid & such that 7(£s) = s. The elements

S={&|s€S,} C By

are called simple elements. For permutations s and ¢ we say that a simple element
&s is smaller than & (or, that & is a left divisor of &) and denote it by &, < & if
there exists r € S, such that & = &€&,

There are two special simple braids in B,: the trivial braid which is the
smallest element of S, and the half-twist braid A = £, ,—1,...2,1) Which is the
greatest element of S. The set of simple braids with the order < defined above has
a lattice structure with ged and lem defined by

ng(ﬁsaft) = Inax {6! | 57‘ < gs and g’r < gt}
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and

lcm(gsagt) = min {ET | 55 < gr and gt < gr}

Note that since S contains the minimal and the maximal elements it follows that
ged and lem functions are well defined. Figure 5.6 shows the lattice of simple

@)@
LI
=

Figure 5.6: The lattice of simple elements in By.

The Garside left normal form of a braid a € B, is a pair (p, (s1,...,5))
where p € Z and s1,..., s is a sequence of permutations in S,, — {1, A} satisfying
the following property: for each i =1,...,1 — 1,

51 = ng(gs;lAa €si+1 )

A normal form (p, (s1,...,s;)) represents the following element in B,:

62.551 ."'.gsn'
Theorem 5.1.3 (Complexity estimate). There exists an algorithm which for any
braid word w = w(x1,...,T,—1) computes the normal form of the corresponding

braid. Furthermore, the time complexity of the algorithm is O(n?|w|?).

5.2 Thompson’s group

Thompson’s group F, like the braid groups B,, is well known in many areas
of mathematics, including algebra, geometry, and analysis, so it does satisfy the
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property (PGO0) from the introduction to this chapter. This group, too, is infinite
nonabelian.

Now let us briefly go over the properties (PG1)-(PG3). First we note that
Thompson’s group has the following nice presentation in terms of generators and
defining relations:

F = (w0, 71,%2,... | v, apw; = oppq (k> 4)). (5.1)

This presentation is infinite. There are also finite presentations of this group; for
example,

F = (xg, 21,22, 73,24 | x;lxkxi =apy1 (K>, k<4)),

but it is the infinite presentation above that allows for a convenient normal form,
so we are going to use that presentation here.
For a survey on various properties of Thompson’s group, we refer to [20].
Here we only give a description of the “classical” normal form for elements of F.
The classical normal form for an element of Thompson’s group is a word of
the form

Ty - - aclx]_tl . .acj_ll, (5.2)

such that the following two conditions are satisfied:
(NF2) if both z; and xi_l occur, then either x;4; or :c;_ll occurs, too.

We say that a word w is in seminormal form if it is of the form (5.2) and
satisfies (NF1).

There is an easy procedure for reducing an arbitrary word w to the normal
form in Thompson’s group. First one reduces the given word to a seminormal form
(which is not unique!). This is done by means of the following rewriting system
(for all pairs (i, k) such that ¢ < k):

TRy - XiTk41
x;ixz — xix;ill
T, Tk —  TE4+17;
T = T

and, in addition, for all 7 € N,

xr; lxi — 1

It is fairly obvious that this procedure terminates with a seminormal form for
a given word w. After a seminormal form is obtained, one has to eliminate “bad
pairs”, i.e., those pairs (z;, xi_l) for which the property (NF2) above fails. For this,

we need Lemma 5.2.1. For convenience we introduce a parametric function

de : {zo, 21,...}" — {zo, 21,...}"
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(where ¢ € Z) defined by

65
Lip oo oLy, 7> Tjygg oo Tjpfe-

The function §. may not be defined for some negative €, but when it is used, it is
assumed that the function is defined.
Lemma 5.2.1 ([122]). Let w = xy .. zlxjjl . z;l be a seminormal form,
(xl-u,x;bl) be the pair of generators in w which contradicts (NF2), where a and
b are mazximal with this property. Let
-1 —1 4\, —1 -1

)

T T

W =Ty B 0 (Tigyy - @i Ty, T, )T T

Then w' is in a seminormal form and w = w' in F. Moreover, if (z;,, x]_dl) is the
pair of generators in w' which contradicts (NF2) (where a and b are mazimal with

this property), then ¢ < a and d < b.

Proof. It follows from the definition of (NF2) and seminormal forms that all in-

dices in x;, ., ... aclxj_tl e x]_bil are greater than i, + 1 and, therefore, indices in
-1 1 . . /. .
01 (@iyy - - Ty 50 - ij+1) are greater than ¢,. Now it is clear that w' is a semi-

normal form. Then doing rewrites opposite to those from the rewriting system for
obtaining a seminormal form (see above), we can get the word w’ from the word
w. Thus, w = w’ in the group F.

Now there are two possible cases: either ¢ > a and d > b or ¢ < a and d < b.
We need to show that the former case is, in fact, impossible. Assume, by way of
contradiction, that ¢ > a and d > b. Note that if (x;,, a:]_bl) is a pair of generators in
w contradicting (NF2), then (xiuﬁ,az;bﬂ_e) contradicts (NF2) in 0. (w). Therefore,
inequalities ¢ > a and d > b contradict the choice of a and b. O

By this lemma, we can start looking for bad pairs in a seminormal form
starting in the middle of a word. The next algorithm implements this idea. It is in
two parts; the first part finds all bad pairs starting in the middle of a given w, and
the second part applies 0. to segments where it is required. A notable feature of
Algorithm 5.2.2 is that it does not apply the operator _; immediately (as in w’
of Lemma 5.2.1) when a bad pair is found, but instead, it keeps the information
about how indices must be changed later. This information is accumulated in
two sequences (stacks), one for the positive subword of w, the other one for the
negative subword of w. Also, in Algorithm 5.2.2; the size of stack S7 (or S3) equals
the length of an auxiliary word wy (resp. wz). Therefore, at step B), x, (resp. xp)
is defined if and only if &1 (resp. e2) is defined.

Algorithm 5.2.2 (Erasing bad pairs from a seminormal form [122]).

SIGNATURE. w = EraseBadPairs(u).

INPUT. A seminormal form u = z;, ...z, x;l e .Z'-Zl

OuTpPUT. A word w which is the normal form of u.

INITIALIZATION. Let § = 0,1 = 0,02 =0, w; = 1,and wy = 1. Let ug = x;, ... x;

s
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and ug = Jchl . ]11 be the positive and negative parts of . Additionally, we set
up two empty stacks S; and S,.
COMPUTATIONS.

A. Let the current u; = x;, ... x;, and ug = x;tl .. x;ll.

B. Let x, be the leftmost letter of wy, xp the rightmost letter of wo, and ¢;
(i = 1,2) the top element of S;, i.e., the last element that was put there.
If any of these values does not exist (because, say, S; is empty), then the
corresponding variable is not defined.

1) If s > 0 and (¢t =0 or is > j;), then:

a) multiply w;y on the left by z;, (i.e., w1 < z; w1);
b

erase x;, from wuy;

c¢) push 0 into Sy;

)
)
)
d) goto 5).

2) If t > 0 and (s =0 or j; > i), then:
a) multiply ws on the right by z, (i.e., wWa — ngj:l);
b) erase x ! from Ua;
c

d

push 0 into Ss;

)
)
)
)

3) If is = j; and (the numbers a — ey and b — g5 (those that are defined)
are not equal to ig or is + 1), then:
a) erase x;, from uy;

b

erase x, L from us;

d) if So is not empty, increase the top element of Ss;

)
)
c) if Sy is not empty, increase the top element of Si;
)
e) goto 5).

)-

4) If 1)-3) are not applicable (when is = j; and (one of the numbers a —¢e,
b — &9 is defined and is equal to either i  or is + 1)), then:
a) multiply w;y on the left by z;, (i.e., Wy — T, W1);
b) multiply wo on the right by 2 U (e, wy nghl),
c) erase x;, from wuq;
e

push 0 into Sy;

)
)
)
d) erase z;, L from wuo;
)
f)

push 0 into So;
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g) goto b).
5) If uy or ug is not empty, then goto 1).

C. While w; is not empty:
1) let x;, be the first letter of wy (i.e., w1 = z;, - w));
2) take (pop) ¢ from the top of S; and add to 4, (i.e., 1 < o1 + ¢);
3) multiply u; on the right by x;, —s, (i.e., u1 «— w124, s, );
4) erase x;, from w;.
D. While wy is not empty:

1) let xj_ll be the last letter of we (i.e., wy = wh -xj_ll);
2) take (pop) ¢ from the top of Sy and add to dz (i.e., dg « d2 + ¢);

1 . 1 .
6 (i-e., ug «— x]1_62uQ),

3) multiply wus on the left by x
4) erase x;ll from ws.
E. Return ujus.

We note that in [122], it was shown that the normal form of a given word w
in Thompson’s group F can be computed in time O(|w|log |w|).

Finally, we note that recently, Matucci [99] suggested an efficient attack on
the decomposition (search) problem in Thompson’s group F' based on the interpre-
tation of Thompson’s group as the group of orientation-preserving piecewise-linear
homeomorphisms of the unit interval, where the slopes are powers of 2 and the
places where the slope changes are dyadic rationals. The lesson here, as well as
with braid groups (see our Section 5.1), is that the presence of different (normal)
forms for elements of a group might be a potential security hazard because one
(normal) form may reveal what another one is trying to conceal.

5.3 Groups of matrices

In this section, we speculate that groups of matrices over finite commutative rings
may be the best platforms for “canonical” cryptographic protocols described in
our Chapter 4 because these groups have “the best of both worlds” in the sense
that matrix multiplication is non-commutative, but matrix entries coming from a
commutative ring provides a good hiding mechanism.

Recall that in Section 2.6, we emphasized the need for “diffusion”, i.e., for
hiding factors in a product, and pointed out that in a group given by generators
and relators the only visible mechanism for diffusion is using a normal form for
elements of that group. With groups of matrices, we do not have this problem
because these groups admit a different description, so that the way we are used
to present their elements (as square tables) is, in fact, a “natural” normal form.
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The reason why we want the ground ring to be finite is, again, that it is good
for diffusion. Finite rings R are periodic which means that for any v € R, there are
positive integers m, k such that ™ = u”. Periodicity is good for diffusion because
it gives rise to a dynamical system, and dynamical systems with a large number
of states, even “innocent-looking” ones, usually exhibit very complex behavior; it
is sufficient to mention the notorious “3x+1” problem [87].

We emphasize once again that

COMMUTATIVITY and PERIODICITY

are two major tools for hiding factors in a product; their importance for crypto-
graphic security in general cannot be overestimated.

At the same time, for better security, commutativity might be reinforced by
non-commutativity pretty much the same way as concrete is reinforced by steel to
produce ferroconcrete. Thus,

COMMUTATIVITY in the corset of NON-COMMUTATIVITY

is another important ingredient of cryptographic security. It prevents the attacker
from using obvious relations, such as ab = ba, to simplify a product.

Finally, we discuss specific finite commutative rings that can be used as
ground rings for matrix groups in the cryptographic context. The simplest would
be the ring Z,; matrices over Z, can be used as the platform in the original
Diffie-Hellman key exchange (see our Section 1.2), but one obvious disadvantage
of this ring is that n has to be very large to provide for a sufficiently large key
space. We note that there was very little research on how matrix groups over Z,,
compare to Z, itself in terms of security when used as the platform for the original
Diffie-Hellman key exchange.

Another possibility would be to use R = F,[z]/(f(z)). Here F,, is the field
with p elements, F,[z] is the ring of polynomials over F,, and (f(z)) is the ideal
of Fplz] generated by an irreducible polynomial f(z) of degree n. This ring is
actually isomorphic to the field Fp», but the representation of R as a quotient
field allows one to get a large key space while keeping all basic parameters rather
small. We note that such a ring has been used by Tillich and Zémor [136] in their
construction of a hash function (see also [120]). In the ring they used, p = 2, and
n is a prime in the range 100 < n < 200. Matrices that they consider are from the
group SLy(R).

A further improvement of the same idea would be using the ring of truncated
polynomials over Z,,. Truncated polynomials, or, more precisely, N-truncated (one-
variable) polynomials, are expressions of the form ZkN:O apx”, with the usual ad-
dition and multiplication by the rule 2% - 27 = g(i+7) mod (N+1) ' Jyst like the ring
R in the previous paragraph, this ring is a quotient of an algebra of polynomials
by an ideal, but this ideal (generated by the polynomial x¥*1) is quite simple,
and computations in the corresponding quotient ring are quite efficient. Also, a
large key space here is provided at a low cost; for example, with n = 100, N = 20,



5.4. Small cancellation groups 67

there are 100?! = 10*2 N-truncated polynomials. This yields more than 10159 2 x 2
matrices over this ring.

5.4 Small cancellation groups

Small cancellation groups were suggested as platforms in [125].

Small cancellation groups have relators satisfying a simple (and efficiently
verifiable) “metric condition” (we follow the exposition in [95]). More specifically,
let F(X) be the free group with a basis X = {x;|¢ € I }, where I is an indexing
set. Let ex € {£1}, where 1 < k < n. A word w(zy,...,2,) = x;] 257 xf: in
F(X), with all x;, not necessarily distinct, is a reduced X -word if 27" # x;ki“,
for 1 <k <n—1. In addition, the word w(z1,...,2,) is cyclically reduced if it is
a reduced X-word and z7' # x; “*. A set R containing cyclically reduced words
from F(X) is symmetrized if it is closed under cyclic permutations and taking
inverses.

Let G be a group with presentation (X; R). A nonempty word u € F(X) is
called a piece if there are two distinct relators 1,79 € R of G such that r; = uv;
and 7y = uwy for some vy,v2 € F(X), with no cancellation between u and v; or
between u and vy. The group G belongs to the class C'(p) if no element of R is a
product of fewer than p pieces. Also, the group G belongs to the class C’(\) if for

every r € R such that r = uwv and w is a piece, one has |u| < A|r|.

5.4.1 Dehn’s algorithm

If G belongs to the class C’(%), then Dehn’s algorithm solves the word problem
for G efficiently. This algorithm is very simple:

1. In an input (nonempty) word w, look for a “large” piece of a relator from R
(that means, a piece whose length is more than a half of the length of the
whole relator). If no such piece exists, then output “w # 1 in G”.

2. If such a piece, call it u, does exist, then » = uv for some r € R, where the
length of v is smaller than that of u. Then replace u by v~! in w. The length
of the resulting word w’ is smaller than that of w. If w’ = 1, then output
“w=1in G”.

3. If w’ # 1, then repeat from Step 1 with w := w'.

Since the length of w decreases after each loop, this algorithm will terminate
in a finite number of steps. It has quadratic time complexity with respect to the
length of the input word w.

Finally, we note that a generic finitely presented group is a small cancellation
group (see [4]).
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5.5 Solvable groups

Recall that a group G is called abelian (or commutative) if [a,b] = 1 for any
a,b € G, where [a,b] is the notation for a=*b~tab. This can be generalized in
different ways. A group G is called metabelian if [[z,y], [z,t]] = 1 for any z,y, z,t €
G. A group G is called nilpotent of class ¢ > 1 if [y1,y2,...,Yet1] = 1 for any
Y1,Y2, -+ Yet1 € Ga where [yla Y2, yS] = [[yla y2]a yS]a ete.

The commutator subgroup of G is the group G’ = [G, G| generated by all
commutators, i.e., by expressions of the form [u,v] = u~'v"luv, where u,v €
G. Furthermore, we can define, by induction, the kth term of the lower central
series of G: v1(G) = G, 72(G) =[G, G], 7(G) = [vk-1G, G]. Note that one has
a([u,v]) = [a(u), a(v)] for any endomorphism « of G. Therefore, v;(G) is a fully
invariant subgroup of G for any k > 1, and so is G” = [G', G’].

In this section, our focus is on free metabelian groups because these groups
were used as platforms in a cryptographic protocol in [127].

Definition 5.5.1. Let [}, be the free group of rank n. The relatively free group
F, /F)! is called the free metabelian group of rank n, which we denote by M,.

5.5.1 Normal forms in free metabelian groups

In this section, we describe a normal and a seminormal form for elements of a free
metabelian group M,,. The seminormal form is good for transmissions, because it
is easily convertible back to a word representing a transmitted element. However,
this form is not unique if n > 2 (which is why we call it seminormal, so it cannot
be used as a shared secret by Alice and Bob in a cryptographic protocol. For the
latter purpose, the normal form (a 2 x 2 matrix) can be used.

Let w € M,. By ug we denote the abelianization of u, i.e., the image of
uw under the natural epimorphism « : M,, — M,,/[M,, M,]. Note that we can
identify M,,/[M,, M,] with F,/[F,, F,]. Technically, uq is an element of a factor
group of F,,, but we also use the same notation w4, for any word in the generators
x; (i.e., an element of the ambient free group F,,) representing u,, when there is
no ambiguity.

For u,v € M,, by u” we denote the expression v~ uv; we also say that v
acts on w by conjugation. If u € [M,,, M,], then this action can be extended to
the group ring Z(M,, /[M,,, M,,]) which we are going to denote by ZA,,, to simplify
the notation. (Here A,, = M,,/[M,,, M,] is the free abelian group of rank n.) Let
W € ZA,, be expressed in the form W = > a;v;, where a; € Z, v; € A,,. Then by
u"™ we denote the product [J(u% ). This product is well-defined since any two
elements of [M,,, M,,] commute in M,.

1

Now let u € M,,. Then u can be written in the following seminormal form:

U= Ugp - H[Jc“ ;Wi (5.3)

i<J
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where W;; € ZA,,. To get to this form, one can use a “collecting process” based

on the following identities (recall that [x,y] = 2=ty tzy):
ly,z] = [a,y] 7",
zy = yxlz,y,

1,.—1

zy =y ya) T o,

“l,-1 _q

ety =yly, ) T ah
[, 9]z = z[z, y]*.
The collecting process itself is simple:

1. Using the above identities, go left to right along the word w collecting all
“non-commutator” occurrences of x; on the left (that means, do not worry
about occurrences of the form [z1,z;] or [z, x1] created in the process).
Repeat this with zg, z3, etc. In the end of this process, u will be written in
the form u = ugyp - ¢, where ¢ € [M,,, M,] is a product of expressions of the
form [x;,x;]9, g € M.

2. Since any two elements of [M,, M,] commute in M,, one can now eas-
ily re-group the expressions [z;,x;]9 so that u takes the form u = ugy -
[Tic;lzs, z;)Wii, where Wi, € ZA,,.

This process apparently takes quadratic time with respect to the length of u.

To convert the seminormal form (5.3) to a word is trivial because (5.3) is,
in fact, already a word. The only problem with (5.3) is that it is not unique if
n > 2, so it cannot be used as a shared secret by Alice and Bob. For the latter
purpose, we are now going to introduce a normal form which is unique, efficiently
computable (in quadratic time with respect to the length of u), but not so easily
convertible back to a word.

We have to first introduce Fox derivatives, which are noncommutative analogs
of usual Leibniz derivatives.

Definition 5.5.2. Let ZF be the group ring of a free group F generated by
21,%2,.... A Fox derivation with respect to x; is a map 0, : ZF — ZF such
that 9, (z;) = di; and Iy, (vw) = Iy, (v) + v - Oy, (w) for any v,w € F. This map
can be extended to the whole ZF by linearity.

Example 5.5.3. Let g € F' and let 1 be the identity of F'. Since 9(1) = 9(1) + (1),
it follows that 9(1) = 0. Therefore d(gg~') = d(g) + gd(g~*) = 0, which implies
d(g~") =—g~'0(g).

Example 5.5.4. Let 2 and y be generators of the free group F(z,y). Then
O ([z,y]) = 0o (a™ 'y~ ay)
= Op(2™) + 27 0:(y™") + 27y Ou(@) + 27y 20:(y)
— —.’1?71 —‘rl‘ilyil _ $71y71(1 _ y) .
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Oy([w,y]) = 8y (@™ ) + 2719y (y™ 1) + a7y Oy () + oy 20, (y)
=z lyt+arly e =2y (1 - 2).

Let F,; denote the abelianization of a free group F, i.e., the factor group
F/F'. Let o : F — Fy,, be the natural epimorphism; it can be extended to the
map « : ZF — ZF,, by linearity. A proof of the following proposition can be
found in [57].

Proposition 5.5.5. Let w € F,. Then w € F if and only if a(0y, (w)) = 0 for each
generator x; of F,.

This proposition yields a simple algorithm for solving the word problem in a
free metabelian group M,,: given w € M, as a word in relatively free generators
x;, one considers w an element of the free group F,, with the same set of free
generators, computes J,, (w) for each x;, and checks whether or not all of them
abelianize to 0. The latter is straightforward since the word problem in the free
abelian group Fy; is easily solvable.

This algorithm is not only simple but efficient, too:

Proposition 5.5.6. The algorithm for solving the word problem in M, based on
Proposition 5.5.5 has at most quadratic time complexity with respect to the length
of the input word.

Proof. Let w € F,, and let |w| = m denote the usual lexicographic length of
the word w. The computation of d,,(w), for any generator z;, produces at most
m summands in the free group ring ZF),. Thus, the computation of 0, has at
most linear time complexity with respect to m. Then, deciding whether or not
the abelianization of 9,,(w) is 0 amounts to collecting summands of the form
c-h;, ¢c € Z,h; € F,, such that all h; have the same abelianization. This is

achieved by rewriting every h; in the form z{'x5? - ... 2% - u;, where u; € F.
Since any h; has length < m and the number of h; is at most m, this part of the
algorithm takes time O(m?), which completes the proof. O

Finally, we describe the normal form of u € M,, based on Fox derivatives.
For an element u € M, of a free metabelian group, its normal form is a 2 x 2
matrix with the following entries:

1. The entry in the lower left corner is 0
2. The entry in the lower right corner is 1

3. The entry in the upper left corner is the abelianization of u, so it is an element
of the free abelian group M,,/[M,,, M,]

4. The entry in the upper right corner is the most essential one. It is the vector
of n abelianized partial Fox derivatives of the word u.

We note that the free abelian group M, /[M,,, M,,] acts on vectors of abelian-
ized Fox derivatives by (componentwise) multiplication. This makes the set of
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normal forms a group under multiplication. Furthermore, the representation of
elements of M,, by their normal forms is faithful, i.e., we actually have an embed-
ding of M,, into a group of matrices; this is called Magnus embedding (see e.g.,
[57]).

5.6 Artin groups

Artin groups were used as platforms in a cryptographic protocol in [126].
Let G(T') be a group with presentation

G(F):<glaagn7 r(giagj)zl (fOI' ISZ,]STL and 17&])>7

where n > 2 and r(g;,g;) = 1 is a relator involving two generators. Given G(I)
there is an associated labeled graph I and vice versa. The vertices of the graph '
are labeled by the generators of G(I'). Any two vertices g;, g; € I' are connected
by an edge if there is a relation r(g;, g;) € G between the corresponding generators;
in other words, edges are labeled by relations.

Example 5.6.1. An Artin group A(T') is a group with presentation

AT) =(a1,...,an; pij =pj; for 1<i<j<n)), where uj; =a;a;a;...
—_———

M5

and m;; = mj;. Artin groups arise as generalizations of braid groups, see e.g., [3].
For an Artin group A(T"), the associated labeled graph I' 4 has no multiple edges or
loops. The vertices a; of I" 4 are the generators of the Artin group. Any two vertices
a;,a; € I'y are connected by an edge, labeled with the integer m;; , associated to
the relation p;; = pj; (between the corresponding generators a;, a; € A(T)).

In general, automorphisms (or endomorphisms) of the graph I'; induce auto-
morphisms (or endomorphisms) of the group G(T'). Therefore, the graph associated
to G(T') gives us a way to construct a semigroup of endomorphisms of G(T") that
can contain a large pool of commuting elements. This was used in [126] as a basis
of a key exchange protocol.

Example 5.6.2. The relations of the braid groups B,, involve two generators. The
corresponding graph associated to B,, is just a simple path, and it has only one
automorphism that induces the following automorphism of B, : ¢; — o,_;, which
happens to be an inner automorphism of B,,. For other G(I') groups, however,
their corresponding graphs are more complex, and it is easy to arrange for a large
semigroup (or a group) T'C End G(T') of endomorphisms (or automorphisms).

Artin groups A(T") with the property that all the integers m;; > 4 are called
Artin groups of extra large type. A tree I' 4 can be associated to an Artin group
of extra large type, providing a direct procedure for constructing a semigroup of
endomorphisms of A(T") . Moreover, Artin groups of extra large type are automatic
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[116], thus the word problem for groups in this class can be solved in quadratic
time, and by a result of [75], the word problem is solvable generically in linear
time.

5.7 Grigorchuk’s group

In this section we define the original Grigorchuk group I' which first appeared in
[52]. The group T is very important for many group theoretic problems, such as
growth [53], amenability [54], just finite groups [55]. Recently it was also considered
as a possible platform for a cryptographic scheme [117]. In our exposition we follow
the book [63].

We start out by discussing the group of automorphisms of the infinite rooted
binary tree. Denote by 7 the infinite rooted binary tree. The set T of vertices
of 7 is the set of finite binary sequences as shown in Figure 5.7. Sets of vertices

000 001 010 011 100 101 110 111

Figure 5.7: Binary tree with labeled vertices.

Ly ={b1...b; | by = 0,1} of the same length k are called levels in the tree 7. An
automorphism ¢ of 7 fixes the root ¢ of 7 and permutes the vertices preserving
the connectedness, i.e., if vertices v; and ve are connected by an edge in 7, then
so are p(v1) and ¢(v1). It is easy to see that for any k an automorphism ¢ of 7
defines a permutation of the vertices of the level Lj. The group of automorphisms
of T is denoted by Aut(T).

Consider an automorphism a which plays a special role in Aut(7). It maps
a {0, 1}-sequence to a {0, 1}-sequence obtained by changing the first element:

a(bl,bg,. .. ,bn) = (1 — bl,bg,. .. ,bn)

Geometrically the action of a can be seen as swapping the left and the right
subtrees of 7. Denote a subgroup of Aut(7) stabilizing the vertices Ly by St(1).
The subgroup St(1) is normal of index 2 in Aut(7) with left (and right) cosets
{1,a}.

The Grigorchuk group T is a subgroup of Aut(7) generated by four elements
traditionally denoted by a, b, ¢, d. The element a is defined above. The other three
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automorphisms are defined as follows:

_ (blalfb%"'abn)a 1fb1:07
b(bl;b27 . .,b’rb) - { (bl,C(bQ,. . ~7bn))g lf bl — 17

o (bl,l—bg,...,bn), 1fb1:O,
c(by,ba, ..., by) = { (by,d(bs,...,by)), ifby = 1;
b )_ (bl,bg,...,b”), 1fb1:(),
s (bl,b(bg,...,bn)), if b1:1,
Tt is straightforward to check that so defined maps belong to Aut(7) and that

b,c,d € St(1). The next example demonstrates the computation of the image of a
vertex (binary sequence):

d(by, by, ...

b(l, 1,1,0, 1) = (1, C(l7 1,0, 1)) = (1, 1,d(1,0, 1))
= (17 1,1, b(Ov 1)) = (17 1,1, 070)

Lemma 5.7.1. The relations
a=0==d>=1 and be=cb=d

hold for generators of T'.
Proof. Straightforward to check. O
Lemma 5.7.2. The group T’ = (a, b, ¢,d) is a quotient of (Z/2Z)x((Z/2Z)x (Z/2Z)).

Proof. Tt follows from Lemma 5.7.1 that a subgroup (b,c,d) is isomorphic to
(Z/27) x (Z/2Z). Furthermore, we have a relation a? = 1. Thus a mapping from
(Z)2Z) % ((Z/2Z) x (Z/2Z)) to T which maps the generator of the first free factor to
a and abelian generators of the second free factor to b and ¢ is an epimorphism. [

It follows from Lemma 5.7.1 that any word w = w(a,b, ¢, d) is equal to a
word of the type
Uupauiauz ... uUg—10UL (54)

where ug,...,u; € {b,c,d} and, perhaps, ug, uj are trivial. A word of the type
(5.4) is called reduced.

Lemma 5.7.3. A word w(a,b,c,d) represents an element of St(1) if and only if
the total number of a symbols is even. Furthermore, the subgroup St(1) of T is
generated by siz elements {b, ¢,d, aba, aca,ada}.

Proof. Follows from the definition of the elements a, b, ¢, and d. O

It is straightforward to represent a word representing an element in St(1) as
a product of the generators of St(1) of the form

ug - (aura) - ug - (auga) - ug . .. - (Qug_sa) - ug—o - (aug_1a) - uk (5.5)
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where wg,...,ur € {b,c,d} and wg, uy are, perhaps, trivial. Since any element
o of St(1) acts trivially on the first level of the tree 7 it follows that ¢ can be
represented as a pair (g, ¢1) where pg and ;1 are automorphisms of the left and
the right subtrees of 7 respectively defined by ¢. It is easy to check that

b= (a,0), aba = (c,a),
c = (a,d), aca = (d, a), (5.6)
d=(1,b), ada = (b, 1)

Moreover, if u,v € St(1) and u = (ug, u1) and v = (vg,v1), then
uv = (U()’U(),ul’l)l). (57)

Lemma 5.7.4. Let w = w(a,b,c,d) € St(1) be a reduced word and w = (wg,w1).

Then )
|wol, [w1] < |w|2+ :

Moreover, if w starts with a symbol a, then |wp|, |wi| < %

Proof. Any word w € St(1) can be seen as a product (5.5). Using formulae (5.6)
and (5.7) it is trivial to check both inequalities. O

Algorithm 5.7.5 (Identity Problem for T').

INPUT. A reduced word w = w(a, b, ¢, d).

OutpUT. True if w represents the identity of I'. False otherwise.
COMPUTATIONS.

A. If |w| = 0, then output True. If |w| = 1, then output False.
B. Cyclically permute w so it starts with the a symbol.

C. Compute the algebraic sum of powers of a in w. If it is odd, then output
False.

D. Rewrite w as a product of elements b, ¢, d, aba, aca, ada and using (5.6) find
corresponding (wg, w1 ).

E. Recursively check if wy and wy represent identity of I' and if so output True.
Otherwise output False.

Theorem 5.7.6. Algorithm 5.7.5 solves the Identity problem for the Grigorchuk
group T in time O(|w|log |w|).

Proof. A word w represents the identity in I' if and only if it belongs to St(1) and
acts trivially on the left and the right subtree of 7. Hence, the algorithm for solving
the identity problem must start with checking if w € St(1) and if so rewrite w as a
product of elements b, ¢, d, aba, aca, ada. Then using the equalities (5.6) compute
elements (wg,w;) describing the action on subtrees and check if they represent
identities. Thus Algorithm 5.7.5 correctly solves the Identity problem for T
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For a word w, Algorithm 5.7.5 performs Steps A-D in linear time O(|w|).
At Step E we come up to two words wg and w; each of length less than % and
recursively run the same procedure for wy and w; .

The total time complexity of steps A-D for words wo and w; is O(Jwol|) +
O(Jw1|) = O(Jw|) and on step D we split wy and w; and obtain four new words.
The time complexity of steps A-D for those words is bounded by O(Jw|) again.
And so on until we get words of lengths 0 and 1 for which we know the answer.
Since each time we split words into two pieces each of which is not longer than
the half of the original word, it follows that in log, |w]| steps we come up to words
of lengths 0 or 1. Therefore the total complexity of the process is bounded by
O(|w|logy |w]). O

Based on Algorithm 5.7.5 one can arrange a procedure for constructing nor-
mal forms of elements of I'. The normal form p,, of an element w € I' is a finite
binary tree with vertices labeled with elements {1,a,b,c,d} € T'. The tree p,, for

abacacadacadacab

adababac

cada

bladca bladca

Figure 5.8: A normal form of the element abacacadacadacab (on the right). The
tree on the left visualizes the process of computing the normal forms.
a word w = w(a, b, ¢, d) can be constructed recursively as follows:

e Using Algorithm 5.7.5 check if w is equal to 1,a,b,¢c,d in T' and if so p,
contains one vertex labeled with the corresponding symbol.

e If w is not equal to 1,a,b,c,d in T', then:

- If w e St(1) and w = (wp, w1), then p,, is a tree with a root labeled by
1, the left subtree is p,,, and the right subtree is py, .

- If w ¢ St(1) and wa = (wp,wy), then p, is a tree with a root labeled
by a, the left subtree is p,,, and the right subtree is p,,, .

We omit proofs for the next two statements.

Proposition 5.7.7. Let uw = u(a,b,c,d) and v = v(a,b,c,d). The words u and v
represent the same element of T if and only if p, = py.
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Theorem 5.7.8. There exists an algorithm which for any word w = w(a,b,c,d)
constructs the corresponding normal form p,, in time O(Jw|log, |w]).



Chapter 6

Using Decision Problems in Public
Key Cryptography

In this chapter, we suggest using decision problems from combinatorial group the-
ory as the core of a public key establishment protocol or a public key cryptosystem.
Decision problems are problems of the following nature: given a property P and
an object O, find out whether or not the object O has the property P. Deci-
sion problems may allow us to address (to some extent) the following challenge of
public key cryptography: to design a cryptosystem that would be secure against
(at least, some) “brute force” attacks by an adversary with essentially unlimited
computational capabilities.

A particular decision problem that we consider here is the word problem
which is: given a recursive presentation of a group G and an element g € G, find
out whether or not ¢ = 1 in G. From the very description of the word problem
we see that it consists of two parts: “whether” and “not”. We call them the “yes”
and “no” parts of the word problem, respectively. If a group is given by a recur-
sive presentation in terms of generators and relators, then the “yes” part of the
word problem has a recursive solution because one can recursively enumerate all
products of defining relators, their inverses and conjugates. However, the number
of factors in such a product required to represent a word of length n which is equal
to 1 in G, can be very large compared to n; in particular, there are groups G with
efficiently solvable word problem and words w of length n equal to 1 in G, such
that the number of factors in any factorization of w into a product of defining
relators, their inverses and conjugates is not bounded by any tower of exponents
in n, see [117]. Furthermore, if in a group G the word problem is recursively un-
solvable, then the length of a proof verifying that w = 1 in G is not bounded by
any recursive function of the length of w.

We also note that the “no” part of the word problem in many groups is
recursively unsolvable, and therefore the “brute force” attack described above will
not be effective against this part. We have to point out though that there is no
recursively presented group (or semigroup) that would have both “yes” and “no”
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parts of the word problem recursively unsolvable.

6.1 The Shpilrain-Zapata scheme

In this section, we describe a cryptographic protocol (see [125]) that employs
computational hardness of the word problem in groups. In this protocol, Bob
transmits to Alice an encrypted binary sequence which Alice decrypts correctly
with probability “very close” to 1.

We note that a long time ago, there was an attempt to use the word problem
in public key cryptography [97], but it did not meet with success, for several
reasons. One of the reasons, which is relevant to the discussion above, was pointed
out recently in [5]: the problem which is actually used in [97] is not the word
problem, but the word choice problem: given g,wy,ws € G, find out whether
g = w; or g = ws in G, provided one of the two equalities holds. In this problem,
both parts are recursively solvable for any recursively presented platform group
G because they both are the “yes” parts of the word problem, and therefore the
word choice problem cannot be used for our purposes. Thus, a similarity of the
proposal of [125] to that of [97] is misleading, and the former seems to be the first
proposal actually based on a decision problem.

6.1.1 The protocol

Here is a sketch of the protocol from [125]; details are given in the following
sections.

Protocol:

1. A pool of group presentations with efficiently solvable word problem is con-
sidered public (e.g., is part of Alice’s software).

2. Alice chooses randomly a particular presentation I' from the pool, diffuses
it by isomorphism-preserving transformations to obtain a diffused presenta-
tion I, discards some of the relators and publishes the abridged diffused
presentation I.

3. Bob transmits his private binary sequence to Alice by transmitting an element
equal to 1 in T' (and therefore also in I'") in place of “1” and an element not
equal to 1 in I in place of “0”.

4. Alice recovers Bob’s binary sequence by first converting elements of I to the
corresponding (under the isomorphism that she knows) elements of T', and
then solving the word problem in T'.

Most parts of this protocol are rather nontrivial and open several interesting
research avenues. We discuss parts 1., 2., 3. in our Sections 6.1.2, 6.1.3, 6.1.4,
respectively.
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A priori it looks like the most nontrivial part is finding an element which is
not equal to 1 in IV since Bob does not even know the whole presentation I''. We
solve this problem by “going with the flow”, so to speak. More specifically, we just
let Bob select a random (well, almost random) word of sufficiently big length and
show that, with overwhelming probability, such an element is not equal to 1 in I".
We discuss this in more detail in Section 6.1.4.

We emphasize once again what is, in our opinion, the main novelty of this
protocol compared to the existing ones. The point is to deprive the adversary
(Eve) from attacking the protocol by doing an exhaustive search of the sender’s
private key space, which is the most obvious (although often “computationally
infeasible”) way to attack all existing public key protocol.

The way we plan to achieve our goal is relevant to part 3. of the above
protocol, more specifically, to solving the word problem in I. If Bob transmits an
element g equal to 1 in f‘, Eve may be able to detect this by going over all products
of all conjugates of relators from I' and their inverses. This set is recursive, but
as we have pointed out in the Introduction, there are groups G with efficiently
solvable word problem and words w of length n equal to 1 in G, such that the
length of a proof verifying that w = 1 in G is not bounded by any tower of
exponents in n, see [117].

Furthermore, if Bob transmits an element g not equal to 1 in f‘, then detecting
this is even more difficult for Eve. In fact, it is impossible in general; FEve’s best
hope here is that she will be lucky enough to find a factor group of I’ where the
word problem is solvable, and that g # 1 in that factor group. This is what we
call a quotient attack, see our Section 6.1.6.

Now let us take a closer look at Eve’s “encryption emulation” attack, which
is:

Eve performs key generations over and over again, each time with fresh

randomness, until the transmission to be attacked is obtained — this

will happen eventually with overwhelming probability. The correctness

of the scheme guarantees that the corresponding secret key (as obtained

by Eve while performing key generation) allows her to decrypt illegiti-

mately.

This would indeed be viable if the correctness of the legitimate decryption by
Alice was perfect. However, in our situation this kind of attack may not work for
a general I. Suppose Eve is building up two lists, corresponding to two possible
encryptions “0 — w # 1 in I or “1 — w=1in T by Bob. Our first observation
is that the list that corresponds to “ 0 — w # 17 is useless to Eve because it is
simply going to contain all words in the alphabet X = {z1,...,x,, xl_l, s xpth
since Bob is choosing such w simply as a random word. Therefore, Eve may just
as well forget about this list and concentrate on the other one, which corresponds
to “1 - w=1".

Now the situation boils down to the following: if a word w transmitted by Bob
appears on the list, then it is equal to 1 in G. If not, then not. The only problem
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is: how can Eve possibly conclude that w does not appear on the list if the list is
infinite? One could say here that Eve can stop at some point and conclude that
w # 1 with overwhelming probability, just like Alice does. The point however is
that this probability may not at all be as “overwhelming” as the probability of
the correct decryption by Alice. Compare:

1. For Alice to decrypt correctly “with overwhelming probability”, the proba-
bility P;(N) for a random word w of length N not to be equal to 1 should
converge to 1 (reasonably fast) as N goes to infinity.

2. For Eve to decrypt correctly “with overwhelming probability”, the probabil-
ity Po(N, f(IN)) for a random word w of length N, which is equal to 1, to have
a proof of length < f(N) verifying that w = 1, should converge to 1 (reason-
ably fast) as N goes to infinity. Here f(NN) represents Eve’s computational
capabilities; this function can be arbitrary, but fixed.

We see that the functions Py (N) and Pz2(N, f(N)) are of very different nature,
and any correlation between them is unlikely. We note that the function P (N) is
generally well understood, and in particular, it is known that in any infinite group
G, Pi(N) indeed converges to 1 as N goes to infinity; see our Section 6.1.4 for
more details.

On the other hand, the functions P»(N, f(NN)) are more complex; they are
currently subject of very active research, and in particular, it may happen that
for any f(N), there are groups in which Py(N, f(IN)) does not converge to 1 at
all. Of course, P»(N, f(NN)) may depend on a particular algorithm used by Bob to
produce words equal to 1, but we leave this discussion to another occasion.

To conclude this section, we point out that encryption (of one bit) in this
protocol is rather efficient; it takes quadratic time in the length of a transmitted
word; the latter is approximately 150 on average, according to our computer ex-
periments. Also, it is straightforward to see that the time Alice needs to decrypt
each transmitted word w is bounded by C' - |w|, where |w| is the length of w and
C is a constant which basically depends on Alice’s private isomorphism between
I’ and T".

The fact that Alice (the receiver) and the adversary are separated in power
is essentially due to Alice’s knowledge of her private isomorphism between I'" and
I'" (note that Bob does not have to know this isomorphism for encryption!).

We have to admit here one disadvantage of this protocol compared to most
well-established public key protocols: we have encryption with a rather big “ex-
pansion factor”. Computer experiments show that, with suggested parameters,
one bit in Bob’s message gets encrypted into a word of length approximately 150
on average. This is the price we have to pay for granting the adversary too much
computational power.

Finally, we touch upon semantic security in the end of Section 6.1.4.
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6.1.2 Pool of group presentations

There are many classes of finitely presented groups with solvable word prob-
lem known by now, e.g., one-relator groups, hyperbolic groups, nilpotent groups,
metabelian groups. Note however that Alice should be able to randomly select a
presentation from the pool efficiently, which imposes some restrictions on classes
of presentations that can be used in this context. The class of finitely presented
groups that we suggest including in our pool is the class of small cancellation
groups, see Section 5.4 of this book.

We briefly recall some basic definitions here. Small cancellation groups have
relators satisfying a simple (and efficiently verifiable) “metric condition” . More
specifically, let F'(X) be the free group with a basis X = {x;|i € I}, where I
is an indexing set. Let e € {£1}, where 1 < k < n. A word w(x1,...,2,) =
wilag? --xp" in F(X), with all z;, not necessarily distinct, is a reduced X -word if
zik # x;i’;“, for 1 < k <n — 1. In addition, the word w(z1,...,x,) is cyclically
reduced if it is a reduced X-word and z;' # x; “*. A set R containing cyclically
reduced words from F(X) is symmetrized if it is closed under cyclic permutations
and taking inverses.

Let G be a group with presentation (X; R). A nonempty word u € F(X) is
called a piece if there are two distinct relators r1,79 € R of G such that r; = uv,
and 7y = uwy for some vy,v2 € F(X), with no cancellation between u and v; or
between u and ve. The group G belongs to the class C'(p) if no element of R is a
product of fewer than p pieces. Also, the group G belongs to the class C’(\) if for
every r € R such that r = uv and w is a piece, one has |u| < A|r|.

In particular, if G belongs to the class C’ (%), then Dehn’s algorithm solves
the word problem for G efficiently (see Section 5.4). This algorithm has quadratic
time complexity with respect to the length of the input word w.

We also note that a generic finitely presented group is a small cancellation
group (see [4]); therefore, to randomly select a small cancellation group, Alice can
just take a few random words and check whether the corresponding symmetrized
set satisfies the condition for C’(3). If not, then repeat.

To conclude this section, we give a more specific recipe, with sample param-
eters, for Alice to produce a presentation I' for the protocol in Section 6.1.1.

1. Alice fixes a number k, 10 < k < 20, of generators in her presentation I'. Her
I' will therefore have generators x1,..., k.

2. Alice selects m random words r1,...,r,, in the generators x1,...,xx. Here
10 < m < 30 and the lengths I; of r; are random integers from the interval
L1 < l; < Ls. Particular values that we suggest are: L1 = 12, Ly = 20.

3. After Alice obtains the abridged presentation IA‘7 she adds a relation

M
o = [ [l wy)
j=1
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to it, where a} is a (randomly chosen) generator from I, w; are random
elements of length 1 or 2 in the generators z,25,..., and M = 10. (Our
commutator notation is: [a,b] = a~!b~1ab.) This relation is needed to foil
quotient attacks, see Section 6.1.6. Then Alice finds the preimage of this
relation under the isomorphism between I' and I' and adds this preimage to
the defining relators of I'. Thus, I' finally has k generators and m+ 1 defining
relators.

4. Finally, Alice checks whether her private presentation I' satisfies the small
cancellation condition C’(%) (it will with overwhelming probability, see [4]).
If not, then she has to start over.

6.1.3 Tietze transformations: elementary isomorphisms

In this section, we explain how Alice can implement step (2) of the protocol given in
Section 6.1.1. First we introduce Tietze transformations (see also our Section 2.5);
these are “elementary isomorphisms”: any isomorphism between finitely presented
groups is a composition of Tietze transformations. What is important to us is that
every Tietze transformation is easily invertible, and therefore Alice can compute
the inverse isomorphism that takes I'V to I.

Tietze introduced isomorphism-preserving elementary transformations that
can be applied to groups presented by generators and relators. They are of the
following types.

(T1) Introducing a new generator: Replace (x1,22,... | r1,72,...) by
(y,x1,22,... | ys~t,r1,ra,...), where s = s(z1,22,...) is an arbitrary ele-
ment in the generators x1, o, .. ..

(T2) Canceling a generator (this is the converse of (T1)): If we have a presentation

of the form (y,x1,7a,... | q,71,72,...), where ¢ is of the form ys~!, and
$,T1,T2,... arein the group generated by z1, xs, . . ., replace this presentation
by (z1,Z2,...|T1,72,...).

(T3) Applying an automorphism: Apply an automorphism of the free group gen-
erated by x1,xs,... to all the relators ri,7ro,....

(T4) Changing defining relators: Replace the set r1,79, ... of defining relators by

another set r},75,... with the same normal closure. That means, each of
1, 7%, ... should belong to the normal subgroup generated by r,72,..., and
vice versa.

Tietze proved that two groups (x1,x2,... | 71,7r2,...) and (x1,x9,... |

81,82, ...) are isomorphic if and only if one can get from one of the presenta-
tions to the other by a sequence of transformations (T1)—(T4).

For each Tietze transformation of the types (T1)—(T3), it is easy to obtain an
explicit isomorphism (as a mapping on generators) and its inverse. For a Tietze
transformation of the type (T4), the isomorphism is just the identity map. We
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would like here to make Tietze transformations of the type (T4) recursive, because
a priori it is not clear how Alice can actually apply these transformations. Thus,
Alice is going to use the following recursive version of (T4):

(T4') In the set rq,rg,..., replace some r; by one of the: r;l, Tilj, Tl
-1

rir;

, TiTia,
-1 —1 _ . .
, T TiTk, TETiT, , where j # 7, and k is arbitrary.

We suggest that in part 2. of the protocol in Section 6.1.1, Alice should first apply
several transformations of the type (T4") to “mix” the presentation I'. (This does
not add complexity to the final isomorphism since for a Tietze transformation of
the type (T4), the isomorphism is just the identity map, as we have noted above.)
In particular, if I' was a small cancellation presentation (see Section 6.1.2) to
begin with, then after applying several transformations (T4’) it will, most likely,
no longer be. As a result, Eve’s chances to augment the public presentation I to
a small cancellation presentation (see Section 6.1.5) are getting slimmer.

One more trick that Alice can use for better diffusion of her presentation is
making a free product of her group with the trivial group given by a nonstandard
presentation. That means, she can add new generators z1,. .., z, and new relators
s1(#1,..+,2¢), -+, 5¢(21, ..., 2q), such that the presentation (z1,...,24 | 51,...,5¢)
defines the trivial group. After that, she has to apply several (T3)s and (T4')s to
mix the new generators with the old ones. We note that there are many nontrivial
presentations of the trivial group to choose from; for example, in [110], there
are given several infinite series of such presentations in the special case where
t = q (so-called balanced presentations). Without this restriction, there are even
more choices; in particular, Alice can just add arbitrary relators to a balanced
presentation of the trivial group, thus adding to the confusion of the adversary.

After Alice has mixed I" by using these tricks, we suggest that she should aim
for breaking down some of the defining relators into “small pieces”. More formally,
she can replace a given presentation by an isomorphic presentation where most
defining relators have length at most 4. (Intuitively, diffusion of elements should be
easier to achieve in a group with shorter defining relators.) This is easily achieved
by applying transformations (T1) (see below) which can be “seasoned” by a few
elementary automorphisms (type (T3)) of the form x; — mia:fl or x; — m?ﬂxi,
for better diffusion.

The procedure of breaking down defining relators is quite simple. Let T' be
a presentation (x1,...,Zg;r1,...,Tm). We are going to obtain a different, isomor-
phic, presentation by using Tietze transformations of types (T1). Specifically, let,
say, r1 = x;z;u, 1 < 4,7 < k. We introduce a new generator ;41 and a new

relator 7,41 = x;jlxia?j. The presentation (@1,..., Tk, Tht1;71s -5 Tmy Fmt1) 18
obviously isomorphic to I". Now if we replace r1 with r] = xp41u, then the presen-
tation (@1,..., Tk, Tkt1;70s -« Tm, Tmt1) Will again be isomorphic to ', but now

the length of one of the defining relators (r1) has decreased by 1. Continuing in
this manner, Alice can eventually obtain a presentation where many relators have
length at most 3, at the expense of introducing more generators. In fact, relators of
length 4 are also good for the purpose of diffusing a given word, so we are not going



84 Chapter 6. Using Decision Problems in Public Key Cryptography

to “cut” the relators into too small pieces (i.e., we do not want pieces of length 1
or 2), but rather settle with relators of length 3 or 4. Most of the longer relators
can be discarded from the presentation I'V to obtain the abridged presentation I.

We conclude this section with a simple example, just to illustrate how Tietze
transformations can be used to cut relators into pieces. In this example, we start
with a presentation having two relators of length 5 in 3 generators, and end up
with a presentation having four relators of length 3 or 4 in five generators. The
symbol = below means “is isomorphic to”.

Example 6.1.1.

2.3 2 —1
(x1, 2,73 | X725, T1257] " T3)
2 3 2 —1
= <$1,$27$37$4 | Ty = X7, T4To, L1ToXq 373)

2 2 3 -1
= (21, T2,%3,24,T5 | Ts = 2123, T4 = X7, TaTh, TsTp T3)
2 2 3 -1
= (1,T2,%3,T4,T5 | Ts = T3, Ta = T], Talh, T1T5T7 T3).
The last isomorphism illustrates applying a transformation of type (T3),
namely, the automorphism x5 — z125, ©; — x;, i # 5.

6.1.4 Generating random elements in finitely presented groups

In this section, we explain how to implement the crucial step (3) of the protocol
given in Section 6.1.1.

When Bob wants to transmit an element equal to 1 in f, he should construct
a word, looking “as random as possible” (for semantic security), in the relators
71,...,7; and their conjugates. When he wants to transmit an element not equal
to 1 in f, he just selects a random word of sufficiently big length; it turns out
that, with overwhelming probability, such an element is not equal to 1 in IV (we
explain it in the end of this section).

We start with a description of Bob’s possible diffusion strategy for producing
elements equal to 1 in I (Tt is rather straightforward to produce a random word
of a given length in generators x1, ..., xx, so we are not going to discuss it here.)
When Bob transmits a word w equal to 1 in f, he wants to diffuse it so that large
pieces of defining relators would not be visible in w. In some specific groups (e.g.,
in braid groups) diffusion is provided by a “normal form” (see Section 2.6), which
is a collection of symbols that uniquely corresponds to a given element of the
group. The existence of such normal forms is usually due to some special algebraic
or geometric properties of a given group.

However, since Bob does not know any meaningful properties of the group
defined by the presentation ' which is given to him, he cannot employ normal
forms in the usual sense. The only useful property that the presentation I has is
that most of its defining relators have length 3 or 4, see Section 6.1.2. We are going
to take advantage of this property as follows. We suggest the following procedure,
which is probably best described by the word “shuffling”.



6.1. The Shpilrain-Zapata scheme 85

1. Make a product of the form u = s; - - - s, where each s; is randomly chosen
among defining relators 71,72, ..., of length 3 or 4, their inverses, and their
conjugates by one- or two-letter words in @/, x5, . ... The number p of factors
should be sufficiently big, at least 10 times the number of defining relators
in T

Yor (2f)7'a) in

random places of the word u (here k is the number of generators z of f‘), for

random values of j.

2. Insert approximately 27” expressions of the form z’(z})~

3. Going left to right in the word u, look for two-letter subwords that are parts
of defining relators 7; of length 3 or 4. When you spot such a subword,
replace it by the inverse of the augmenting part of the same defining relator
and continue. For example, suppose there is a relator #; = z{zhziz), and
suppose you spot the subword z)x in u. Then replace it by ()~ (25)~?
(obviously, zjxh = (z4)~(z4)~! in your group). If you spot the subword
rhal in w, replace it by (af)~!(2)~!. If there is more than one choice for
replacement, choose randomly among them.

Lor (2)~tal..

4. Cancel remaining subwords (if any) of the form z’; (2)~ g g

Steps (2)—(4) should be repeated approximately p times for good mixing.

Finally, after Bob has obtained a word u this way, he sets w = [z}, u] and
applies steps (2)—(4) to w approximately % times, where |w] is the length of w.
This final step is needed to make this w (which is equal to 1 in f, and therefore
also in I”) indistinguishable from w # 1, which is constructed in the same form
w = [z}, u], see below. Here 2 is the same as in the relator o} = Hfil[x;,w]]
published by Alice, see Section 6.1.2. Having w # 1 in this form is needed, in turn,
to foil “quotient attacks”, see the end of Section 6.1.6.

When Bob wants to transmit an element not equal to 1 in I, he should
first choose a random word u from the commutator subgroup of the free group
generated by ], ), . ... To select a random word from the commutator subgroup
is easy; Bob can select an arbitrary random word v first, and then adjust the
exponents on the generators in v so that the exponent sum on every generator in
v is 0. The length of w should be in the same range as the lengths of the words u
equal to 1 in I' constructed by Bob before. Then Bob lets w = [z}, u], where 2} is
the same as in the relator 2, = H;‘il[aﬁ;, w;] published by Alice, see Section 6.1.2.
Finally, to hide u, he applies “shuffling” to w (steps (2)—(4) above) approximately
% times, where |w| is the length of w.

Now we explain why a random word of sufficiently big length is not equal to
1 in ' with overwhelming probability, provided I' is a presentation described in
the end of Section 6.1.2.

Like any other group, the group G given by the presentation I is a factor
group G = F/R of the ambient free group F generated by x1, s, .... Therefore,
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to estimate the probability that a random word in x1,z2,... would not belong
to R (and therefore, would not be equal to 1 in G), one should estimate the
asymptotic density (see e.g., [75]) of the complement to R in the free group F.
It makes notation simpler if one deals instead with the asymptotic density of R
itself, which is
. #{ue R:|ul <n}
pe(R) = limsup Sy

Here |u| denotes the usual lexicographic length of v as a word in 1, 2, .. ..
Thus, the asymptotic density depends, in general, on a free generating set of F,
but we will not go into these details here because all facts that we are going to
need are independent of the choice of basis. One principal fact that we can use
here is due to Woess [141]: if the group G = F/R is infinite, then p, (R) = 0. Since
the group G given by the presentation I' is infinite (see our Section 6.1.2), this
already tells us that the probability for a random word of length n in x1, xo, ...
not to be equal to 1 in G is approaching 1 when n — oo. However, if we want
words transmitted by Bob to be of reasonable length (on the order of 100-200,
say), we have to address the question of how fast the ratio in the definition of
the asymptotic density converges to 0 if R is the normal closure of the relators
described in the end of Section 6.1.2. It turns out that for non-amenable groups
the convergence is exponentially fast; this is also due to Woess [141]. We are not
going to explain here what amenable groups are; it is sufficient for us to know that
small cancellation groups are not amenable (because they have free subgroups, see
e.g., [95]). Thus, small cancellation groups are just fine for our purposes here: the
probability for a random word of length n in 21, x2,... not to be equal to 1 in G
is approaching 1 exponentially fast when n — oc.

Finally, we touch upon semantic security (see [50]) of the words transmitted
by Bob. We do not give any rigorous probabilistic estimates since this would
require at least defining a probability measure on an infinite group, which is a very
nontrivial problem by itself (cf. [16]). Instead, we offer here an informal argument
which we hope to be convincing. A nice thing about Bob’s encryption procedure
is that when he selects a word u # 1, he simply selects a random word. Thus,
u # 1 is indistinguishable from a random word just because it is random! Then,
the element w = |2}, u], which is transmitted by Bob, looks like it is no longer
random because it is of a special form. However:

1. What is actually transmitted by Bob is a word in the alphabet xh,ah, .
representing the element w = [z}, u] of the group defined by I'. This word is
not of the form [z}, u] because Bob has applied a “shuffling” to w.

2. Given the specifics of our protocol, what really matters is that transmitted
words equal to 1 in I are indistinguishable from transmitted words not equal
to 1. This is why we require Bob’s elements representing 1 in I' to be of the
form [z}, u] as well.
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Thus, the question about semantic security of Bob’s transmissions boils down
to the following question of independent interest: is a word u representing 1 in r
indistinguishable from a random word (of the same length)? As we have admitted
above, we do not have a rigorous proof that it is, but computer experiments show
that when most of the relators in I' have length at most 4, then the words u
representing 1 in I, obtained as described earlier in this section, pass at least the
equal frequency test for 1-, 2-, and 3-letter subwords, thus making it appear likely
that the answer to the question above is affirmative for such I.

6.1.5 Isomorphism attack

In this section, we discuss a (theoretically) possible “brute force” attack on the
protocol from Section 6.1.1.

Knowing the pool of group presentations from which Alice selects her private
presentation I', Eve can try to augment the public presentation I toa presenta-
tion that would be isomorphic to one from the pool. Theoretically, this is possible
because the pool is recursive and because the set of finite presentations isomor-
phic to a given one is recursive, too. However, this procedure requires enormous
resources. Let us take a closer look at it.

Eve can add to I' one element at a time and check whether the resulting
presentation, call it f‘+, is isomorphic to one of the presentations from Alice’s
pool. The latter is done the following way. Suppose Eve wants to check whether
F+ is isomorphic to some I';. She goes over mappings from I'; to F+, one at a time,
defined on the generators of I';. At the same time, she also goes over mappings
from f’+ to I'; defined on the generators of f+. She composes various pairs of
these mappings and checks: (1) whether she gets the identical mapping on T';, and
(2) whether both mappings in such a pair are homomorphisms, i.e., whether they
send relators of either presentation to elements equal to 1 in the other presentation.
Having the word problem in I'; solvable makes the former checking more efficient,
but it is, in fact, not necessary because what matters here is the “yes” part of the
word problem, which is always recursive.

Now let us focus on the part of this procedure where Eve works with a partic-
ular presentation I'; from Alice’s pool. Suppose T'; is not isomorphic to f‘+. Since
the “no” part of the isomorphism problem between f‘+ and I'; is not recursive, Eve
would have to try out various pairs of mappings between f+ and T'; (see above)
indefinitely. Therefore, she will have to allocate (indefinitely) some memory re-
sources to checking this particular I';. Since the number of T'; grows exponentially
with the size of the presentation (which is the total length of relators), Eve would
require essentially unlimited storage space and, in fact, she will reach physical
limits (e.g., the number of electrons in the universe) on the storage space very
quickly because, say, the number of presentations on six generators with the total
length of relators bounded by 100 is already more than 10190,

We make a disclaimer saying that there may be smarter ways to find a small
cancellation presentation isomorphic to f‘+, but we hope we have convinced the
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reader that (at least, in the worst case) this search would require essentially un-
limited computational resources.

6.1.6 Quotient attack

In this section, we discuss an attack which is, in general, more efficient (especially
in real life) than the “brute force” attack described in Section 6.1.5. We use here
some group-theoretic terminology not supported by formal definitions when we
feel it should not affect the reader’s understanding of the material. Some of the
basic terminology has to be recalled though.

A group G is called abelian (or commutative) if [a,b] = 1 for any a,b € G,
where [a, b] is the notation for a=*b~1ab. Thus, [a,b] = 1 is equivalent to ab = ba.
This can be generalized in different ways. A group G is called metabelian (see
also our Section 5.5) if [[z,y], [z,¢]] = 1 for any z,y,z,t € G. A group G is called
nilpotent of class ¢ > 1if [y1,y2, ..., Yer1] = 1 for any y1,ya2,...,Yer1 € G, where
[yla Y2, yS] = [[yla y2]7 yd]a etc.

We note that in the definition of an abelian group, it is sufficient to require
that [z;,x;] = 1 for all generators x;,x; of the group G. Thus, any finitely gener-
ated abelian group is finitely presented. The same is true for all finitely generated
nilpotent groups of any class ¢ > 1, but not for all metabelian groups. In par-
ticular, it is known that finitely generated free metabelian groups are infinitely
presented [6]. A free metabelian group is the factor group of a free group by the
second commutator subgroup, see our Section 5.5.

Now we get to quotient attacks. One way for Eve to try to positively identify
those places in Bob’s binary sequence where he intended to transmit a 0 is to use
a quotient test (see e.g., [75] for a general background). That means the following:
Eve tries to add finitely or infinitely many relators to the given presentation r
to obtain a presentation defining a group H with solvable word problem (more
accurately, a group H that Eve can recognize as having solvable word problem).

It makes sense for Eve to only try recognizable quotients, such as, for example,
abelian or, more generally, nilpotent ones. This amounts to adding specific relators
to I'; for example, for an abelian quotient, Eve can add relators [z}, 2] for all pairs
of generators z}, a:; in I. For nilpotent quotients, Eve will have to add commutators
of higher weight in the generators. For a metabelian quotient, Eve will have to add
infinitely many relators (because, as we have already mentioned, free metabelian
groups are infinitely presented), but this is not a problem since she does not have
to “actually add” those relators; she can just consider ' as a presentation in
the variety of metabelian groups and apply the relevant algorithm for solving the
word problem which is universal for all groups finitely presented in the variety of
metabelian groups, see [81] for more details.

Note that this trick will not work with hyperbolic quotients, say. This is
because there is no way, in general, to add specific relators to I' to make sure that
the extended presentation defines a hyperbolic group. This deprives Eve from using
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a (rather powerful, cf. [75]) hyperbolic quotient attack.

Classes of groups with solvable word problem are summarized in the survey
[81]. It appears that a quotient attack can essentially employ either a nilpotent or
a metabelian quotient of I'. This is why, to foil such attacks, Alice adds a relator
x, = Hjlvil[x;,wj] to I' (see our Section 6.1.2). This is also the reason why Bob
should choose a word of the form [z}, u] when he wants to transmit an element
not equal to 1 in I (see Section 6.1.4). Indeed, a metabelian quotient attack
on an element of the form [z, u] will not work because this element belongs to
the second commutator subgroup of the group defined by I since in this group,
@ = HJM:1 [}, w;], so &} belongs to the commutator subgroup of the given group.
Furthermore, an element of the form [z}, u] belongs to every term of the lower
central series of the given group since in this group, [z}, u] = [H]A/il[a:;, wjl,u] =

[H]A/il[njj\/il [z}, w;],w,], u], etc. This foils nilpotent quotient attacks, too.

6.2 Public key encryption and encryption emulation
attacks

In this section we continue to explore how non-recursiveness of a decision problem
(as opposed to computational hardness of a search problem) can be used in public
key cryptography. We follow the exposition in [113].

Here our focus is on the “encryption emulation” attack on the sender’s
(Bob’s) transmissions. We show that Bob’s encryption can be made reasonably
secure against the encryption emulation attack (see our Section 6.1.1) by computa-
tionally unbounded adversary, with one reservation: a legitimate receiver decrypts
correctly with probability that can be made arbitrarily close to 1, but not equal
to 1.

First we recall (from Section 6.1.1) that the encryption emulation attack
would indeed work fine (at least, for a computationally unbounded adversary) if
the correctness of the scheme was perfect. However, if there is a gap, no matter
how small (it can be easily made on the order of 1072%), between 1 and the
probability of correct decryption by a legitimate receiver, then this gap can be
very substantially “amplified” for the adversary, thus making the probability of
correct illegitimate decryption anything but overwhelming.

We emphasize at this point that in the protocol described in this section, we
do not claim security against the “encryption emulation” (or any other) attack
by a computationally unbounded adversary on the receiver’s public key, but we
only claim security against the “encryption emulation” attack on the sender’s
transmission. It seems that the problem of security of the sender’s encryption
algorithm is of independent interest. Of course, in applications to, say, Internet
shopping or banking, both the sender’s and the receiver’s algorithms are assumed
to be known to the adversary (“Kerckhoffs’ assumptions”, see e.g., [100]), and
the receiver’s decryption algorithms (or algorithms for obtaining public keys) are
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usually more vulnerable to attacks. However, in some other applications, say, to
electronic signatures (not to mention non-commercial, e.g., military applications),
decryption algorithms or algorithms for generating public keys (by the receiver)
need not be public, whereas encryption algorithms (of the sender) always are.

Thus, we present here a protocol which is secure against the “encryption
emulation” attack on the sender’s transmission by a computationally unbounded
adversary who has complete information on the algorithm(s) and hardware that
the sender uses for encryption. More precisely, in our protocol the sender transmits
his private bit sequence by encrypting one bit at a time, and the receiver decrypts
each bit correctly with probability that can be made arbitrarily close to 1, but
not equal to 1. At the same time, the (computationally unbounded) adversary
decrypts each bit (by emulating the sender’s encryption algorithm) correctly with
probability at most %.

There are essentially no requirements on the sender’s computational abilities;
in fact, encryption can be done by hand, which can be a big advantage in some
situations; for example, a field operative can receive a public key from a command
center and transmit encrypted information over the phone, without even using a
computer.

Encryption. Now we describe an encryption protocol with the following features:
(F1) Bob encrypts his secret bit by a word in a public alphabet X.

(F2) Alice (the receiver) decrypts Bob’s transmission correctly with probability
that can be made arbitrarily close to 1, but not equal to 1.

(F3) The adversary, Eve, is assumed to have no bound on the speed of computation
or on the storage space.

(F4) Eve is assumed to have complete information on the algorithm(s) and hard-
ware that Bob uses for encryption. However, Eve cannot predict outputs of
Bob’s random numbers generator (the latter could be just coin tossing, say).

(F5) Eve does not have information on Alice’s algorithm for obtaining public keys.

ve cannot decrypt Bob’s secret bit correctly with probability > 2 by emu-
(F6) E t decrypt Bob’ t bit tly with probability > 2 by
lating Bob’s encryption algorithm.

Once again: here we only claim security against the “encryption emulation”
attack (by a computationally unbounded adversary) on the sender’s transmissions.
This does not mean that the receiver’s private keys in our protocol are insecure
against real-life (i.e., computationally bounded) adversaries, but we just prefer
to focus here on what is secure against a computationally unbounded adversary
since this paradigm shift looks important to us (at least, from a theoretical point
of view).

We also have to say up front that the encryption protocol that is presented
in this section is probably not very suitable for commercial applications (such as
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Internet shopping or banking) for yet another reason: because of a large amount
of work required from Alice to receive just one bit from Bob. Bob, on the other
hand, may not even need a computer for encryption.

Now we are getting to the protocol description. In one round of this protocol,
Bob transmits a single bit, i.e., Alice generates a new public key for each bit
transmission.

(P0) Alice publishes two group presentations by generators and defining relators:
Fl = <IL’1,QZ’2,. RN %Y | T1,72,.. .,’I”k>,

Fg = <$1,$2,...,l’n | 81,82,...,Sm>.

One of them defines the trivial group, whereas the other one defines an infinite
group, but only Alice knows which one is which. In the group that is infinite,
Alice should be able to efficiently solve the word problem, i.e., given a word
w = w(x1, T2, ..., Ty), she should be able to determine whether or not w = 1
in that group. (There is a large and easily accessible pool of such groups, see
our Section 6.1.2 for discussion.)

Bob is instructed to transmit his private bit to Alice as follows:

(P1) In place of “1”, Bob transmits a pair of words (w1, w2) in the alphabet
X ={x1,29,...,xn, 27", ..., 2; '}, where w; is selected randomly, while ws
is selected to be equal to 1 in the group G2 defined by I's.

(P2) In place of “0”, Bob transmits a pair of words (wq,ws), where ws is selected
randomly, while w; is selected to be equal to 1 in the group G defined by
I.

Now we have to specify the algorithms that Bob should use to select his
words.

Algorithm “0” (for selecting a word v = v(x1,...,2,) not equal to 1 in a T;)
is quite simple: Bob just selects a random word by building it letter-by-letter,
selecting each letter uniformly from the set X = {z1,...,z,, a:l_l, ...,z 1} The

length of such a word should be a random integer from an interval that Bob selects
up front, based on his computational abilities. In the end, Bob should cancel out

all subwords of the form xile or x;lxi.

Algorithm “1” (for selecting a word u = w(x1,...,z,) equal to 1 in a I;) is
slightly more complex. It amounts to applying a random sequence of operations
of the following two kinds, starting with the empty word:

1. Inserting into a random place in the current word a pair hh~! for a random
word h.

2. Inserting into a random place in the current word a random conjugate g~ 'r;g

of a random defining relator r;.
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In the end, Bob should cancel out all subwords of the form xia:i_l or a?i_lxi.

The length of the resulting word should be in the same range as the length of the
output of Algorithm “0”. We do not go into more details here because all claims
in this section remain valid no matter what algorithm for producing words equal
to 1 is chosen, as long as it returns a word whose length is in the same range as
that of the output of Algorithm “0”.

Now let us explain why the legitimate receiver (Alice) decrypts correctly with
overwhelming probability. Suppose, without loss of generality, that the group G
is trivial, and G is infinite. Then, if Alice receives a pair of words (ws,ws) such
that w; =1 in G and wy # 1 in Ga, she concludes that Bob intended to transmit
a “0”. This conclusion is correct with probability 1. If Alice receives (ws, ws) such
that w; = 1 in G7 and we = 1 in G, she concludes that Bob intended to transmit
a “1”. This conclusion is correct with probability which is close to 1, but not equal
to 1 because it may happen, with probability ¢ > 0, that the random word ws
selected by Bob is equal to 1 in G2. The point here is that, if G5 is infinite, this €
is negligible and, moreover, for “most” groups G this € tends to 0 exponentially
fast as the length of wy increases. For more precise statements, see our Section
6.1.4; here we just say that it is easy for Alice to make sure that G2 is one of those
groups.

Now we are going to discuss Eve’s attack on Bob’s transmission. Under our
assumptions (F3), (F4) Eve can identify the word(s) in the transmitted pair which
is/are equal to 1 in the corresponding group(s), as well as the word, if any, which is
not equal to 1. Indeed, for any particular transmitted word w she can use the “en-
cryption emulation” attack, as described in our Introduction: she emulates algo-
rithms ‘0” and “1” over and over again, each time with fresh randomness, until the
word w is obtained. Thus, Eve is building up two lists, corresponding to two algo-
rithms above. As we have already pointed out in a similar situation in Section 6.1.1,
the list that corresponds to the Algorithm “0” is useless to Eve because it is even-
tually going to contain all words in the alphabet X = {x1,..., z,, 931_1, coap
with overwhelming probability. Therefore, Eve may just as well forget about this
list and concentrate on the other one, that corresponds to the Algorithm “1”. Now
the situation boils down to the following: if the word w appears on the list, then
it is equal to 1 in the corresponding group G;. If not, then not.

It may seem that Eve should encounter a problem detecting w # 1: how can
she conclude that w does not appear on the list if the list is infinite (more precisely,
of a priori unbounded length) ? This is where our condition (F4) plays a role: if
Eve has complete information on the algorithm(s) and hardware that Bob uses for
encryption, then she does know a real-life bound on the size of the list.

Thus, Eve can identify the word(s) in the transmitted pair which is/are equal
to 1 in the corresponding group(s), as well as the word, if any, which is not equal
to 1. There are the following possibilities now:

1. wy =1in Gy, wy = 1 in Go;

2. w1 =1in Gy, we # 1 in Go;
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3. wl#linGl,’Lnglil’ng.

It is easy to see that one of the possibilities (2) or (3) cannot actually occur,
depending on which group G; is trivial. Then, the possibility (1) occurs with
probability % (either when Bob wants to transmit “1” and Gy is trivial, or when
Bob wants to transmit “0” and G is trivial). If this possibility occurs, Eve cannot
decrypt Bob’s bit correctly with probability > % because she does not know which
group G is trivial. As we have pointed out earlier in this section, a computationally
unbounded Eve could find out which G; is trivial, but we specifically consider
attacks on the sender’s encryption here (cf., our condition (F5) above). We just
note, in passing, that for a real-life (i.e., computationally bounded) adversary to
find out which presentation I'; defines the trivial group is by no means easy and
deserves to be a subject of separate investigation. There are many different ways
to efficiently construct very complex presentations of the trivial group, some of
them involving a lot of random choices. See e.g., [110] for a survey on the subject.

In any case, our claim (F6) was that Eve cannot decrypt Bob’s bit correctly
with probability > % by emulating Bob’s encryption algorithm, which is obviously
true in this scheme since the probability for Eve to decrypt correctly is, in fact,
precisely % . % + % 1= %. (Note that Eve decrypts correctly with probability 1 if
either of the possibilities (2) or (3) above occurs.)

Someone may say that % is a rather high probability of illegitimate decryp-
tion, even though this is just for one bit. Recall however that we are dealing with
a computationally unbounded adversary, while Bob can essentially do his encryp-
tion by hand! All he needs is a generator of uniformly distributed random integers
in the interval between 1 and 2n (the latter is the cardinality of the alphabet X).
Besides, note that with the probability of correctly decrypting one bit equal to %,
the probability of correctly decrypting, say, a credit card number of 16 decimal
digits would be on the order of 107, which is comparable to the chance of win-
ning the jackpot in a lottery. Of course, there are many tricks that can make this
probability much smaller, but we think we better stop here because, as we have
pointed out before, our focus here is on the new paradigm itself.
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In this part of the book, we discuss two measures of complexity of an algorithm,
average-case and generic-case, and argue that it is the generic-case complexity (we
often call it just generic complexity) that should be considered in the context of
cryptanalysis of various cryptographic schemes.

Since in our book we mostly deal with cryptographic schemes based on non-
commutative infinite groups, we give a survey of what is known about generic-case
behavior of various algorithms typically studied in combinatorial group theory and
relevant to cryptography. The very idea of “genericity” in group theory was intro-
duced by Gromov and Ol’shanskii and is now a subject of very active research.
Genericity exhibits itself on many different levels in algebraic and algorithmic
properties of “random” algebraic objects and in the generic-case behavior of their
natural geometric invariants. A generic approach often leads to the discovery of ob-
jects with genuinely new and interesting algebraic properties. For example, gener-
icity provides a totally new source of group-theoretic rigidity, quite different from
the standard source provided by lattices in semisimple Lie groups. Generic-case
analysis of group-theoretic algorithms gives a much more detailed and stratified
“anatomical” picture of an algorithm than worst-case analysis provides. It also
gives a better measure of the overall “practicality” of an algorithm and often
leads to genuine average-case results.

It is probably safe to say that by now it is pretty clear that the worst-case
complexity is not necessarily a good measure of “practicality” of an algorithm.
The paradigm example is Dantzig’s Simplex Algorithm for linear programming.
Very clever examples of Klee and Minty [82] show that the Simplex Algorithm can
be made to take exponential time. However, the simplex method runs thousands
times a day in many real-life applications and it always works very fast, namely
in linear time. Although there are provably polynomial time algorithms for linear
programming, these have not replaced the Simplex Algorithm in practice. It turns
out that this type of phenomenon, which we refer to as having low “generic-case
complexity” is very pronounced in group theory. This notion was introduced and
formalized by Kapovich, Myasnikov, Schupp and Shpilrain in [75]. In particular,
they showed that for most groups usually studied in combinatorial or geometric
group theory, the generic-case complexity of the word problem is linear time, often
in a very strong sense. Consequently, the actual average-case complexity is also
often linear time.

We note that unlike the average-case complexity, generic-case complexity
completely disregards potentially bad behavior of an algorithm on an asymptoti-
cally negligible set of inputs. Thus generic-case complexity of an algorithm A may
be low (e.g., linear time) even if the relevant algorithmic problem is undecidable
(and A has infinite running time on some inputs), while the average-case com-
plexity would necessarily be infinite in this case. As was observed in [75], this is
exactly what happens with the classical decision problems in group theory, such
as the word, conjugacy and subgroup membership problems. Moreover, in [76] the
same authors were also able to apply their generic-case methods to obtain genuine
average-case complexity conclusions. The basic idea there is that by running in
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parallel a total algorithm with subexponential worst-case complexity and a partial
algorithm with low strong generic-case complexity, one obtains an algorithm with
low average-case complexity. Typical results of [76] imply, for example, that for
all braid groups, all groups of knots with hyperbolic complements and all Artin
groups of extra large type, the average-case complexity of the word problem is
linear time.

Apart from shedding light on “practicality” of various algorithms, generic-
case analysis has some additional benefits. First, it provides a natural stratification
of the set of inputs of a problem into the “easy” and “not necessarily easy” parts.
Concentration on the latter part often forces one to redefine the original problem
and substantially change its nature. By iterating this process one can obtain a
detailed analysis of the “anatomy” of an algorithmic problem that is in many
ways more informative than the worst-case analysis. Isolating the “hard” part
of an algorithmic problem may be important for possible practical applications,
in particular to cryptanalysis of various cryptographic schemes. This is what we
explore in more detail in part IV of this book.

Moreover, as our experience shows, generic-case considerations can lead to
the discovery of new algorithms with better average-case and worst-case behavior.

Finally, we should emphasize that one must not confuse the fact that generic
results are often easy to state with simplicity of their proof. Proofs usually require
interaction of some aspects of probability theory with deep results about algebraic
questions under consideration.



Chapter 7

Distributional Problems and the
Average-Case Complexity

7.1 Distributional computational problems

One of the aims of the section is to set up a framework that would allow one to
analyze behavior of algorithms at large, to study expected or average properties
of algorithms, or its behavior on “most” inputs. The key point here is to equip
algorithmic problems with probability distributions on their sets of instances.

7.1.1 Distributions and computational problems

To study behavior of algorithms on average or on “most” inputs one needs to have
a distribution on the set of inputs. In this section we discuss typical distributions
that occur on discrete sets of inputs.

Definition 7.1.1. A distributional computational problem is a pair (D, ) where
D = (L, I) is a computational problem and p is a probability measure on I.

The choice of p is very important, it should be natural in the context of the
problem. Quite often, the set I is infinite and discrete (enumerable), so, unlike in
the finite set case, it is impossible to use uniform distributions on I. Discreteness
of the set I usually implies that the probability distributions u are atomic, i.e.,
p(x) is defined for every singleton {z} and for a subset S C I,

p(S) = p(x). (7.1)

zeS

It follows that an atomic measure p is completely determined by its values on
singletons {z}, z € I, so to define p it suffices to define a function p : I — R (with
p({z}) = p(x)), which is called a probability mass function or a density function
on I, such that p(z) > 0 for all z € I, and >, p(z) = 1.
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There are two general basic ideas on how to introduce a natural distribution
on I.

1. Distributions via generating procedures. If elements of I can be naturally
generated by some “random generator” R, then probability p(z) can be defined
as the probability of the generator R to produce x. We refer to [105] for a detailed
discussion.

2. Distributions via stratifications. Let s : I — N be a size function on I. An
atomic distribution p on I respects the size function s if:

Ve,y eI (s(x) = s(y) — w(z) = p(y))-

Such a measure p on I is termed size invariant or homogeneous or uniform. More
about homogeneous measures can be found in [5]. Here we give only some facts
that are required in the sequel.

Observe, that a homogeneous distribution p induces a uniform distribution
on each sphere I, so if the induced distribution is nonzero, then the sphere is
finite. The following result describes size-invariant distributions on I.

Lemma 7.1.2. Let p be an atomic measure on I and s a complexity function on I
with finite spheres Ij,. Then:

(1) If p is s-invariant, then the function d, : N — R defined by
du tk— M(Ik)

is an atomic probability measure on N;

(2) if d : N — R is an atomic probability measure on N, then the function
Ds,d : I — R defined by
d(s(x))

| In |

ps,d(x) =

18 a probability density function which gives rise to an atomic s-invariant
measure on 1.

Proof is obvious. O

Remark 7.1.3. Since d(k) — 0 as k — oo, the more complex (with respect to a
given size function s) elements of a set R C I contribute less to ps q(R), so there
is a bias to elements of small size.

This discussion shows that the homogeneous probability measures js 4 on I
are completely determined by the complexity function s : I — N and a moder-
ating distribution d : N — R. Here are some well-established parametric families
of density functions on N that will occur later on in this framework:

The exponential density:
dy(k) = (1 —e Me M,



7.1. Distributional computational problems 101

The Cauchy density:

The Dirac density:

1 if k=m,
dm(k):{ 0 if k #m.

The following density function depends on a given size function s on I:

The finite disc uniform density:

[ | :
d(k) = | Ba) RS
0 otherwise.

For example, the Cauchy density functions are very convenient for defining
degrees of polynomial growth “on average”, while the exponential density functions
are suitable for defining degrees of exponential growth “on average”. Exponential
density functions appear naturally as distributions via random walks on graphs or
as multiplicative or Boltzmann distributions (see [17] for details).

Other distributions arise from different random generators of elements in I.
For example, Dirac densities correspond to the uniform random generators on the
spheres I,,; finite disc densities arise from uniform random generators on the discs
B,(I).

7.1.2 Stratified problems with ensembles of distributions

In this section we discuss stratified computational problems D with ensembles of
distributions. In this case the set of instances I of the problem D comes equipped
with a collection of measures {ju,} each of which is defined on the sphere I,, (or
a ball By,). In this case we do not assume in advance that there exists a measure
on the set I.

Let D be a stratified computational problem with a set of instances I = Ip
and a size function s = sp : I — R. If for every n the sphere I,, comes equipped
with a probability distribution p,, then the collection of measures u = {p,} is
called a spherical ensemble of distributions on I. Similarly, a volume ensemble of
distributions p = {p,, } is a collection of distributions such that p, is a distribution
on the ball B,, and such that p,_; is the measure induced from p,, on B,,_;. Here,
and in all similar situations, we extend the standard definition of the induced
measure g to subsets S C B,, of measure zero (i, (S) = 0) defining pg(w) =0
for all w € S.

Example 7.1.4. Suppose the spheres I,, are finite for every n € N. Then the uniform
distribution u,, on I, gives a spherical ensemble of distributions u = {p,} on I.
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The following is a typical way to define ensembles of distributions on I. We
say that a probability distribution p on I is compatible with the size function
s : I — N if s is y-measurable, i.e., for every n the sphere I,, is a p-measurable
set. Now, if p is a probability distribution on I compatible with s, then for every
n such that p(7,) # 0 p induces a measure u, on I,,. We extend this definition
for all n defining pu,(w) = 0 for every w € I,, in the case pu(I,) = 0.

This gives an induced ensemble of spherical distributions {u,} on I. For
instance, the probability distributions defined in Section 7.1.1 give rise to typical
spherical ensembles of distributions on I.

In some sense the converse also holds. If {u,} is a spherical ensemble of
distributions on I, then one can introduce a distribution fiy on I which induces
the ensemble p. Indeed, let d : N — R be a moderating distribution on N, so
Ynd(n) = 1. For a subset R C I such that R,, = RN 1, is u,-measurable for every
n define fig(R) as
Clearly, the series above converges since X, d(n)un(Ry) < Xnd(n) = 1. Tt is easy
to see that [ig is a distribution on I that induces the initial ensemble p on the
spheres of I. Notice, that if p, is an atomic distribution on I,, then ug is an
atomic distribution on I.

The argument above shows that under some natural conditions one can harm-
lessly switch between distributions on I and the spherical ensembles of distribu-
tions on . Similar constructions hold for volume ensembles as well.

7.1.3 Randomized many-one reductions

A very important theoretical class of reductions is many-one reductions done by
a probabilistic Turing machine called randomized many-one reductions. Intuitively
a probabilistic Turing machine is a Turing machine with a random number gen-
erator. More precisely it is a machine with two transition functions d; and §o. At
each step of computations with probability 50% the function d; is used and with
probability 50% the function s is used. So, a probabilistic Turing machine is the
same as a nondeterministic Turing machine with the only difference being in how
we interpret its computations. If for NTM M we are interested in knowing if there
exists a sequence of choices that make M accept a certain input, for the same
PTM M we are interested in which probability acceptance happens.

Definition 7.1.5. Let D be a decision problem. We say that a PTM M decides D
if it outputs that right answer with probability at least 2/3.

Definition 7.1.6. We say that a PTM M is polynomial time on average if there
exists ¢ > 0 such that

S Ty, =) (2)P(2) < oo,

i.e., complexity function T,(z, z) is polynomial time on average taken over the
distribution p; on inputs x and the distribution P on internal coin tosses z.
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Definition 7.1.7. Let D, and D5 be decision problems. We say that a probabilistic
Turing machine M randomly reduces D1 to Do if for any =,

P(z|x€ Dy < M(z,z) € D3) >2/3

where probability P is taken over all internal coin tosses z.

7.2 Average case complexity

In this section we briefly discuss some principle notions of the average case com-
plexity. There are several different approaches to the average case complexity, but
in some sense, they all involve computing the expected value of the running time
of an algorithm with respect to some measure on the set of inputs.

More generally, one can develop a theory of average case behavior of arbitrary
functions f : I — R™T, not only the time functions of algorithms, provided the set
I is a probability space equipped with a size function. From this standpoint, the
average case complexity of algorithms appears as a particular application of the
average case analysis to the time (or space, or any other resource) functions of
algorithms.

Below we assume, if not said otherwise, that I is a set (of “inputs”) with a
size function s : I — N and a probability measure u. Throughout this section we
assume also that the set I is discrete (finite or countable) and the measure p on
I is atomic, so all functions defined on I are p-measurable. Notice, however, that
all the results and definitions hold in the general case as well, if the size function
s and all the functions in the consideration are p-measurable.

Sometimes, instead of the measure u we consider ensembles of spherical (or
volume) distributions {x,} on spheres I,, (balls B,,) of I relative to the size func-
tion s. This approach seems to be more natural in applications, and gives a direct
way to evaluate asymptotic behavior of functions relative to the given size.

We start with polynomial on average functions (Section 7.2.1), then discuss
the general case (Section 7.2.2), and apply the average case analysis to the time
complexity of algorithms (Section 7.2.3).

In Section 7.2.4 we compare the average case complexity with the worst
case complexity and discuss what kind of hardness the average case complexity
actually measures. In the last Section 7.2.5 we focus on deficiencies of the average
case complexity.

7.2.1 Polynomial on average functions

There are several approaches to polynomial on average functions, some of them
result in equivalent definitions and some do not. Here we follow Levin’s original ap-
proach [93], which has been further developed by Y.Gurevich [58] and Impagliazzo
[69].
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Let f: I — RT be a nonnegative real function. We say that f has a poly-
nomial upper bound with respect to the size s if there exists a real polynomial p
such that f(w) < p(s(w)) for any w € I, i.e.,

Yw e I, f(w) < p(n).

To get a similar condition “on average” one may integrate the inequality above,
which results in the following “naive definition” of the polynomial on average
functions

Definition 7.2.1. A function f : I — R¥ is expected polynomial on spheres (with
respect to an ensemble of spherical distributions {u,,}) if for every n € N,

/1 F(@)pn(z) < p(n).

Equivalently, f is expected polynomial on spheres if there exists k£ > 1 such that
| f@hn(w) = 0. (72)
I’n,

No doubt, the functions satisfying (7.2) are “polynomial on u-average” with
respect to the size function s, but the class of these functions is too small. Indeed,
one should expect that the class of polynomial on average functions must be
closed under addition, multiplication, and multiplication by a scalar. The following
example shows that the class of functions satisfying the condition (7.2) is not closed
under multiplication.

Example 7.2.2. Let I = {0,1}* be the set of all words in the alphabet {0,1},
s(w) = |w| be the length of the word, and u be length-preserving, so p, is the
uniform distribution on I,,. Denote by S, a fixed subset of I,, which has 2;: 1
elements. Now we define a function f : I — N by its values on each sphere I,, as

follows:
n, if w € S,,
o=

2, if w & S,

Then
/1 fw)u(w) = n(1 —277) + 272" = O(n),

so the function f satisfies the condition (7.2), but its square f2 does not:
/fQ(w)u(w) _ 712(1 _ 2—n) + 22n2—7L _ 0(2”).
I

The following definition gives a wider class of polynomial on p-average func-
tions which is closed under addition, multiplication, and multiplication by a scalar.
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Definition 7.2.3. [Spherical definition] A function f : I — RT is polynomial on
p-average on spheres if there exists an € > 0 such that

/1 FE(w)pin (w) = O(n). (7.3)

Tt is convenient, sometimes, to write the condition (7.3) in the following form
(using the fact that s(w) = n for w € I,,):

/1 ! E((w“;)unw):ou).

S

The following proposition shows that every function which is expected poly-
nomial on spheres satisfies the spherical definition of polynomial on p average.

Proposition 7.2.4. Let {u,} be an ensemble of spherical distributions. If a function
f: I — RY is an expected polynomial on spheres relative to {u,}, then it is a
polynomial on p-average on spheres (satisfies Definition 7.2.3).

Proof. Suppose for some k > 1,

/ F(w)pin (w) < en®.
I,

Put € = ¢ and denote S, = {w € I,, | f*(w) < s(w)}. Then

/In ];% pnw0) = /s &

L)+ [ L)
< 1+/In <f(w)8>kun(w) < 1+/In f&u)un(w) <l+e.

(w)

Therefore,

(w)au(w) =3, (u([n)/I J;(w)a un(w)> <(1+o)Z,u(l,)=1+c

1 s(w) (w)

Since s(w) = n for w € I,, one has

/I f2 (W)pin(w) < (1 + O)n

so f is polynomial on p-average on spheres. O
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To relax the condition (7.3) rewrite it first in the form
| £ st ) = 00
Recall now, that u,(w) = p(w)/u(I,), hence
/ st ) = O((l)
Therefore, for some constant C' > 0,
| Fw)sto) u(w) < 2.0ntr,) = C. (7.4

The condition (7.4) describes a larger class of functions which are intuitively
polynomial on p-average. This condition, as well as the definition below of poly-
nomial on average functions, is due to Levin [93].

Definition 7.2.5. [Levin’s definition] A function f : I — RT is polynomial on
p-average if there exists € > 0 such that

[urpst) utw) < o

I

It is convenient to reformulate this definition in the following equivalent form
(see [7], [58]):

Definition 7.2.6. A function f : I — R™ is linear on u-average if
[ s uw) < .

and f is polynomial on p-average if f < p(l) for some linear on p-average function
l: I — RT and a polynomial p.

As we have mentioned already, the class of polynomial on u-average functions
described in Levin’s definition contains all functions which are average polynomials
on spheres (the Spherical Definition 7.2.3). It is not hard to see also that this
class is closed under addition, multiplication, and multiplication by a scalar. From
now on, by polynomial on p-average functions we refer to functions from Levin’s
definition.

We note that, in general, not every function which is polynomial on p-average
is also an average polynomial on spheres. However, if the distribution p satisfies
some sufficiently strong non-flatness conditions, then the statement holds.
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Proposition 7.2.7. [58] Let 1 be an atomic distribution on I and {un} the induced
ensemble of spherical distributions. If there exists a polynomial p(n) such that for
every n either p(Il,) =0 or u(l,) > ﬁ, then every function f : I — RY which
is polynomial on p-average is also an average polynomial on spheres (relative to
the ensemble {pin}).

To formulate a useful criterion of polynomial on average functions we need
one more notion. A function f is a rarity function if the integral

[ﬂmmw

(the expected value of f) converges.

Proposition 7.2.8. [58] A function f: I — R is polynomial on p-average if and
only if there exists a rarity function h: I — RT and a polynomial p(x) such that
for every w € I,
f(w) < p(s(w), h(w)).
As a corollary we get another sufficient condition for a function f to be
polynomial on p-average, that is used sometimes as an alternative way to introduce
polynomial on average functions.

Corollary 7.2.9. If for some polynomial p(x),
f(w)
w(w) < oo,
ey

then the function f is polynomial on p-average.

Proof. Indeed, in this case

f(w) f(w)
Tt = | sty <
so the function I(w) = % is linear on p-average. Hence f(w) = l(w)p(s(w)) is
polynomial on p-average. O

One more definition of polynomial on p-average functions was formally intro-
duced by Impagliazzo in [68]. This is a volume analog of the spherical definition
above, but contrary to the spherical case it is equivalent to Levin’s definition. Im-
pagliazzo’s definition is very natural and allows one to work only with distributions
on finite sets — the balls B,, of I.

Definition 7.2.10. [Volume definition] Let {u,} be an ensemble of volume distri-
butions on balls {B,,} of I. A function f : I — R is polynomial on average with
respect to {pu,} if there exists an € > 0 such that

Léfwwaw=mm
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It has been noticed in Section 7.1.2 that an atomic measure p on I induces
an ensemble of atomic volume distributions {u,} on balls B,,, and vice versa,
every ensemble of atomic distributions {u,} on balls B,, such that p,_; is the
distribution induced by pu, on B, _1, gives rise to an atomic distribution p’ on I
which induces {u,}. In this case one has two different definitions of a function
f: I — RT to be polynomial on average relative to u and {u,}. However, the
following result shows that these definitions give the same class of polynomial on
average functions.

Proposition 7.2.11. [68] Let 1 be a distribution on I and {pn} the corresponding
induced ensemble of volume distributions. Then a function f : I — RT is polyno-
mial on p-average if and only if it is polynomial on average relative to the ensemble

{Un}'

Proof. Suppose f : I — R* is polynomial on p-average, so there is ¢ > 0 such

that
| sty uw) < .

. n - (w)
/B 1) o) < /B oG

n 1
<S—— | =f(w)uw)=0(M),
Ty, Gy ) = Ol
where By, is the ball of minimal radius with p(B,,) # 0 (such a ball always exists).
Hence, f is polynomial on average relative to {y, }.
Conversely, assume now that f is polynomial on average relative to {u, }, so
for some € > 0,

Then

Put S={wel| f(w)s

<s
] #w)Fsw) e /f §s(w) () + /f s(w) ()

and the leftmost integral above converges, as required. O

The results of this section show that the class of polynomial on average
functions is very robust and, it seems, it contains all the functions that naturally
look like “polynomial on average”.
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7.2.2 Average case behavior of functions
Definition 7.2.7 allows one to introduce general complexity classes on average.

Definition 7.2.12. Let f: I — R and ¢t : R — R be two functions. Then f is ¢ on
p-average if f(w) = t(I(x) for some linear on p-average function I.

This definition can be reformulated in a form similar to Levin’s Definition
7.2.6. To this end suppose for simplicity that a function ¢ : RT — R is continuous,
unbounded and monotone increasing, or ¢ : Nt — NT and it is injective and
unbounded. In the latter case, define for x € N,

t~(z) = min{y | t(y) > =}
Then it is not hard to show that a function f : I — R is ¢ on p-average if and only
if
[ 1 @)s@) o) < oc.

1

For a function ¢ one can consider the class Ave,(t) of functions f : I — R
which are ¢t on p-average. Varying the function ¢ one may expect to get a hierarchy
of functions on p-average. However, it is not always the case.

Example 7.2.13. If a function f : I — R is a” on u-average for some a > 1, then
f is b® on p-average for any b > 1.

Proof. Indeed,

oy (f@) 1 [ log,(/(a)
/ s(@) M) logba/I (D)

so f is b” on p-average. O

p(x) < oo,

We will have more to say on the hierarchy of time complexity of algorithmic
problems in Section 7.2.3.

7.2.3 Average case complexity of algorithms

In this section we apply the average case analysis of functions to average case
behavior of algorithms and time complexity of algorithmic problems.

Let D be a stratified distributional algorithmic problem, I = Ip the set of
instances of D equipped with a size function s = sp : I — N and an atomic
probability distribution g = pp.

If A is a total decision algorithm for D, then one can estimate overall efficiency
of the algorithm A by its expected running time

/ Ta(w)p(w).

I
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Another way to characterize the “average” behavior of A relative to the size of
inputs comes from the average case analysis of the time function T 4.

An algorithm A has polynomial time on p-averageif T4 : I — N is polynomial
on p-average function. We say that A has polynomial time upper bound on ji-
average if Ty(x) < f(z) for some polynomial on p-average function f : I — N.
Similarly, A has time upper bound t(x) on p-average if T4 has an upper bound
which is ¢ on p-average.

The notions above allow one to introduce complexity classes of algorithmic
problems.

Definition 7.2.14. Let D be a stratified distributional problem. Then:

1) D is decidable in polynomial time on average (AvePTime) if there exists
a polynomial time on p-average decision algorithm A for D. The class of
stratified distributional problems decidable in AvePTime is denoted by
AvePTime (or simply by AveP).

2) D is decidable in t time on average (AveTime(t)) for some time bound
t if there exists a decision algorithm for D with a time upper bound ¢
on p-average. The class of stratified distributional problems decidable in
AveTime(t) is denoted by AveTime(t).

7.2.4 Average case vs worst case

In this section we compare the average case complexity to the worst case one. To
do this we briefly discuss what kind of “hardness” the average case complexity
does measure, indeed. We refer to Gurevich’s paper [60] for a detailed discussion
of these issues.

The main outcome of the development of average case complexity is that this
type of complexity gives a robust mathematical framework and provides one with
a much more balanced view-point on the computational hardness of algorithmic
problems than the worst case complexity. It turns out for example that many
algorithmic problems that are hard in the worst case are easy on average.

Consider, for instance, the Hamiltonian Circuit Problem (HCP). Recall that
a Hamiltonian circuit in a graph is a closed path that contains every vertex exactly
once. HCP asks for a given finite graph I' to find a Hamiltonian circuit in T'. It
is known that this problem is NP-complete (see, for example, [44]). However,
Gurevich and Shelah showed in [61] that there is a decision algorithm for the
HCP which is linear time on average. More precisely, if one has a distribution on
finite graphs such that any two vertices u, v in a given random finite graph I' are
connected by an edge with a fixed uniform probability «, 0 < o < 1, then there is
an algorithm that solves the problem in linear time on average.

Corollary 7.2.15. There are NP-complete problems which are polynomial on av-
erage with respect to some natural distributions.
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7.2.5 Average case behavior as a trade-off

The concept of average case behavior of functions may look sometimes counterin-
tuitive. In this section we discuss what kind of knowledge the average case analysis
of functions or algorithms brings to the subject. We argue that the average case
analysis is a wrong tool when one tries to describe the “typical behavior” of a func-
tion, say its behavior on “most” or “typical” inputs. We follow Gurevich [58, 60]
and Impagliazzo [68] in the discussion on the essence of the concept of a polyno-
mial on average function. At the end of the section we give a convenient tool to
get general upper bounds on average.

To indicate the typical problems with the average case behavior we give two
examples.

Example 7.2.16. Let I = {0,1}* be the set of all words in the alphabet {0, 1}.
Define the size of a word w € I to be equal to the length |w| of the word, and let
the distribution g on I be such that its restriction on a sphere I,, is uniform for
every n. Denote by S, a subset of I,, of measure 2;:1, so Sy, has precisely 2" — 1
elements. Now we define a function [ : I — N by its values on each sphere I,, as

follows:
.f ny
() = 0, i 'w es
2" ifw € 9.

Then
[l uw) < o
I

so the function [ is linear on p-average. Now we define a function f : I — N by its
values on each sphere I,, by:

1, if w € Sy,
flw) = o .
2% ifw & S,.

Clearly, f(w) = 2!(™) so f is exponential on p-average. However, f(w) = 1 on
most words w € 1.

Another type of a strange behavior of functions polynomial on average is
described in the following example.

Example 7.2.17. Let I = {0,1}*. Define the size of a word w € I to be equal to
the length |w]| of the word, and let the distribution p on I be given by

plw) = 272w
If f: I — Nis a function such that f(w) = 2/*l. Then

oo

|w]7#0 n=1|w|=n
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which converges for any € < 1. Hence f is polynomial on p-average. On the other
hand, the function f(z) is clearly “exponential on most inputs”.

To properly understand the examples above one has to focus on a general
question:

What kind of knowledge does the average case analysis of behavior of
functions bring into the subject?

In [60] Gurevich explains, in terms of a Challenger-Solver game, what kind of
hardness the concept of the average case complexity is aiming for. First of all, the
examples above show that it is not the cost for the Solver to win the game on the
most typical inputs, or even expected cost, rather, it captures the trade-off between
a measure of difficulty and the fraction of hard instances of the problem. Thus, to
have polynomial on average time an algorithm should have only a sub-polynomial
fraction of inputs that require superpolynomial time to compute.

The following definition (due to Impagliazzo [68]) is a rigorous attempt to
grasp this type of trade-off to stay in the class of polynomial on p-average func-
tions.

Let D be a stratified distributional algorithmic problem, I = Ip, s = sp,
and u = {u,} be an ensemble of volume distributions for I. A partial algorithm
A solves D with benign faults if for every input w € I it either outputs the
correct answer or it stops and says “?” (“Do not know”). A polynomial time
benign algorithm scheme for D is an algorithm A(w,d) such that for any input
w € I and § € N the algorithm A does the following;:

e there is a polynomial p(z,y) such that A4 stops on (w,d) in time p(s(w),d);
e A solves D on input w with benign faults;
e foranyd e Nandn € N, p,,({w € B, | A(w,8) =7}) < 3.

The following results show equivalence of polynomial on average problems
and existence of polynomial time benign algorithm schemes.

Lemma 7.2.18 (Impagliazzo [68]). A stratified distributional algorithmic problem
D with an ensemble of volume distributions = {un} is polynomial on u-average
if and only if D has a polynomial time benign decision algorithm scheme A(w,?).

Now we can properly analyze the examples above.

Example 7.2.17 reveals “traces” of worst case behavior in average case com-
plexity. Indeed, in this example the balance between the time complexity of an
algorithm on the worst case inputs and the measure of the fraction of these inputs
is broken, i.e., the fraction of hard instances is small but the time required by
the algorithm to finish computation on these instances is very large (compare to
the size of the fraction), therefore the average case complexity does not reflect
behavior of the algorithm on most inputs.
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In Example 7.2.18, the balance between the fraction of hard inputs and the
measure of this fraction is almost perfect, therefore the function “looks polyno-
mial” on average, which is, of course, not the case.

The cause of this discrepancy is reflected in the notion of a flat distribution
(see e.g., [58]). One may try to avoid such distributions altogether, but they appear
quite naturally in many typical situations (see [58, 60] and [17]), so it is difficult to
ignore them. On the other hand, if one puts into the game a natural non-flatness
condition, say as in Proposition 7.2.8, then polynomial on average functions be-
come polynomial on average on spheres, that makes the class of polynomial on
average functions smaller. In any case, Example 7.2.18 is troubling.

To deal with the trade-off in the general case we introduce the following
definitions. A function h : Z*T — R is p-balanced on a subset K C I if

Soh(n)n P u(K N 1,) < oco.

A function U : RT — R™ is an s-upper bound for f : I — R¥ on a subset K C I if
f(w) < U(s(w)) for every w € K. Finally, f is (s, u)-balanced on K if there exists
an s-upper bound U for f on K which is p-balanced on K i.e.,

Y, U(m)n ' uw(K NI, < oo

Proposition 7.2.19 (Balance test). Let f : [ — R and f; : Rt — RT be two
functions. Suppose f1 is a bijection. If there exists a subset K C I such that

1) f is fi on p-average on K (in the p-induced measure px on K ),
2) fr(f) is (s, u)-balanced on I — K,
then f is f1 on p-average.
Proof. To show that f is f; on p average it suffices to prove that the integral
1
[,

converges. To see this consider

/Iff (f(W))M(w) :/K fls(({u()W))M(w)Jr/I_K fr (f(w))u(w)

()
<ur) [ 2+ [ D)

_x  s(w)

(here U is an s-upper bound on I — K for f; *(f) which is (s, u1)-balanced on I — K)

< utr) [ ALy 45, P - )0 ) <o

This shows that T4 runs within the bound f; on p-average, as claimed. O
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Remark 7.2.20. The condition on fi to be a bijection is introduced, just to ensure
that f;'(f(w)) always exists. One can easily replace it, if needed, with a more
relaxed one. In the case of algorithms their time functions are integer functions of
the type f : N — N, in which case it suffices (to get a result similar to the Balance
test) to assume that f; : Z+ — Z* is unbounded and define f; !(n) = min{m |

fi(m) = n}.

An adaptation of the argument above to the time functions of algorithms
gives a robust test for an algorithm to run within a given upper bound on p-
average. Below we assume that fi : ZT — Z% is unbounded and f~! is defined as
above.

Proposition 7.2.21 (Average running time test). Let A be an algorithm with a set
of inputs I. If there exists a subset K C I such that

1) A runs on K within an upper bound fi on p-average (in the p-induced mea-
sure on K ),

2) there exists an upper bound f for A on I — K such that f;i'(f) is (s,p)-
balanced on I — K,

then A runs on I within the time bound f1 on p-average.

Proof. Observe, that T4 (w) < fi(s(w)) if w € K and T4(w) < f(s(w)) otherwise.
We claim that the algorithm A runs in time f; on p-average. To see this consider

O Taw) ) f Taw)
/ ) =/ sty M /o sw) M)

(i (s(w))) S (f(w))
< /K DB ) + / A

s(w)

< u(K) +/ Mu(w) < o0.

—x  sw)
This shows that T4 runs within the bound f; on p-average, as claimed. 0

Remark 7.2.22. It is easy to show particular examples of K, f, and f; to satisfy
the conditions of Proposition 7.2.22. Some of them are given in Corollary 8.2.5 of
Section 8.2.3.

7.2.6 Deficiency of average case complexity

In this section we argue that despite the fact that average case complexity embod-
ies a much more practical viewpoint on complexity of algorithms (than the worst
case complexity) it does not, in general, provide the type of analysis of algorithms
which is required in many applications where the focus is on behavior of algorithms
on most or typical inputs. For example, in cryptography the average case analysis
does not play much of a role, since (see Example 7.2.17) an algorithm, that lies at
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the heart of the algorithmic security of a cryptosystem, can be of exponential time
on average (so presumably hard), and have linear time on most inputs. Another
typical example is Dantzig’s algorithm, mentioned above, for linear programming,
which is much more robust in applications than existing polynomial time (in the
worst case!l) algorithms. The main reason for the inadequate results of the average
case analysis in many situations is, of course, that there are natural algorithms
which have high (say, exponential) average case complexity, but still are very fast
on most inputs; and conversely, there are obviously exponential time on most
input functions which are polynomial on average relative to some quite natural
distributions. In fact, it seems, it is not easy to come up with any real application
which would require the average case analysis of algorithms, rather then the worst
case analysis, or the analysis on the “most inputs”.

One of the ways to introduce a complexity class that would reflect the be-
havior of algorithms on most inputs comes from statistics. The idea is to use the
median time of the Solver, since the median better represents typical behavior.
However, it is not clear at all how robust such a theory would be, and there are
indications that difficulties similar to the average case naturally occur.

Our main point in this discussion is that quite often it would be convenient
and more practical to work with another type of complexity which focuses on
generic inputs of algorithms, ignoring sparse sets of “non-typical” inputs. This type
of complexity, coined as generic case complexity, has been emerging in asymptotic
mathematics for some time now, and it is quite close, in spirit, to the above
mentioned results of Vershik and Sporyshev [140], and Smale [130] in their analysis
of the simplex algorithm for linear programming problems.



Chapter 8

Generic Case Complexity

8.1 Generic Complexity

In this section we discuss a general notion of generic complexity of algorithms and
algorithmic problems. Our exposition here is along the lines of [48].

8.1.1 Generic sets

We start by introducing some necessary notation.

Let I be a set. Denote by P(I) the subset algebra of I, i.e., the set of all
subsets of M with operations of union, intersection and complementation.

A pseudo-measure on I is a real-valued nonnegative function pu : A — R7T
defined on a subset A C P(I) such that

1) A contains M and is closed under disjoint union and complementation;

2) p(I) =1 and for any disjoint subsets A, B € A,

H(AU B) = p(A) + u(B).

In particular, u(A) =1 — u(A).
If A is a subalgebra of P(I), then p is a measure. We make a point to consider
pseudo-measures here since the asymptotic density function (see Section 8.1.2),
which is one of the fundamental tools in asymptotic mathematics, in general, is
only a pseudo-measure, not a measure.

A pseudo-measure p is called atomic if (@) is defined for any finite subset
Q of I.

Definition 8.1.1. Let i be a pseudo-measure on I. We say that a subset @) C I is
generic if p(Q) = 1 and negligible if p(Q) = 0.

The following lemma is easy.
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Lemma 8.1.2. Let I be a set equipped with a pseudo-measure . The following holds
for arbitrary subsets S,T of I:

1) S is generic if and only if its complement S is negligible;

2) If S is generic and S C T, then T is generic;

3) Finite unions and intersections of generic (negligible) sets is generic (negli-
gible);

4) If S is generic and T is negligible, then S — T is generic;

5) The set B of all generic and negligible sets forms an algebra of subsets of I;

6) pn:B— RT is a measure on I.

If the set I is countable and p is an atomic probabilistic measure on I with
no elements of probability zero (for example, Exponential or Cauchy distributions
from Section 7.1.1), then [ is the only generic set in I. In this situation the notions
of generic and negligible sets are not very interesting. However, if the set I has
a natural stratification, then the measure u gives rise to a very useful pseudo-
measure on | — the asymptotic density p, relative to p. We discuss this in the
next section.

8.1.2 Asymptotic density

Let I be a set with a size function s : I — NT (or s : I — R™). Let u = {u,} be
an ensemble of spherical distributions for I (so p, is a distribution on the sphere
I,).

For a set R C I one can introduce the spherical asymptotic density p,, with
respect to the ensemble p, as the following limit (if it exists):

pu(R) = Tim jin(R O L),

The most typical example of an asymptotic density arises when all the spheres
I,, are finite.

Example 8.1.3. Suppose the spheres I, are finite for every n € N. Denote by pu,
the uniform distribution on I,. Then for a subset R C I,

|[RNI,|
,Un(R) =
11n|

is just the frequency of occurrence of elements from R in the sphere I,,. In this
case the spherical asymptotic density p,(R) is just the standard uniform spherical
asymptotic density of R (see Section 3.2.3). Usually, we denote p,(R) by p(R),
and fin (R) by pn(R).

The following example shows that for some sets R the asymptotic density
p(R) does not exist.
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Example 8.1.4. Let I = X* be the set of all words in a finite alphabet X =
{z1,...,2m} and R the subset of all words of even length. Then p,(R) = 1 for
even n and p,(R) = 0 for odd n, so the limit p(R) does not exist.

One way to guarantee that the asymptotic density p(R) always exists is to
replace lim,_,o pp(R) with the limsup,, . pn(R). In the sequel, we mostly use
the standard limit (since the results are stronger in this case), and only occasionally
use the upper limit (when the standard limit does not exist).

Another way to make the asymptotic density smoother is to replace spheres
I,, in the definition above with the balls B,, = B, (I). If v = {v,,} is an ensemble
of volume distributions for I, then the volume (or disc) asymptotic density pJ
relative to v is defined for a subset R C I as the limit (if it exists):

pi(R) = lim v, (R).

n—oo
The following lemma is obvious.

Lemma 8.1.5. The spherical and volume asymptotic densities on I are pseudo-
measures on 1.

Now we consider another typical way to define asymptotic densities of sets.
Let, as above, I be a set with a size function s : I — N. Suppose p is a probability
distribution on I such that all the spheres I,, are measurable subsets of I. Denote
by p, the probability distribution on I,, induced by pu. In this case if R is a
measurable subset of I, then the frequencies p,(R) are well defined, so it makes
sense to consider the spherical asymptotic density p,(R) or R. Observe, that in
this case the balls B,, are also measurable, as finite disjoint unions of n spheres
B,(I) = I U...UI,, so the volume frequencies are also defined for R, and
the notion of the volume asymptotic density also makes sense. In particular, the
probability distributions defined in Section 7.1.1 give rise to interesting asymptotic
densities with nontrivial generic and negligible sets, as was mentioned before.

Remark 8.1.6. If the probability distribution p on [ is size-invariant, i.e., for any
u,v € I, p(u) = p(v) provided s(u) = s(v), then it induces the uniform distribution
on I,, so the spherical asymptotic density with respect to p on I is equal to the
standard uniform spherical asymptotic density on I. The same is true for volume
size-invariant distributions.

At the end of this section we prove a lemma which shows that the stan-
dard uniform spherical and volume asymptotic densities are equal in some natural
situations.

Lemma 8.1.7. Let all the spheres I, be finite and nonempty. If the standard spheri-
cal density (as in Example 8.1.3) p(R) exists for a subset R of I, then the standard
volume density p*(R) also exists and p*(R) = p(R).
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PTOOf- Set x, = |R N Bn| and Yn = |Bn|~ Then Yn < Yn+1 and hmyn = 00. By
Stolz’s theorem
n . - . RN In
p*(R) = lim S Tl S | | = p(R),

n=00 Yn n—0o0 Yp — Yn—1 n—00 |In|

as claimed. 0

8.1.3 Convergence rates

Let I be a set with a size function s : I — N. Suppose for each n € N the
sphere I,, and the ball B,, are equipped with probability distributions p,, and g},
correspondingly. The asymptotic densities p, and p}, are defined and by Lemma
8.1.5 they are pseudo-measures. Hence the results from Section 8.1.1 apply and
the notion of a generic and a negligible set relative to p, and pj, are defined. We
would like to point out here that these asymptotic densities not only allow one
to distinguish between “large” (generic) and “small” (negligible) sets, but they
provide a much finer method to describe asymptotic behavior of sets at “infinity”
with respect to the given size function s. In this section we introduce the required
machinery.

We start with the spherical asymptotic density p,,. One can introduce similar
notions for the volume density pj,; we leave it to the reader.

Let p = {un | n € N} be a fixed ensemble of spherical distributions for I.

Definition 8.1.8. Let R be a subset of I for which the asymptotic density p,(R)
exists. A function dp : n — p,(R N 1I,) is called a frequency function of R in I
with respect to the spherical ensemble p. Its dual 65 : n — p,(R N I,) is called
the residual probability function for R.

The density function ér may show how quickly the frequencies p,(R N I,,)
converge to the asymptotic density p(R) (if it exists), henceforth the convergence
rate of dp gives a method to differentiate between various generic or negligible
sets.

Definition 8.1.9. Let R C I and di be the frequency function of R. We say that
R has asymptotic density p(R) with the convergence rate

1) of degree n* if |p(R) — 6r(n)| ~ ecn=" for some constant c;

2) faster than n=" if |p(R) — 6r(n)| = o(n™F);

3) superpolynomial if |p(R) — dr(n)| = o(n=F) for any natural k;
4) subexponential if |p(R) — 0g(n)| = o(r™) for every r > 1.

4) exponential if |p(R) — dr(n)| ~ ¢ for some 0 < ¢ < 1.

Of course, one can introduce different degrees of exponential convergence,
superexponential convergence, etc.



8.1. Generic Complexity 121

Now one can distinguish various generic (negligible) sets with respect to
their convergence rates. Thus, we say that R is superpolynomially (exponentially)
generic if it is generic and its convergence rate is superpolynomial (exponential).
Sometimes we refer to superpolynomial generic sets as strongly generic sets. Note
that in the original papers [75, 76] the strongly generic sets meant exponentially
generic sets, but it turned out that in most applications it is more convenient to
have a special name for superpolynomial generic sets. We define superpolynomial
and exponentially negligible sets as the complements of the corresponding generic
sets.

Example 8.1.10. Let I = X* be the set of all words in a finite alphabet X with the
length of the word as the size function and with the standard uniform distribution
on spheres I,,. If R = wX™* is the cone generated by a given word w € I, then
p(R) =|X|7"I, so R is neither generic nor negligible.

8.1.4 Generic complexity of algorithms and algorithmic problems

In this section we introduce generic complexity of algorithms and algorithmic
problems. For simplicity we consider only spherical distributions here, leaving it
to the reader to make obvious modifications in the case of volume distributions.

We start with a general notion of generic decidability of distributional algo-
rithmic (decision or search) problems.

Definition 8.1.11. Let D be a distributional computational problem. A partial
decision algorithm A for D generically solves the problem D if the halting set H 4
of A is generic in I = Ip with respect to the given probability distribution = pup
on I. In this case we say that D is generically decidable.

Note that a priori, we do not require that a generically decidable problem be
decidable in the worst case.

To discuss generic complexity of algorithms and algorithmic problems one
needs, as usual, to have a size function s : I — N on the set of inputs I = Ip.
Let = {un} be an ensemble of spherical distributions on I relative to the size
function s. Let A be a partial decision algorithm for D with the halting set H 4,
and a partial time function T4 : I — N (see Section 3.3 for definitions). We assume
here that if A does not halt on « € I, then T 4(z) = cc.

Definition 8.1.12. Let D be a stratified distributional computational problem and
A a partial decision algorithm for D. A time function f(n) is a generic upper bound
for A if the set

Hap={wel|Ta(w) < f(s(w))}
is generic in I with respect to the spherical asymptotic density p,. In this case,
the residual probability function

Cafn)=1—=pn(Hay) =1~ pn(HaysNIy)

is termed the control sequence of the algorithm A relative to f.
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Similarly, f(n) is a strongly generic (exponentially generic, etc.) time upper
bound for A if the set H 4 s is strongly generic (has exponential convergence rate,
etc.).

Now we are ready to define generic complexity classes of algorithmic prob-
lems.

Definition 8.1.13. We say that a stratified distributional decision problem D is

e decidable generically in polynomial time (or GPtime decidable) if there exists
a decision algorithm 4 for D with a generic polynomial upper bound p(n).

e decidable strongly generically in polynomial time (or SGPtime decidable) if
there exists a decision algorithm A for D with a strongly generic polynomial
upper bound p(n).

In the situation above we say that D has generic (strongly generic) time complexity
at most p(n).

By GenP and Geng, P we denote the classes of problems decidable generi-
cally and, respectively, strongly generically, in polynomial time.

Similarly, one can introduce generic complexity classes for arbitrary time
bounds. Furthermore, it is sometimes convenient to specify the density functions
¢ for the generic sets involved.

Definition 8.1.14 (Generic Deterministic Time). Let f : N — R. By
Gens;TIME(f) we denote the class of stratified distributional problems (D, u)
such that there exists a partial decision algorithm A for D whose set H4 ¢ is
generic (relative to the spherical p, or volume p*, asymptotic density with respect
to p) in I with the density function 4.

8.1.5 Deficiency of the generic complexity

In this section we discuss deficiencies of the generic complexity. One obvious defi-
ciency is common to all complexity classes of distributional algorithmic problems.
It comes from a choice of measure: if the measure is unnatural, the results could
be counterintuitive. Consider the following example.

Example 8.1.15. Let I = {0,1}*. Define the size of a word w € I to be equal to
the length |w| of the word. Suppose for each n one has a disjoint decomposition
of the sphere I,, into two subsets I,, = I’,, U I",, of size 2"~ 1. Put

I/ — UnI,n,IH — UnI/,n

and define a function f : I — N by

ﬂw{ 0, ifwe I,

2wl if w e 1.
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Then one can construct two measures p’ and p” (which are positive on nonempty
words) such that f is generically exponential with respect to the asymptotic den-
sity relative to p’ and generically constant with respect to the asymptotic density
relative to p”. Indeed, define p/, such that p/(I’,,) = % and 1/ (I")) = 357
Then I’ is generic with respect to the asymptotic density p,s (so I” is negligi-
ble). Similarly, one can define p” such that I"” becomes generic (and I’ becomes

negligible).

The only recipe here to avoid bad examples is to choose the initial measure
that reflects the nature of the problem.

8.2 Generic versus average case complexity

In Section 8.2.1 below, the average case complexity is compared to generic case
complexity. We claim that generic case complexity is a better tool for describ-
ing behavior of algorithms on most inputs, so it is more useful in some typical
applications.

It turns out however that despite all the differences, generic- and average
case complexities in many particular cases are quite close to each other.

In Section 8.2.2 we show that in many cases, if an algorithm is easy on
average, then it is also easy generically. The opposite is not true, in fact there are
exponential on average algorithms that are polynomial generically.

In Section 8.2.3 we give a robust test that shows when a generic upper time
bound of an algorithm is also a time bound on average.

8.2.1 Comparing generic and average case complexities

In this section we discuss principal differences between the average and generic
case complexities.

One obvious distinction is that in generic case complexity one can consider
undecidable problems as well as decidable ones. Moreover, the approach is uniform
to both types of problems. For example, in [62] the generic case complexity of the
Halting Problem for Turing machines is studied.

Another difference is that generic case complexity aims at the typical behav-
ior of the algorithm, i.e., behavior on most inputs, rather than on the expected
time, or the trade-off between the fraction of hard inputs and the computation
time of the algorithm on these inputs.

One really big advantage of generic case complexity is that for a given prob-
lem it is much easier to find (and prove) a fast generic algorithm, than to find
(and prove!) a fast algorithm on average. We refer to Chapter 9 for support of this
claim.

We would also like to note that generic complexity is much clearer concep-
tually than average case complexity. Indeed, if the measure is fixed, then generic
case complexity describes precisely what it claims to describe, i.e., the behavior of



124 Chapter 8. Generic Case Complexity

a function on “most” inputs (i.e., on a generic set of inputs), while average case
complexity measures an allusive “trade-off”, which is not easy to formalize, let
alone to measure.

Finally, we claim that what counts in most applications is precisely the
generic behavior of algorithms, see the discussion in Section 7.2.6.

8.2.2 When average polynomial time implies generic polynomial
time

We have seen examples (see Example 7.2.18) where polynomial on average func-
tions are not generically polynomial. However, if we restrict the class of polynomial
on average functions to the narrower class of functions which are polynomial on
average on spheres (see Definition 7.2.1 in Section 7.2.1), then all functions in
this class are generically polynomial. This shows that, perhaps, Levin’s class of
polynomial on average functions [93] is too wide.

Let D be a stratified distributional algorithmic problem with a set of instances
I equipped with a size function s : I — N and an atomic distribution p. It has
been noted in Section 7.1.2 that an atomic measure on I induces an ensemble of
atomic distributions {u,} on spheres I,,. Recall that a function f : I — RT is
polynomial on p-average on spheres if there exists k > 1 such that

/I @) pin (w) = O(n).

Proposition 8.2.1. If a function f : I — R™ is polynomial on p-average on spheres,
then f is generically polynomial relative to the asymptotic density p,,.

Proof. If f is an expected polynomial, then there exist a constant ¢ and k& > 1
such that for any n,

| fhwmw) < en
IW,
It follows that for any polynomial ¢(n),
pnfe € I | f¥(x) > q(n)en} < 1/q(n).

Now let S(f,q,k) = {z € I'| f(z) > (cq(s(x))s(z))*} be the set of those instances
from I on which f(z) is not bounded by (cg(s(x))s(z))". Then

fin (I N S(f, 4, k) = pn{x € L, | f¥ () > q(n)en} < 1/q(n).

Therefore, the asymptotic density p, of S(f,q,k) exists and is equal to 0. This
shows that f is generically bounded by the polynomial (cq(n)n)*. O

Proposition 8.2.1 gives a large class of polynomial on average functions that
are generically polynomial.
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Corollary 8.2.2. Let A be a decision algorithm for the algorithmic problem D. If
the expected time of A (with respect to the spherical distributions) is bounded by
a polynomial, then A GPtime decides D. Moreover, increasing the generic time-
complezity of D we can achieve any control sequence converging to 0 polynomially
fast.

The result of Proposition 8.2.1 can be generalized to arbitrary time bounds
t(z) from Section 7.2.2, but in a slightly weaker form. Here, instead of a generic
bound ¢(z), one gets a generic bound t(xlog” ), where log™ is an extremely slowly
growing function.

Proposition 8.2.3. Lett : RT — R be a time bound which is continuous, monotone
increasing, and unbounded. If a function f: I — R is bounded by t on p-average
on spheres, then f is generically t(xlog”™ x) relative to the asymptotic density p,,.

Proof. Suppose a function f : I — R* is bounded by ¢ on p-average on spheres,
i.e., for some ¢ and every n,

jf (@) () < en.

In
Let S(f,t) ={z € I]| f(z) > t(s(x)log” s(x))}. Then

pn(S(F ) N 1) = pin({z € I | 71(f(2)) > s(x) log™ #}) < ——

* - OO)
nlog™n

so S(f,t) is a generic subset of I with respect to the asymptotic density p,,. Hence,
t(zlog™ x) is a generic upper bound for f, as required. O

8.2.3 When generically easy implies easy on average

Generic algorithms provide a powerful tool to study average case complexity of
algorithmic problems. In Proposition 8.2.4 below we give a sufficient condition
for an algorithmic problem to have a decision algorithm that runs within a given
bound on average. The first applications of these methods had appeared in [75].

Recall that a function h : I — R™ is (s, p)-balanced on a subset K C I if
there exists an s-upper bound U : Rt — R (so h(w) < U(s(w))), which is (s, )
balanced on K, i.e.,

Y, U(n)n u(K N1,) < cc.

Proposition 8.2.4 (Generic test). Suppose a problem D is decidable in time f(n)
by a total decision algorithm B, and generically decidable (with respect to the
asymptotic density p,) in time fi(n) by a partial algorithm By on a generic set
K C I. If the function f;*(f(n)) is (s, p)-balanced on I — K, then D is decidable
on p-average in time bounded by fi(n).
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Proof. In the notation above define A to be the algorithm consisting of running
B and B; concurrently. Clearly, A is a decision algorithm for D. Observe that
Ta(w) < fi(s(w)) if w € K, and Ta(w) < f(s(w)) otherwise. By Proposition
(7.2.22), the algorithm A runs within the time bound f; on u-average. The result
follows. O

Now that we have shown two particular applications of the Generic test, one
can construct more examples in a similar fashion.
Recall that a nonnegative function f(n) is subexponential if for any r > 1 we

have
lim ()

n—oo 717

=0.

Note that this implies that for every r > 1,
o0
Z f(n) < 00
r’ﬂ
n=1

Also, f(n) is superpolynomial if for every k > 1,

k
n

lim —— = 0.

n—co f(n)

In this case for every k > 1,

>k

DR

2. Fw)
Corollary 8.2.5. Suppose a problem D satisfies the conditions of Proposition 8.2.4.
Then:

1) if fi is a polynomial, fi(z) = ca™, f is suberponential, and the residual
probability function 0z : n — u(K N1,) for K approaches zero exponentially
fast, then D has polynomial on p-average time complexity.

2) z'f f1 is exponential, f1(x) = a®, where a > 1, [ is superexponential, f(x) =
for some k > 1, and the residual probability function g :n — u(KN1,)
for K approaches zero superpolynomially fast, then D has exponential on
w-average time complexity.

Proof. To prove 1) it suffices to show that f; *(Ta(w)) has an (s, u)-balanced s-
upper bound. Put U = f7'(f(w)), then fi ' (Ta(w)) < fi ' (f(s(w)) = U(s(w)),
so U is an s-upper bound for f7 (T4 (w)). Note that U(n) = (¢~! f(w))* is subex-
ponential. Since the residual probability function 6 : n — p(K N 1I,) for K ap-
proaches zero exponentially fast, this implies that there exist constants 0 < ¢ < 1
and 0 < d such that for every n,

(K NI,) <dq".
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Therefore, -
S, U tu(K N 1,) < d¥,U(n)g" < oo,
so U is (s, p)-balanced, as claimed.
2) Similarly, if we put U(n) = n¥, then
— — s(w k
FH(Ta(w) < f7H(f(s(w)) = log, (™) = s(w)* = U(s(w)),

so U is an s-upper bound for f; (T (w)). Clearly, U is (s, u)-balanced, since

Y, Um)n tu(KNIL) <S,n* (KNI, < oo,

as required. O



Chapter 9

Generic Complexity of NP-complete
Problems

In this chapter, following [48], we show that the NP-complete problems Subset
Sum and 3-Sat have low generic complexity. As it is well known that these problems
are easy most of the time, these results confirm our expectations. The difficult
instances are rare; we discuss them, too.

9.1 The linear generic time complexity of subset sum
problem

There are two versions of the subset sum problem. The input in both is a sequence
of natural numbers c,wq,...,w,. The decision problem is to determine if the
equation Y x;w; = ¢ has a solution for z; = 0, 1. The optimization problem is to
maximize s = Y z;w; subject to s < ¢ and a; =0, 1.

The subset sum decision problem is NP-complete, but the optimization prob-
lem is routinely solved in practice and gives a solution to the decision problem.
It seems that difficult instances of subset sum are rare. We will show that there
is a linear time algorithm which works on a generic set of inputs. For a complete
discussion of the subset sum problem see the survey [79)].

Our first problem here is to define a generic set. When discussing NP-
completeness, the natural size of an instance is the number of bits in the input or
something close to that. Accordingly, we let B,, be the set of inputs of length n.

Let us be more precise now. Pick an alphabet {0,1,1} and consider the
language L of all strings beginning with 1. For any string in L, a substring which
begins with 1 and continues up to but not including the next 1 (or up to the end
of the string) is interpreted as a binary number by taking 1 = 1. In this way each
element of L yields a sequence of binary numbers. The first number is ¢ and the
subsequent ones are the w;’s. For example, ¢ = 5, w; = 3, we = 4 is encoded as
a0lala00.
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The definition of a generic set is now clear: B,,, the ball of radius n, consists
of all words in L of length at most n, and a subset M C L is generic if
M N B,
lim MO Ba| _ 1.

noe By

We will use the following sufficient condition for M to be generic. Let S, be the
sphere of radius n; that is, S consists of the 37! strings in L of length exactly n.
It is straightforward to show that M is generic if

MNS
tim L0l
n—oo |8,
Our algorithm is trivial. Given input c,ws,...,w,, it checks if ¢ is equal

to some w;. If so, the algorithm outputs “Yes” and otherwise “Don’t know”. To
complete our analysis we need to check that the set of inputs for which ¢ matches
some w; is generic.

We will bound the fraction (or measure) of inputs in S, for which there is
no match. Let w be an input string of length n. If w contains no 1’s except the
first one, then there is no match because there are no w;’s. The number of w’s of
this sort is 2" ! and their measure in S,, is (2)" 1.

Next consider inputs whose first prefix of the form i(() + 1)*1 is of length at

least m = | (logn)/2log3|. The measure of this set is bounded from above by

o0

2., 2 2, 2. o 9
E “ —(2yn(1 - 2 _ “ < “ gn)/2log3—1 < Z 1/5.

k=m

Finally supppose the input w has first prefix of length &, 2 < k < m. Divide
kinto n:n =kq+r, 0 <7 < k. Now w is a product of ¢ subwords of length &
followed by a suffix of length r. Since the first block is not duplicated, the number
of possibilities for each subsequent block is (3% — 1). Thus the number of w’s of
this form without a match for ¢ is at most 28=2(3F —1)9-137 < (3k — 1)43". The
measure is bounded from above by

1 1

(316 01 =301 - (37 <30 - (5

Now e™® > 1 —x for all  implies (1 — 1)* <1/e. Thus

)k)(n/k)—l < 3(1 _ (%)nL)(n/NL)—l.

1 1 m
1— (=)™ (n/m)—1 < (= ((n/m)—1)/3 ]
(1 - Gymemt < ()

But 3™ < 3(egn)/(2log3) — |/ Therefore,
((n/m) —1)/3™ > V/n/m —1/y/n > (2log3)(v/n/logn) — 1/v/n > n'/?

for n large enough.
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We conclude that the measure in S,, of the inputs for which ¢ does not match
any w; is at most

2
3

1/3

) 9 1.,
)rL—l + Zn—1/5+3(g)rb _ O(n_1/5).

9.2 A practical algorithm for subset sum problem

We present a more practical algorithm which works well with respect to a different
stratification of Subset Sum. Our algorithm is adapted from [26].

Suppose that for some positive integer b the weights are chosen uniformly
from the interval [1,5] (in Z) and ¢ is chosen uniformly from [1, nd].

Algorithm 9.2.1. Compute wy + ws + - - - until one of the following happens.
1. If wy +wa + -+ w; =c, say “Yes” and halt.
2. If wy +we + -+ -+ wy, < ¢, say “No” and halt.
3. fwi +we + - +wj—1 <c<wi +wy+---+ wj, then

(a) If wq +wo + -+ 4+ w;j—1 + wg = ¢ for some k with j < k < n, say “yes”
and halt.

(b) Else say “Don’t know” and halt.

Clearly Algorithm 9.2.1 is correct and runs in linear time. Let us estimate
the probability of a “Don’t know” answer. Since ¢ is chosen uniformly from the
interval [1, nb], the probability of wy + wa + -+ +wj—1 < c<wy +ws + -+ w,
is (w; — 1)/nb < 1/n. Furthermore, the probability that there is no suitable xy
is ((b—1)/b)(»=9). Thus the probability of “Don’t know” can be calculated as at
most

zn: (1/n)((b—1)/b)"=9) < b/n.

j=1

Now consider the set W of all instances of the subset sum problem and let
X be the subset on which Algorithm 9.2.1 returns “yes” or “no”. An instance is
a tuple consisting of a constraint and a finite sequence of weights, (¢, w1, ws,...).
Stratify W by defining S,,, the sphere of radius n, to be all tuples (¢, w1, wa, ..., wy,)
with w; < \/n and ¢ < n3/2. In other words, b = /n. The probability distribution
defined above is the equiprobable measure on S,, whence | XUS,,|/|Sn| > 1—b/n =
1—1/y/n. Thus W is generic.

9.3 3-Satisfiability

3-SAT is a well-known NP-complete problem. An instance of 3-SAT is a finite set
of clauses each consisting of the disjunction of three variables or negated variables,
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e.g.,
{(x1 Vx4 Var), (mx3 Vg Vag),...} . (9.1)

The problem is to decide whether or not there is a truth assignment which
makes all the clauses true. The corresponding optimization problem is to find a
truth assignment which makes as many as possible of the clauses true.

3-SAT has been much investigated; overviews are given in [14, Section 8]
and [24]. Various ensembles of probability distributions have been proposed. A
popular one is to introduce for each n a parameter m, and consider only in-
stances which are formed by choosing m,, clauses uniformly at random from the
8(g) clauses composed of distinct variables. In our language and under the mild
restriction that m,, is strictly increasing as a function of n, these are the instances
of size n and form the sphere of radius n.

The motivation for introducing the parameter m,, is first that for fixed n
the difficulty of an instance of 3-SAT seems to depend on the density, ¢ = m,,/n,
and second in practical applications the density is often more or less constant.
Extensive experiments with various algorithms have shown that as ¢ increases
from zero, the average runtime increases to a maximum and then decreases [24].
The value of the maximum depends on the particular algorithm but is independent
of n [22].

If m, is large enough (m, > C(n®/?) for a sufficiently large constant C
suffices), then almost all instances are unsatisfiable; and heuristic refutation pro-
cedures suffice to show that 3-SAT € AvgP. It does not seem to be known what
happens for lower values of m,,.

By Lemma 8.1.7 an algorithm whose time function admits an upper bound
f + I — N which is spherically polynomial on p-average is generically polynomial.
Thus the proof that 3-SAT € AvgP for m,, large enough probably also yields a
proof that 3-SAT € GenP for m,, large enough. Below we present a slightly differ-
ent approach which uses a crude refutation procedure to show 3-SAT € Geng,. P.

We describe instances of 3-SAT as words in a language and measure size by
word length. An instance of 3-SAT like (9.1) may be specified by the indices of
the variables together with an indication of which variables are to be negated. In
this notation the instance (9.1) becomes

1V 1000111#11 vV 100 V 1104 - - - (9.2)

where the indices are written in binary except that the leading 1 is changed to 1
if the variable is to be negated, and # indicates the end of a clause.

The set of instances, I, is then the set of labels of cycles from vertex a to
itself in the graph I'y given in Figure 9.1. In other words [ is the language accepted
by the finite automaton I'y with initial vertex o and terminal vertex a.. The sphere
I,, consists of the labels of cycles from vertex « to itself.

I';y is deterministic in that no vertex has two out-edges with the same label.
It follows that distinct paths starting at the same vertex have distinct labels.
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Figure 9.1: A finite automaton I' accepting I. An edge with two labels stands for
two edges with one label each.

Consequently |I,|, the size of I,,, equals the number of cycles of length n through
a.

There are eight essentially different clauses with variables x1,x2, 3. As the
variables in a clause may occur in any order, there are strictly speaking forty-eight
clauses involving x1, x2, x3. If they all appear in a particular input, then that input
is not satisfiable. Thus the following partial algorithm is correct.

Algorithm 9.3.1. Input an instance of 3-SAT
If all the clauses with variables 1,10, 11 occur, say "No*“
Else loop forever.

Theorem 9.3.2. 3-SAT € SGP.

Proof. As the partial algorithm runs in linear time (on its halting set), it suffices
to show that the set of inputs which omit a single fixed clause with variables
x1, T2, x3 is strongly negligible. It will follow that the set of inputs which contain
all forty-eight clauses on x1, xo, x3 is strongly generic.

Let A; be the adjacency matrix for I'; in Figure 9.1. Clearly if the vertices
of I'; are partitioned into two nonempty sets, then there are edges from each set
to the other. In other words A; is indecomposable. By [27, Theorem I] A; has a
positive real eigenvalue r of multiplicity 1 which is at least as large as the absolute
value of any other eigenvalue of A;. In addition increasing any entry of A; increases
T

The trace of A™ is equal to the sum over all vertices of the number of cycles
of length n from each vertex to itself. Since every vertex is on a cycle through «,
a straightforward argument shows that the size of I,, satisfies |I,,| = ©(r™), that
is, |I,| and 7™ have the same order of growth.

Let X be the set of instances in I which omit the clause x1 V x3 V —xs.
To complete the proof it suffices to show that [ is accepted by a deterministic
automaton I's such that removing an edge yields an automaton I's which accepts
X, whose adjacency matrix As is indecomposable, and to which [27, Theorem
T] applies. Indeed suppose this is so, and let A2 be the adjacency matrix of T's.
As A, is obtained by increasing an entry of As, As is also indecomposable. In
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addition since I'y is a deterministic automaton accepting I, its maximum real
eigenvalue is r. By [27, Theorem I] the maximum real eigenvalue of Ag is s < 7.
Thus |X N 1,|/|I.| = O((s/r)"). Hence X is negligible as required.

We leave it to the reader to check that we may take I's to be the automaton
in Figure 9.2. '3 is obtained by removing the outedge with label # at vertex 3. [

Figure 9.2: Another finite automaton I' accepting I. Vertex « is the initial vertex
and the single terminal vertex.



Part IV

Asymptotically Dominant
Properties and Cryptanalysis
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Most modern cryptographic schemes use algebraic systems such as rings, groups,
lattices, etc. as platforms. Typically, cryptographic protocols involve a random
choice of various algebraic objects related to the platforms, like elements, or sub-
groups, or homomorphisms. One of the key points in using randomness is to foil
various statistical attacks, or attacks which could use some specific properties of
objects if the latter are not chosen randomly. The main goal of this part of the
book is to show that randomly chosen objects quite often have very special prop-
erties, which yields some “unexpected” attacks. We argue that the knowledge of
basic properties of random objects must be part of any serious cryptanalysis and
it has to be taken into consideration while choosing “good” keys.

In the paper [105] the authors study asymptotic properties of words repre-
senting the trivial element in a given finitely presented group G. It turns out that
a randomly chosen trivial word in G has a “hyperbolic” van Kampen diagram,
even if the group G itself is not hyperbolic. This allows one to design a correct
(no errors) search/decision algorithm which solves the word (search) problem in
polynomial time on a generic subset (i.e., on “most” elements) of a given group
G. A similar result for the conjugacy search problem in finitely presented groups
has been proven in [104] (we refer to [138] for a detailed analysis of the generic
complexity of the word and conjugacy search problems in groups). These results
show that group-based cryptographic schemes whose security is based on the word
or conjugacy search problems are subject to effective attacks, unless the keys are
chosen in the complements of the corresponding generic sets.

In this part of the book we study asymptotic properties of finitely generated
subgroups of groups. We start by introducing a methodology to deal with asymp-
totic properties of subgroups in a given finitely generated group, then we describe
two such properties, and finally we show how one can use them in cryptanalysis
of group-based cryptographic schemes. Then we dwell on the role of asymptoti-
cally dominant properties of subgroups in modern cryptanalysis. We mostly focus
on one particular example, the Anshel-Anshel-Goldfeld (AAG) key establishment
protocol [1]; however, it seems plausible that similar analysis can be applied to
some other cryptographic schemes as well. One of our main goals here is to give
mathematical reasons behind surprisingly high success rates of the so-called length
based attacks in breaking the AAG protocol. Another goal is to analyze an attack
that we call a quotient attack (cf. our Section 6.1.6). We also want to emphasize
that we believe that this “asymptotic cryptanalysis” suggests a way to choose
strong keys (like groups, subgroups, or elements) for the general AAG scheme
(with different groups as the platforms) that may foil some of the known attacks,
including the ones discussed here.

Our main focus in this part of the book is on the length-based attacks (LBA).
This idea appeared first in the paper [67] by Hughes and Tannenbaum, and later
was further developed in two papers [42] and [43] by Garber, Kaplan, Teicher,
Tsaban, and Vishne. Recently, the most successful version of this attack for the
(simultaneous) conjugacy search problem in braid groups was developed in [112].
We note that Ruinsky, Shamir, and Tsaban used LBA in attacking some other
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algorithmic problems in groups [118]. Yet more recently, LBA was used in [111]
and [73] to attack a “lightweight” cryptographic protocol due to Anshel-Anshel-
Goldfeld-Lemieux [2].

The basic idea of LBA is very simple. One solves the simultaneous conju-
gacy search problem relative to a subgroup (SCSP*) (i.e., with a constraint that
solutions should be in a given subgroup) precisely the same way as this would
be done in a free group. Surprisingly, experiments show that this strategy works
well in groups which seem to be far from being free, for instance, in braid groups.
We claim that the primary reason behind this phenomenon is that asymptotically,
finitely generated subgroups in many groups are free. More precisely, in many
groups a randomly chosen finite set of elements freely generates a free subgroup
with overwhelming probability. We say that such groups have the free basis prop-
erty. This allows one to analyze the generic case complexity of LBA, SCSP*, and
some other related algorithmic problems. Moreover, we argue that LBA implicitly
relies on fast computing of the geodesic length of elements in finitely generated
subgroups of the platform group, or of some good approximations of that length.
In fact, most LBA strategies tacitly assume that the geodesic length of elements in
a given group is a good approximation of the geodesic length of the same elements
in a subgroup. At first it may look like a wrong assumption, because it is known
that even in a braid group B,,, n > 3, there are infinitely many subgroups whose
distortion function (which measures the geodesic length of elements in a subgroup
relative to that in @) is not bounded by any recursive function. We show, never-
theless, that in many groups the distortion of randomly chosen finitely generated
subgroups is linear. Our main focus is on the braid group B,,, n > 3. We establish
our main results here for the pure braid group PB,,, which is a subgroup of finite
index in the ambient braid group B,. We conjecture that the results hold in the
group B,, as well, and hope to fill in this gap in the near future. We also mention
that our results hold for all finitely generated groups that have nonabelian free
quotients.

While studying length based attacks, we realized that quotient attacks (QA)
appear to be yet another class of powerful attacks on the AAG scheme. These
attacks are just fast generic algorithms to solve various search problems in groups,
cf. our Section 6.1.6. The main idea behind QA is the following observation: to
solve a computational problem in a group G it suffices, on most inputs, to solve
it in a suitable quotient G/N, provided G/N has a fast decision algorithm for
the problem. Robustness of such an algorithm relies on the following property of
the quotient G/N: a randomly chosen finitely generated subgroup of G has trivial
intersection with the kernel N. In particular, this is the case if G/N is a free
nonabelian group. We note that a similar idea was already exploited in [75], but
there the answer was given only for inputs in the “No” part of a given decision
problem, which does not apply to search problems at all. The strength of our
approach comes from the extra requirement that G/N has the free basis property.

To conclude these introductory remarks, we say that we believe that the
AAG scheme, despite being heavily battered by several attacks, is still very much
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“alive”. It simply did not get a fair chance to survive because of insufficient group-
theoretic research it required. It is still quite plausible that there are platform
groups and methods to choose strong keys for AAG that would foil all known
attacks. To find such a platform group is an interesting and challenging algebraic
problem. We emphasize once again that our method of analyzing generic case
complexity of computational security assumptions of the AAG scheme, based on
the asymptotic behavior of subgroups in a given group, creates a bridge between
asymptotic algebra and cryptanalysis. Also, this method can be applied to some
other cryptographic schemes as well.



Chapter 10

Asymptotically Dominant Properties

In this chapter we develop some tools to study asymptotic properties of subgroups
of groups. Throughout this chapter, by G we denote a group with a finite gener-
ating set X.

10.1 A brief description

Asymptotic properties of subgroups, a priori, depend on a given probability dis-
tribution on these subgroups. In general, there are several natural procedures to
generate subgroups in a given group. However, there is no unique universal distri-
bution of this kind. We refer to [101] for a discussion on different approaches to
random subgroup generation.

Our basic principle here is that in applications, one has to consider a par-
ticular distribution that comes from a particular problem addressed in the given
application, say in a cryptographic protocol. As soon as the distribution is fixed,
one can approach asymptotic properties of subgroups via asymptotic densities
with respect to a fixed stratification of the set of subgroups. We briefly discuss
these ideas below and refer to [5, 17, 75, 76], and to a recent survey [48], for a
thorough exposition. In Section 10.2, we adjust these general ideas to a particular
way to generate subgroups that is used in cryptography.

The first step is to choose and fix a particular way to describe finitely gen-
erated subgroups H of the group G. For example, a description § of H could be a
tuple of words (uy, ..., u;) in the alphabet X*!' = X U X! representing a set of
generators of H, or a folded finite graph that accepts the subgroup generated by
the generators {uq,...,u;} of H in the ambient free group F(X) (see [74]), etc.
In general, the descriptions above are by no means unique for a given subgroup
H.

When the way of describing subgroups in G is fixed, one can consider the set
A of all such descriptions of all finitely generated subgroups of G. The next step
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is to define a size s(d) of a given description 6 € A, i.e., a function
s:A—N
in such a way that the set (the ball of radius n)
B, ={6eA|s(d) <n}
is finite. This gives a stratification of the set A into a union of finite balls:
A = U, B,. (10.1)

Let u, be a given probabilistic measure on B, (it could be the measure
induced on B,, by some fixed measure on the whole set A or a measure not related
to any measure on A). The stratification (10.1) and the collection of measures

{pn}t = {pn | n € N} (10.2)

allow one to estimate the asymptotic behavior of subsets of A. For a subset R C A,
the asymptotic density p,(R) is defined by the following limit (if it exists),

pu(R) = lim i (RN By).

n—oo
If py, is the uniform distribution on the finite set B,,, then

_|RNB,|

(RN By) = B

is the n-th frequency, or probability, to hit an element from R in the ball B,. In
this case we refer to p,(R) as to the asymptotic density of R and denote it by
p(R).

One can also define the asymptotic density using lim sup rather than lim, in
which case p,(R) does always exist.

We say that a subset R C A is generic if p,(R) = 1 and negligible if p,(R) =
0. It is worthwhile to mention that the asymptotic densities not only allow one to
distinguish between “large” (generic) and “small” (negligible) sets, but also give
a tool to distinguish various large (or small) sets. For instance, we say that R has
asymptotic density p,(R) with a super-polynomial convergence rate if

|plt(R) — pn(RN By)| = O(n_k)

for any k£ € N. For brevity, R is called strongly generic if p,,(R) = 1 with a super-
polynomial convergence rate. The set R is strongly negligible if its complement
S — R is strongly generic.

Similarly, one can define exponential convergence rates and exponentially
generic (negligible) sets.
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10.2 Random subgroups and generating tuples

In this section we review a procedure, which is most commonly used in group-
based cryptography to generate random subgroups of a given group (see e.g., [1]).
Briefly, the procedure is as follows.

Random generation of subgroups in G:
e pick a random k € N within given bounds: Ky < k < Kj;

e pick randomly k& words wy,...,w; € F(X) with fixed length range: Ly <
|wi| < Ly;

e output the subgroup (ws,...,wy) of G.

Without loss of generality we may fix, from the beginning, a single natural number
k, instead of choosing it from a finite interval [Ko, K1] (by the formula of complete
probability the general case can be reduced to this one). Fix k € N, k > 1, and
focus on the set of all k-generated subgroups of G.

The corresponding descriptions J, the size function, and the corresponding
stratification of the set of all descriptions can be formalized as follows. By a de-
scription §(H) of a k-generated subgroup H of G we understand here any k-tuple
(w1, ...,wg) of words from F(X) that generates H in G. Hence, in this case the
space of all descriptions is the Cartesian product F(X)* of k copies of F(X):

A=A, =F(X)~
The size s(w1,...,wy) can be defined either as the total length of the generators
s(wyy .. wg) = |wi| + ...+ |wel,
or as the maximum length of the components:
s(wy, ..., w) = max{|wy|, ..., |wg|}.

Our approach works for both definitions, so we do not specify which one we use
here. For n € N, denote by B,, the ball of radius n in A:

B, = {(w1,...,w) € F(X)* | s(wy,...,wg) <n}.
This gives the required stratification
A =U2 By

For a subset M of A we define the asymptotic density p(M) relative to the strat-
ification above assuming the uniform distribution on the balls B,,:
B, "M
p(M) = lim M

n—oo | By
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We note that there are several obvious deficiencies in this approach: (1) we consider
subgroups with a fixed number of generators; (2) a subgroup typically has many
different k-generating tuples; (3) every generator can be described by several differ-
ent words from F'(X). Thus, our descriptions are far from being unique. However,
as we have mentioned before, these models reflect standard methods to generate
subgroups in cryptographic protocols. We refer to [101] for other approaches.

10.3 Asymptotic properties of subgroups

Let G be a group with a finite set of generators X, and k a fixed positive integer.
Denote by P a property of descriptions of k-generated subgroups of G. By P(G)
we denote the set of all descriptions from A = Ay that satisfy P in G.

Definition 10.3.1. We say that a property P C A of descriptions of k-generated
subgroups of G is:

1) asymptotically visible in G if p(P(G)) > 0;
2) generic in G if p(P(G)) = 1,

3) strongly generic in G if p(P(G)) = 1, and the rate of convergence of p, (P(G))
is super-polynomial;

4) exponentially generic in G if p(P(G)) = 1 and the rate of convergence of
pn(P(G)) is exponential.

Informally, if P is asymptotically visible for k-generated subgroups of G,
then there is a certain nonzero probability that a randomly and uniformly chosen
description § € A of a sufficiently big size results in a subgroup of G satisfying
P. Similarly, if P is exponentially generic for k-generated subgroups of G, then
a randomly and uniformly chosen description § € A of a sufficiently big size
results in a subgroup of G satisfying P with overwhelming probability. Likewise,
one can interpret generic and strongly generic properties of subgroups. If a set of
descriptions A of subgroups of G is fixed, then we sometimes abuse the terminology
and refer to asymptotic properties of descriptions of subgroups as asymptotic
properties of the subgroups itself.

Example 10.3.2. Let H be a fixed k-generated group. Consider the following prop-
erty Pg: a given description (wy,...,w;) € F(X)F satisfies Py if the subgroup
(w1, ..., wg) generated in G by this tuple, is isomorphic to H. If Py (G) is asymp-
totically visible (generic) in A, then we say that the group H is asymptotically
visible (generic) in G (among k-generated subgroups).

By k-spectrum Speci(G) of G we denote the set of all (up to isomorphism)
k-generated subgroups that are asymptotically visible in G.

There are several natural problems about asymptotically visible subgroups
of G that play an important role in cryptography. For example, when choosing
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k-generated subgroups of G randomly, it might be useful to know what kind of
subgroups you can get with nonzero probability. Hence the following problem is
of interest:

Problem 10.3.3. What is the spectrum Specy(G) for a given group G and a natural
number k£ > 17

More technical, but also important in applications, is the following problem.

Problem 10.3.4. Does the spectrum Specy(G) depend on a given finite set of
generators of G7

We will see in due course that knowing the answers to these problems is
important for choosing strong keys in some group-based cryptographic schemes.

10.4 Groups with generic free basis property

Definition 10.4.1. We say that a tuple (u1,...,ux) € F(X)* has the free basis
property (FB) in G if it freely generates a free subgroup in G.

In [71] Jitsukawa showed that FB is generic for k-generated subgroups of
a finitely generated free nonabelian group F(X) for every k > 1 with respect to
the standard basis X. Martino, Turner and Ventura strengthened this result in
[98] by proving that FB is exponentially generic in F(X) for every k > 1 with
respect to the standard basis X. Recently, it has been shown in [101] that FB
is exponentially generic in arbitrary hyperbolic nonelementary (in particular, free
nonabelian) groups for every k > 1 and with respect to any finite set of generators.

We say that a group G has the generic free basis property if FB is generic in
G for every k > 1 and every finite generating set of G. In a similar way, we define
groups with strongly and exponentially generic free basis property. By FBgen,
FBst, FBezp, we denote classes of finitely generated groups with, respectively,
generic, strongly generic, and exponentially generic free basis property.

The following result gives a host of examples of groups with generic F5.

Theorem 10.4.2. Let G be a finitely generated group, and N a normal subgroup
of G. If the quotient group G/N is in the class FBgen, or in FBg, or in FBeyp,
then the whole group G is in the same class.

Proof. Let H = G/N, and let ¢ : G — H be the canonical epimorphism. Fix
a finite generating set X of G and a natural number £ > 1. Clearly, X¥ is a
finite generating set of H. By our assumption, the free basis property is generic
in H with respect to the generating set X¥ and given k. By identifying x € X
with ¥ € H we may assume that a finitely generated subgroup A of G and the
subgroup A¥ have the same set of descriptions. Observe now that a subgroup A of
G generated by a k-tuple (u1,...,u;) € F(X)* has the following property: if A%
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is free with basis (u{,...,u}), then A is free with basis (u1,...,uy). Therefore,

for each t € N one has

BN FB(G)| _ |Be N FB(H)|
| By| - | Bt

This implies that if FB(H) is generic in H = G/N, then FB(G) is generic in G,
and its convergence rate in G is not less than the corresponding convergence rate
in H, as claimed. O

The result above bears on some infinite groups recently used in group-based
cryptography. Braid groups B,, appear as one of the main platforms in braid-group
cryptography so far (see [1, 84, 32, 2]). Recall (see our Section 5.1) that the braid
group B,, can be defined by the classical Artin presentation:

000 = 05003 if |Z*]|:1
Bn: O1y...,0n—-1 o e . .
0i0j = 0;0; if i —j| >1

Denote by o; ;+1 the transposition (é,7+ 1) in the symmetric group %,,. The map
0i — 0iit1, ¢ = 1,...,n gives rise to the canonical epimorphism 7 : B,, — X,,.
The kernel of 7 is a subgroup of index n! in B,,, called the pure braid group PB,,.

Corollary 10.4.3. The free basis property is exponentially generic in the pure braid
group PB,, for anyn > 3.

Proof. Tt is known (see e.g. [10]) that the group PB,,, n > 3, maps onto PBs, and
the group PBj is isomorphic to F5 X Z. Therefore, PB,,, n > 3, maps onto the
free group F5. Now the result follows from Theorem 10.4.2 and the strong version
of Jitsukawa’s result mentioned above [98, 101, 71]. O

Although we have shown that the pure braid group PB,,, n > 3, has expo-
nentially generic free basis property and is a subgroup of finite index in the braid
group B,,, at the moment we cannot prove that B,, has exponentially generic free
basis property, so we ask:

Problem 10.4.4. Is it true that the braid group B,, n > 3, has exponentially
generic free basis property?

In [97], partially commutative groups were proposed as possible platforms for
some cryptographic schemes. We refer to [9] for more recent discussion on this. By
definition, a partially commutative group G(I') (also known as right angled Artin
group, cf. our Section 5.6) is a group associated with a finite graph I' = (V, E),
with a set of vertices V.= {v1,...,v,} and a set of edges E C V x V, given by
the following presentation:

G(T) = (v1,...,v, | vjv; = vjv; for (vi,v;) € E).

Note that the group G(T') is abelian if and only if the graph I' is complete.
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Corollary 10.4.5. The free basis property is exponentially generic in nonabelian
partially commutative groups.

Proof. Let G = G(T') be a nonabelian partially commutative group corresponding
to a finite graph I'. Then there are three vertices in I', say vy, vo, v3 such that the
subgraph I'yg of I' on these vertices is not a triangle. In particular, the partially
commutative group Gy = G(Ty) is either a free group F3 (no edges in I'y), or
(Z x Z) * Z (only one edge in T'y), or Fy x Z (precisely two edges in T'p). In all
three cases the group G(I'g) maps onto Fs. Now it suffices to observe that G(T")
maps onto G(T'g) since G(T'y) is obtained from G(I') by adding to the standard
presentation of G(I') all the relations of type v = 1, where v is a vertex of T’
different from vy, va, v3. This shows that Fs is a quotient of G(I') and the result
follows from Theorem 10.4.2. O

Note that some other groups that have been proposed as platforms in group-
based cryptography do not have nonabelian free subgroups at all, so they do not
have free basis property for k > 2. For instance, in [117] Grigorchuk’s groups
(see our Section 5.7) were used as platforms. Since these groups are periodic (i.e.,
every element has finite order), they do not contain free subgroups. It is not
clear what the asymptotically visible subgroups in Grigorchuk groups are. As
another example, note that in [122], the authors propose Thompson’s group F' as
a platform. It is known that there are no nonabelian free subgroups in F' (see, for
example, [19]), so F' does not have free basis property. Recently, some interesting
results on the spectrum Specy(F') were obtained in [21].

10.5 Quasi-isometrically embedded subgroups

In this section we discuss another property of subgroups of G that plays an im-
portant role in our cryptanalysis of group-based cryptographic schemes.

Let G be a group with a finite generating set X. The Cayley graph T'(G, X) is
an X-labeled directed graph with the vertex set G and such that any two vertices
g,h € G are connected by an edge from g to h with a label z € X if and only if
gxr = h in G. For convenience we usually assume that the set X is closed under
inversion, i.e., 27! € X for every x € X. One can introduce a metric dx on G
setting dx (g, h) equal to the length of a shortest word in X = XUX ~! representing
the element g~'h in G. It is easy to see that dx(g,h) is equal to the length of a
shortest path from g to h in the Cayley graph I'(G, X). This turns G into a metric
space (G,dx). By lx(g) we denote the length of a shortest word in generators X
representing the element g. Clearly, Ix(g) = dx (1, g).

Let H be a subgroup of G generated by a finite set Y of elements. Then there
are two metrics on H: one is dy described above and the other one is the metric dx
induced from the metric space (G,dx) on the subspace H. The following notion
allows one to compare these metrics. Recall that a map f : M; — My between
two metric spaces (M1, d;) and (Ma,ds) is a quasi-isometric embedding if there
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are constants A > 1, ¢ > 0 such that for all elements x,y € M; the following
inequalities hold:

1

(@, y) —c < da(f(2), £(y)) < Adi(z,y) +c. (10.3)
In particular, we say that a subgroup H with a finite set of generators Y is quasi-
isometrically embedded into G if the inclusion map ¢ : H — G is a quasi-isometric
embedding i : (H,dy) — (G,dx). Note that in this case the right-hand inequality
in (10.3) always holds, since for all f,h € H one has

dx(i(1). (1)) < masx{lc(y)} - dy (£.h)

Therefore, the definition of a quasi-isometrically embedded subgroup takes the
following simple form (in the notation above).

Definition 10.5.1. Let G be a group with a finite generating set X, and H a sub-
group of G generated by a finite set of elements Y. Then H is quasi-isometrically
embedded in G if there are constants A > 1, ¢ > 0 such that for all elements
fyh € H the following inequality holds:

Sy (1) ¢ < dx(f, ). (10.4)

It follows immediately from the definition that if X and X’ are two finite
generating sets of G, then the metric spaces (G,dx) and (G,dx/) are quasi-
isometrically embedded into each other. This implies that the notion of quasi-
isometrically embedded subgroups is independent of the choice of finite generating
sets in H or in G (though the constants A and ¢ could be different).

Definition 10.5.2. Let G be a group with a finite generating set X. We say that a
tuple (ug,...,ux) € F(X)* has a QT (quasi-isometric embedding) property in G
if the subgroup it generates in G is quasi-isometrically embedded in G.

Denote by QZ(G) the set of all tuples in F(X)* that satisfy the QZ prop-
erty in G. We say that the property Q7 is generic in G if QZ(G) is generic in G
for every k > 1 and every finite generating set of G. Similarly, we define groups
with strongly and exponentially generic quasi-isometric embedding subgroup prop-
erty. Denote by QZgen, QZg, QLeyp classes of finitely generated groups with,
respectively, generic, strongly generic, and exponentially generic quasi-isometric
embedding subgroup property.

It is not hard to see that every finitely generated subgroup of a finitely
generated free group F' is quasi-isometrically embedded in F', so F' € QT cyp.

The following result gives further examples of groups with quasi-isometric
embedding subgroup property.

Let G € FBgen N QT gen. Note that the intersection of two generic sets
FB(G) C F(X)* and QZ(G) C F(X)* is again a generic set in F(X)¥, so the set
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FB(G) N QZ(G) of all tuples (uy,...,ux) € F(X)F that freely generate a quasi-
isometrically embedded subgroup of G, is generic in F/(X)¥. Observe that by the
remark above and by the result on free basis property in free groups, FBgenNQZ gen
contains all free groups of finite rank. The argument applies also to the strongly
generic and exponentially generic versions of the properties. To unify references
we will use the following notation: FB, N QZ., for x € {gen, st, exp}.

Theorem 10.5.3. Let G be a finitely generated group with a quotient G/N. IfG/N €
FB.NQZL,, then G € FB. N QL. for any x € {gen, st,exp}.

Proof. Let G be a finitely generated group generated by X, N a normal subgroup
of G such that the quotient G/N is in FB, N QZ,. Let ¢ : G — G/N be the
canonical epimorphism. By Theorem 10.4.2, G € FB,, so it suffices to show now
that G € QZ,.

Let H be a k-generated subgroup with a set of generators Y = (uq,...,ux) €
F(X)*. Suppose that Y € FB.(G/N)NQZ.(G/N),i.e., theimage Y¥ of Y in G/N
freely generates a free group quasi-isometrically embedded into G/N. Observe
first that for every element g € G, one has Ix(g) > Ix«(g¥), where Ix. is the
length function on G/N relative to the set X¥ of generators. Since the subgroup
H¢? is quasi-isometrically embedded into G/N, the metric space (H?,dy ) quasi-
isometrically embeds into (G?,dx«). On the other hand, ¢ maps the subgroup
H onto the subgroup H? isomorphically (since both are free groups with the
corresponding bases), such that for any h € H, one has dy (h) = dy«(h?). Now
we can deduce the following inequalities for g, h € H:

1 1
XdY(ga h) —Cc= XdY“’(gwahw) —c< dX“’(gwahw) S dX(ga h)7

where A and ¢ come from the quasi-isometric embedding of H¥ into G/N. This
shows that H is quasi-isometrically embedded in GG, as required. 0

Corollary 10.5.4. The following groups are in FBeyp N QL cap:
1) Pure braid groups PBy,, n > 3;
2) Nonabelian partially commutative groups G(T').

Proof. The arguments in Corollaries 10.4.3, 10.4.5 show that the groups PB,,
n > 3, and G(T") are non-commutative and have quotient isomorphic to the free
group Fy. Now the result follows from Theorems 10.4.2 and 10.5.3. O



Chapter 11

Length-Based and Quotient Attacks

Our exposition in this chapter essentially follows [106].

11.1 Anshel-Anshel-Goldfeld scheme

In this section we discuss the Anshel-Anshel-Goldfeld (AAG) public key exchange
protocol [1] and touch briefly on its security.

11.1.1 Description of the Anshel-Anshel-Goldfeld scheme

We have already described the AAG protocol in our Section 4.5, but we briefly
describe it here again for the reader’s convenience.

Let G be a group with a finite generating set X. G is called the platform of
the scheme. We assume that elements w in G have unique normal forms w such
that it is hard to recover w from w, and there is a fast algorithm to compute w
for any given w.

The Anshel-Anshel-Goldfeld key exchange protocol is the following sequence
of steps. Alice [Bob, respectively] chooses a random subgroup of G,

A={a1,...,am) [B=(b1,...,by,) respectively]

by randomly choosing generators ai, ..., an [b1,...,b, respectively] as words in
X*1 and makes it public. Then Alice [Bob, respectively] chooses randomly a secret
element a = u(ay,...,am) € A [b =v(by,...,b,) € B respectively] as a product
of the generators of A [B respectively] and their inverses, takes the conjugates

b¢, ..., b2 [ab, ..., ab, respectively|, diffuses them by taking their normal forms by

b

[a? respectively], and makes these normal forms public:

b%,...,b¢ [ab,... ab, respectively].

’'m
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Afterwards, Alice [Bob, respectively] computes a~ta® [(b*)~'b respectively] and
takes its normal form. Since

a~ta’ = [a,b] = (b*) 71D,

the obtained normal form is the shared secret key.

11.1.2 Security assumptions of the AAG scheme

In this section we briefly discuss computational security features of the AAG
scheme. Unfortunately, in the original description, the authors of the scheme did
not state precisely the security assumptions that should make the scheme difficult
to break. Here we dwell on several possible assumptions of this type, that often
occur, though sometimes implicitly, in the literature on the AAG scheme.

It appears that the security of the AAG scheme relies on the computational
hardness of the following computational problem in group theory:

AAG Problem: given the whole public information from the AAG scheme, i.e.,
the group G, the elements aq, ..., am, b1,...,b,, and E, .., ba ab,...,ab in the
group G, find the shared secret key [a, b].

This problem is not a standard group-theoretic problem, so not much is
known about its complexity, and it is quite technical to formulate. So it would be
convenient to reduce this problem to some standard algorithmic problem about
groups or to a combination of such problems. The following problems seem to be
relevant here and they attracted quite a lot of attention recently, especially in the
braid groups context (braid groups were the original platform for AAG [1]. We refer
to the papers [18], [11], [13], [49], [90], [92]. Nevertheless, the precise relationship
between these problems and AAG is unclear, see [123] for more details.

The Conjugacy Search Problem (CSP): given u,v € G such that the equation
u” = v has a solution in G, find a solution.

The Simultaneous Conjugacy Search Problem (SCSP): given u;, v; € G, such that
the system u? = v;, ¢ = 1,...,n has a solution in G, find a solution.

The Simultaneous Conjugacy Search Problem relative to a subgroup (SCSP*):
given u;,v; € G and a finitely generated subgroup A of G such that the system
uf =v;, ¢ =1,...,n has a solution in A, find a solution.

Remark 11.1.1. Observe that if the word problem is decidable in G, then all the
problems above are also decidable. Indeed, one can enumerate all possible elements
x (either in G or in the subgroup A), plug them one at a time into the equations
and check, using the decision algorithm for the word problem in G, whether or
not x is a solution. Since the systems above do have solutions, this algorithm will
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eventually find one. However, the main problem here is not decidability itself, the
problem is whether or not one can find a solution sufficiently efficiently, say in
polynomial time in the size of the inputs.

The following result is easy.

Lemma 11.1.2. For any group G, the AAG problem can be reduced in linear time
to the SCSP*.

Proof. Suppose in a finitely generated group G we are given the public data from
the AAG scheme, i.e., we are given the subgroups

AZ <G,1,...,Cbm>7 B: <b1,...,bn>,

and the elements b_‘f, RN b?é and c;l{, ceey a_,l,’L. If the SCSP relative to subgroups A
and B is decidable in G, then by solving the system of equations

by =0%,...,bE =b (11.1)

a
n
in A, one can find a solution u € A. Similarly, by solving the system of equations

(11.2)

Yy _ b Y gb
aj =aj,...,ay, =a?,

in B, one can find a solution v € B. Note that all solutions of the system (11.1)
are elements of the form ca, where ¢ is an arbitrary element from the centralizer
C¢(B), and all solutions of the system (11.2) are of the form db for some d €
C¢(A). In this case, obviously [u,v] = [ca, db] = [a, b] gives a solution to the AAG
problem. ]

Clearly, in some groups, for example, in abelian groups, the AAG problem
as well as the SCSP* are both decidable in polynomial time, which makes them
(formally) polynomial time equivalent. We will see in Section 11.2.2 that SCSP*
is easy in free groups, too.

It is not clear, in general, whether the SCSP is any harder or easier than the
CSP. In hyperbolic groups SCSP, as well as CSP, is easy [18]. There are indications
that in finite simple groups, at least generically, the SCSP* is not harder than the
standard CSP (since in those groups two randomly chosen elements generate the
whole group). We refer to the preprint [48] for a brief discussion on complexity of
these problems.

It would be interesting to get some progress on the following problems, which
would shed some light on the complexity of the AAG problem.

Problem 11.1.3. 1) In which groups is the AAG problem poly-time equivalent
to the SCSP*?

2) In which groups is the SCSP* harder than the SCSP?
3) In which groups is the SCSP harder (easier) than the CSP?

In the rest of this chapter we study the hardness of the SCSP* in various
groups and analyze some of the most successful attacks on the AAG scheme from
the viewpoint of asymptotic mathematics.
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11.2 Length-based attacks

The intuitive idea of the length-based attack (LBA) was first put forward in the
paper [67] by Hughes and Tannenbaum. In their paper [43], Garber, Kaplan, Te-
icher, Tsaban, and Vishne gave experimental results suggesting that very large
computational power is required for this method to successfully solve the simulta-
neous conjugacy search problem. In [42], the same authors proposed a variant of
the length-based attack that uses memory, and gave experimental results showing
that natural types of equations or system of equations in random subgroups of
the braid groups can be solved, with high success rates, using the memory-length
approach. However, the memory-length attacks were not tried in [42] against the
actual parameters used in the AAG protocol. Recently, another variation of the
length-based attack for braid groups was developed in [112], which turned out
to be very successful against the AAG protocol. The authors of [112] suggested
using a heuristic algorithm for approximation of the geodesic length of braids in
conjunction with LBA. Furthermore, they analyzed the reasons for success/failure
of their variation of the attack, in particular the practical importance of Alice’s
and Bob’s subgroups A and B being non-isometrically embedded and being able
to choose the elements of these subgroups distorted in the group (they refer to
such elements as “peaks”).

In this section we rigorously prove that the same results can be observed in
much larger classes of groups. In particular, our analysis works for the class FBesp,
and hence for free groups, pure braid groups, locally commutative nonabelian
groups, etc.

11.2.1 A general description

Since LBA is an attack on the AAG scheme, the inputs for LBA are precisely the
inputs for the AAG algorithmic problem, see Section 11.1.2. Moreover, in all its
variations LBA attacks the AAG scheme by solving the corresponding conjugacy
equations given in a particular instance of the AAG problem. In what follows we
take a slightly more general approach and view LBA as a correct partial determin-
istic search algorithm of a particular type for the simultaneous conjugacy search
problem relative to a subgroup (SCSP*) in a given group G. In this case LBA is
employed to solve the SCSP* not the AAG problem. Below we describe a basic
LBA in its most simplistic form.

Let G be a group with a finite generating set X. Suppose we are given a
particular instance of the SCSP*, i.e., a system of conjugacy equations u? = v;,i =
1,...,m, which has a solution in a subgroup A = (Y') generated by a finite set Y of
elements in G (given by words in F(X)). The task is to find such a solution in A.
The main idea of LBA is very simple and it is based on the following assumptions.

(L1) for arbitrary “randomly chosen” elements u,w € G, one has Ix (u") > Ix(u),

which is convenient sometimes to have in a more general form:
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(L2) for “randomly chosen” elements w, y1, ...,y in G, the element w has minimal
Ix-length among all elements of the form wY, where y runs over the subgroup
of G generated by vy, ..., yk.

It is not at all obvious whether these assumptions are actually correct for a given
platform group. We will return to these issues in due course; now we just say that
at least there has to be an algorithm A to compute the length I x (w) for any given
element w € G.

Consider Alice’s public conjugates b¢, ..., b%, where a = agl...agt. Each l_)?
is the result of a sequence of conjugations of b; by generators of A:

bi
—&1 . €1
ag, b; ag!
—E2 ,—€1 X €1 HE2
ag2ag, by aglag? (11.3)
ha — —€r —€2 ,—€1 ) €1 462 €r
b = ag t...agag bi aglaZ?...ait

This conjugating sequence is the same for each b; and is defined by the private
key a. The main goal of the attack is to reverse the sequence (11.3), and going
back from the bottom to the top recover each conjugating factor. If successful, the
procedure will result in the actual conjugator as a product of generators of A.

The next algorithm is the simplest realization of LBA called the fastest
descent LBA. Tt takes as an input three tuples (ai,...,am), (b1,...,b,), and
(¢1,...,¢cn), where the last tuple is assumed to be b¢,...,b%. The algorithm is
a sequence of the following steps:

— (Initialization) Put = ¢ (where ¢ is the identity).

— (Main loop) For each 1
> Ix(a; e as).

= If for each i = 1,...,n and ¢ = £1 the inequality l;c > >77_ Ix(c;) is
satisfied, then output z.

1,...,m and ¢ = =£1 compute [;. =

— Otherwise pick ¢ and ¢ giving the smallest value of [; .. Multiply = on
the right by af. For each j = 1,...,n conjugate ¢; = a; “¢;jas. Continue.

— (Last step) If ¢; = b; for each j = 1,...,n, then output the obtained element
x. Otherwise output Failure.

Other variations of LBA suggested in [112] are “LBA with backtracking” and
“generalized LBA”. We refer to [112] for a detailed discussion on these.

We note that instead of the length function [x, one can use any other ob-
jective function satisfying assumptions (L1) and (L2). Here besides [x we analyze
the behavior of modifications of LBA relative to the following functions:
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(M1) Instead of computing the geodesic length Ix (v;) of the element v; € G, com-
pute the geodesic length Iz (v;) in the subgroup H generated by Z = {u} UY
(clearly, v; € H). In this case, LBA in G is reduced to LBA in H, which
might be easier. We term [z the inner length in LBA.

(M2) It might be difficult to compute the lengths [x(w) or Iz (w). In this case,
one can try to compute some “good”, say linear, approximations of [ x (w) or
lz(w), and then use some heuristic algorithms to carry over LBA (see [112]).

These modifications can make LBA much more efficient. In what follows our main
interest is in the generic case time complexity of LBA. To formulate this precisely,
one needs to describe the set of inputs for LBA and the corresponding distribution
on them.

Recall that an input for the SCSP* in a given group G with a fixed finite

generating set X consists of a finitely generated subgroup A = (a1, ...,ax) of G
given by a k-tuple (a1, ..., ax) € F(X)*, and a finite system of conjugacy equations
uf = v;, where u;,v; € F(X), i =1,...,m, that has a solution in A. We denote

this data by a = (T,b), where T' = (a1,..., 0%, U1, ..., Up) and b = (v1,..., V).
The distinction that we make here between T" and b will be used later on. For fixed
positive integers m, k we denote the set of all inputs a = (7', b) as above by Ij; .

The standard procedure to generate a “random” input of this type in the
AAG protocol is as follows.

Random generation of inputs for LBA in a given G:
e pick a random k£ € N from a fixed interval Ky < k < Ky;

e pick randomly k words ay,...,a; € F(X) with the length in a fixed interval
Lo < |wi| < Ly;

e pick a random m € N from a fixed interval My < m < Mjy;

e pick randomly m words uq, ..., u, € F(X) with the length in a fixed interval
No < |ui| < Ny;

e pick a random element w from the subgroup A = (ay,...,a;), as a random
product w = a;, a;, .. .a;, of elements from {ay,...,a;} with the number of

factors ¢ in a fixed interval P; < ¢ < Ps;

e conjugate v; = uf’ and compute the normal form v; of v;, i =1,...,m.

As we have argued in Section 10.2, one can fix the numbers k, m and the
number of factors ¢ in the product w in advance. Observe that the choice of
the elements v1,...,v,, is completely determined by the choice of the tuple T' =
(@1,...,ak,U1,. .., Uy,) € F(X)¥™ and the word w.

Note also that the distribution on the subgroups H = (T') (more precisely, on
their descriptions from F(X)*+™) that comes from the random generation proce-
dure above coincides with the distribution on the (k+m)-generated subgroups that
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was described in Section 10.2. We summarize these observations in the following
remark.

Remark 11.2.1. 1) The choice of a tuple T = (a1,...,0%,U1,...,Upm) €
F(X)*+™ precisely corresponds to the choice of generators of random sub-
groups described in Section 10.2.

2) Asymptotic properties of subgroups generated by T precisely correspond to
the asymptotic properties of subgroups discussed in Section 10.

11.2.2 LBA in free groups

In this section we discuss LBA in free groups. Note that there are fast (quadratic
time) algorithms to solve the SCSP*, and hence the AAG problem, in free groups
(see Section 11.4.2). However, results on LBA in free groups will serve as a base
for us to solve the SCSP* in many other groups.

Let k be a fixed positive natural number. We say that cancellation in a set
of words Y = {y1,...,yx} C F(X)* is at most A\, where A € (0,1/2), if for any
u,v € Y*! the amount of cancellation in the product uv is strictly less than
Amin{lx (u),lx(v)}, provided u # v~! in F(X).

We summarize a couple of well-known facts in the following lemma.

Lemma 11.2.2. If the set Y = {y1,...,yr} satisfies the A-condition for some A €
(0,1/2), then:

e The setY is Nielsen reduced. In particular, Y freely generates a free subgroup
and any element w € (Y') can be uniquely represented as a reduced word in
the generators Y and their inverses.

e The membership search problem for a subgroup (Y) (see Section 2.3.4 for
details) is decidable in linear time.

e The geodesic length for elements of a subgroup (Y) (see Section 11.3.1 for
details) is computable in linear time.

The following result was proved in [98].

Theorem 11.2.3. Let A\ € (0,1/2). The set S of k-tuples (uy,...,ux) € F(X)*
satisfying the A-condition is exponentially generic, and hence the set of k-tuples
that are Nielsen reduced in F(X) is exponentially generic, too.

Now we are ready to discuss the generic case complexity of LBA in free
groups.

Theorem 11.2.4. Let F(X) be the free group with basis X. Let vy = uf,...,v, =
ul be a system of conjugacy equations in F(X), where x is searched for in the
subgroup A generated by ai,...,am. Let Z be the tuple (u1,...,Un, Q1. ., Gm).
Then LBA with respect to the length function lz solves the SCSP* in linear time
on an exponentially generic set of inputs.
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Proof. Let n and m be fixed positive integers. Denote by S the set of (n+m)-tuples
(Upy ey U, Q1 Q) € F(X)™T™ that satisfy the 1/4-condition. It follows from
Theorem 11.2.3 that the set S is exponentially generic.

Furthermore, the system of conjugacy equations associated with such a tuple

Z = (u1,...,Up,a1,...,an,) has the form
v = uy,
J— x
e

where v; belong to the subgroup H = (Z) generated by Z, and x is searched for in
the same subgroup. By Lemma 11.2.2 one can find expressions for v; in terms of

the generators Z in linear time. Now, since the generators aq,...,a,, are part of
the basis of the subgroup H, it follows that LBA relative to [z successfully finds
a solution x = w(ay, ..., a,) in linear time. O

11.2.3 LBA in groups from F3,,,

The results of the previous section are not very surprising because of the nature of
cancellation in free groups. What does look surprising is that LBA works generi-
cally in some other groups that seem to be “far” from free groups. In this and the
next section we outline a general mathematical explanation of this phenomenon.
In particular, it will be clear why the modification (M1) of LBA, which was dis-
cussed in Section 11.2.1, is very robust, provided one can compute the geodesic
length in subgroups.

We start with a slight generalization of Theorem 11.2.4. Recall (from Section
11.2.1) that inputs for LBA, as well as for the SCSP*, can be described in the form
a = (T,b), where T = (a1, ..., a5, u1,...,un) € F(X)¥™ and b = (v1,...,0m),
such that there is a solution of the system u? = v; in the subgroup A = (as, ..., ax).

Lemma 11.2.5. Let G be a group with a finite generating set X, and I ., the set
of all inputs (T,b) for LBA in G. Put

Ifree = {(T,b) € I | T freely generates a free subgroup in G}.

Suppose there is an exponentially generic subset S of Ifree and an algorithm A
that computes the geodesic length lp of elements from the subgroup (T'), (T,b) € S,
when these elements are given as words from F(X). Then there is an exponentially
generic subset S’ of Ipree such that LBA halts on inputs from S’ and outputs a
solution for the related SCSP* in at most quadratic time modulo the algorithm A.

Proof. The result follows directly from Theorem 11.2.4. O

Let G € FBezp. In the next theorem we prove that time complexity of the
SCSP* on an exponentially generic set of inputs is at most quadratic modulo time
complexity of the problem of computing the geodesic length in a finitely generated
subgroup of G.
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Theorem 11.2.6. (Reducibility to subgroup-length function) Let G be a group with
exponentially generic free basis property, and X a finite generating set of G. Then
there is an exponentially generic subset S of the set I ., of all inputs for LBA in
G such that LBA relative to lp halts on inputs from S and outputs a solution for
the related SCSP*. Moreover, time complexity of LBA on inputs from S is at most
quadratic modulo the algorithm A that computes the geodesic length l1 of elements
from the subgroup (T') when these elements are given as words from F(X).

Proof. By Lemma 11.2.5 there is an exponentially generic subset S of Iy, such
that LBA halts on inputs from S and outputs a solution for the related SCSP*.
Moreover, time complexity of LBA on inputs from S is at most quadratic modulo
the algorithm A that computes the geodesic length i1 of elements from the sub-
group (T') when these elements are given as words from F(X). It suffices to show
now that the set If,c. is exponentially generic in the set of all inputs I for LBA
in G. By Remark 11.2.1, the asymptotic density of the set It,.. in I is the same
as the asymptotic density of the set of tuples 7' € F(X)**™ which have free basis
property in G. Since G is in FBeyp, this set is exponentially generic in F(X )™,
50 1S Ifree in I. This proves the theorem. ]

11.3 Computing the geodesic length in a subgroup

For groups G € FBeyp, Theorem 11.2.6 reduces (in quadratic time) time complex-
ity of LBA on an exponentially generic set of inputs to time complexity of the
problem of computing the geodesic length in finitely generated subgroups of G.
In this section we discuss time complexity of algorithms to compute the geodesic
length in a subgroup of G. This discussion is related to the modification (M2) of
LBA introduced in Section 11.2.1. In particular, we focus on the situation where
we do not have fast algorithms to compute the geodesic length of elements in
finitely generated subgroups of G, or even in the group G itself. In this case,
as was mentioned in the modification (M2), one can try to compute some linear
approximations of these lengths and then use heuristic algorithms to carry out
LBA.

In Section 11.3.2 we discuss hardness of the problem of computing the
geodesic length (GLP) in braid groups B, the original platforms of the AAG
protocol. Time complexity of the GLP in B,, relative to the standard set ¥ of
Artin generators is unknown. We discuss some recent results and conjectures in
this area. However, there are efficient linear approximations of the geodesic length
in B,, relative to the set A of generators (the set of generalized half-twists). Theo-
retically, this gives linear approximations of the geodesic length of elements in B,
in the Artin generators and, furthermore, linear approximations of the geodesic
inner length in quasi-isometrically embedded subgroups. If, as conjectured, the
set of quasi-isometrically embedded subgroups is exponentially generic in braid
groups, then this gives a sound foundation for LBA in braid groups. Note that
linear approximations alone are not quite sufficient for successful LBA. To get a
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precise solution of the SCSP*, one also needs a robust “local search” near a given
approximation of the solution. To this end several efficient heuristic algorithms
have been developed, see e.g., [102], [112]. However, so far none of them exploited
directly the interesting interplay between geodesic lengths in ¥ and A, as well as
quasi-isometric embeddings of subgroups.

11.3.1 Related algorithmic problems

We start with precise formulation of some problems related to computing geodesics
in G.

Computing the geodesic length in a group (GLP): Let G be a group with a finite
generating set X. Given an element w € G as a product of generators from X,
compute the geodesic length I x (w).

Computing the geodesic length in a subgroup (GLSP): Let G be a group with a
finite generating set X, and A a subgroup of G generated by a finite set of elements
Y = {a1,...,ax} of G given as words from F(X). Given an element w € A as a
product of generators of A, compute the geodesic length Iy (w).

There is another (harder) variation of this problem that comes from the
SCSP* problem:

Computing the geodesic length in a subgroup (GLSP*): Let G be a group with a
finite generating set X, and A a subgroup of G generated by a finite set of elements
Y = {a1,...,ax} of G given as words from F(X). Given an element w € A as a
word from F(X), compute the geodesic length ly (w).

The following lemma is obvious. Recall that the membership search problem
(MSP) for a subgroup A in G asks for a given element w € F(X), which belongs
to A, to find a decomposition of w into a product of generators from Y and their
inverses.

Lemma 11.3.1. Let G be a finitely generated group and A a finitely generated
subgroup of G. Then:

1) The GLSP is linear time reducible to the GLSP*;
2) The GLSP* is linear time reducible to the GLSP modulo the MSP in A.

Observe that if the GLSP has a fast solution for A = G in G, then there is a
fast algorithm to find the geodesic length of elements of G with respect to X. In
particular, the word problem in G has a fast decision algorithm. In some groups,
like free groups or partially commutative groups, given by standard generating
sets, there are fast algorithms for computing the geodesic length of elements. In
many other groups, like braid groups, or nilpotent groups, the computation of the
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geodesic length of elements is hard. Nevertheless, in many applications, including
cryptography, it suffices to have a fast algorithm to compute a reasonable, say
linear, approximation of the geodesic length of a given element. This motivates
the following problem.

Computing a linear approximation of the geodesic length in a group (AGL): Let
G be a group with a finite generating set X. Given a word w € F(X) compute a
linear approximation of the geodesic length of w. More precisely, find an algorithm
that for w € F(X) outputs a word w’ € F(X) such that Mx(w) + ¢ > Ix(w),
where A\ and ¢ are independent of w.

Another problem is to compute a good approximation in a subgroup of a
group.

Computing a linear approximation of the geodesic length in a subgroup (AGLS):
Let G be a group with a finite generating set X, and A a subgroup of G generated
by a finite set of elements Y = {ay, ..., ar} of G given as words from F'(X). Given
an element w € A as a word from F(X), compute a linear approximation of the
geodesic length Iy (w) of w.

Assume now that there is a fast algorithm to solve the AGL problem in
the group G. This does not imply that there is a fast algorithm to compute a
linear approximation of the geodesic length in a given subgroup A of G, unless the
subgroup A is quasi-isometrically embedded in G.

Lemma 11.3.2. Let G be a group with a finite generating set X, and A an algorithm
that solves the AGL problem in G with respect to X. If H is a quasi-isometrically
embedded subgroup of G generated by a finite set Y, then for every w € H given
as a word from F(X), the algorithm A outputs a word w' € F(X) such that
ly (w) < plx (w')+d for some constants p and d, which depend only on A and H.

Proof. The proof is straightforward. O

11.3.2 Geodesic length in braid groups

There are no known efficient algorithms to compute the geodesic length of elements
in braid groups with respect to the set ¥ of the standard Artin’s generators.
Some indications that this could be a hard problem are given in [115], where the
authors prove that the set of geodesics in By, is co-NP-complete. However, in
a given group, the problem of computing the length of a word could be easier
than the problem of finding a geodesic of the word. Moreover, complexity of a
set of geodesics in a group may not be a good indicator of the time complexity
of computing the geodesic length in a randomly chosen subgroup. In fact, it has
been shown in [102, 103] that in a braid group B, one can efficiently compute
a reasonable approximation of the length function on B, (relative to X), which
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gives a foundation for successful LBA, without computing the length in the group.
Furthermore, there are interesting conjectures that, if settled affirmatively, will
lead to more efficient algorithms for computing the length of elements in braid
groups and their subgroups. To explain this we need to first recall some known
facts and terminology.

We remind the reader that the group B,, has the standard Artin’s presenta-
tion:

0,050, =ocjo;0; if|i—jl=1
B, = _ I A .
" < T15-+5n-1 ’ 0i0j = 0;0; if|i—j]>1
We denote the corresponding generating set {o1,...,0,-1} by 3 and the corre-

sponding length function by Ix(w).

Elements in B,, admit so-called Garside normal forms (cf. our Section 5.1.3).
These forms are unique and the time complexity to compute the Garside normal
form of an element of B, given by a word w € F(X) is bounded by O(|w|*n?).
However, Garside normal forms are far from being geodesic in B,,.

In 1991 Dehornoy introduced [28] the following notion of o-positive braid
word and a handle-reduction algorithm to compute a o-positive representative of a
given word. A braid word w is termed to be ok-positive (respectively, ox-negative),
if it contains oy, but does not contain o, Lor Uiﬂ with i < k (respectively, contains
O'k_l, but not o or ofEl with ¢ < k). A braid word w is said to be o-positive
(respectively, o-negative), if it is ox-positive (respectively, ox-negative) for some
k < n —1. A braid word w is said to be o-consistent if it is either trivial, or
o-positive, or o-negative.

Theorem 11.3.3 (Dehornoy [28]). . For any braid 8 € B,, exactly one of the
following is true:

1) B is trivial;
2) B can be presented by a oy -positive braid word for some k;
3) B can be presented by a oy-negative braid word for some k.

Thus, it makes sense to speak about o-positive and oj-positive (or o-, o-
negative) braids.

The following question is of primary interest when solving the AGL problem
in braid groups: is there a polynomial p(z) such that for every word w € F (%),
p(ls(w)) gives an upper bound for the X-length of the shortest o-consistent braid
word representing w € B,? Dehornoy’s original algorithms in [28], as well as the
handle reduction from [29]) and the algorithm from [39], give an exponential bound
on the length of the shortest o-consistent representative.

In [34] (see also [29, 39] for a related discussion) Dynnikov and Wiest formu-
lated the following

Conjecture 11.3.4. There are numbers A, ¢ such that every braid w € B, has a
o-consistent representative whose X-length is bounded linearly by the X-length of
the braid.
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They also showed that this conjecture holds if the Y-length of elements is
replaced by the A-length (relative to the set A of generators).

The set A of generators consists of the braids A;;,1 <4 < j < n, which are
the half-twists of strands i through j:

Aij = (Ui .. .O'jfl)(O'i ...O'j,Q) .. 05

A is a generating set of B,,, containing the Artin generators o; = A; ;41 and the
Garside fundamental braid Ay,,. The compressed A-length of a word w of the form

w=AF_ Ak

11" isJs’?

where k; # 0 and A;, j, # A for all ¢, is defined by

U104
La(w) = 3= logy(|k;i| + 1).
For an element 3 € B,,, the value La(3) is defined by
La(B) = min{La(w) | the word w represents 5}.

Obviously, for any braid  one has

LA(B) <1a(B) <1s(B).

The modified conjecture assumes the following extension of the notion of a
o-positive braid word: a word in the alphabet A = {A;; | 0 < i < j < n} is said
to be o-positive if, for some k < [, it contains Ay, and contains neither Agjl nor
Afl with ¢ < k and any j. In other words, a word w in letters A;; is o-positive
(negative) if the word in standard generators o; obtained from w by the obvious
expansion is.

Theorem 11.3.5 (Dynnikov, Wiest [34]). Any braid 5 € B,, can be presented by a
o-consistent word w in the alphabet {A;;} such that

Ia(w) < 30nla(0).

This theorem gives a method to approximate geodesic length in braid groups,
as well as in their quasi-isometrically embedded subgroups. It remains to be seen
whether or not this could lead to more efficient versions of LBA.

11.4 Quotient attacks

In this section we describe another type of attacks, called quotient attacks (QA)
(cf. our Section 6.1.6). In fact, quotient attacks are just fast generic algorithms to
solve some search problems in groups, such as the Membership Search Problem
(MSP), the Simultaneous Conjugacy Search Problem (SCSP), the Simultaneous
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Conjugacy Search Problem relative to a subgroup (SCSP*), etc. The main idea
behind QA is that to solve a problem in a group G it suffices, on most inputs, to
solve it in a quotient G/N, provided G/N has the generic free basis property and
a fast decision algorithm for the relevant problem. In particular, this is the case if
G has a free nonabelian quotient. Note that a similar idea was already exploited
n [75], but there the answer was given only for inputs in the “No” part of the
decision problem, which obviously is of no use for search problems. The strength
of our approach comes from the extra requirement that G/N has the free basis
property.

In Sections 11.4.1 and 11.4.2 we discuss the conjugacy and membership prob-
lems (in all their variations) in free groups. Some of these results were known as
“folklore”, some could be found in the literature. Nevertheless, we sketch most of
the proofs here, since this will serve us as the ground for solving similar problems
in other groups.

11.4.1 Membership problems in free groups

In this section we discuss some algorithms to solve different versions of the mem-
bership problem in free groups. We start by recalling the classical membership
problem (MP). Everywhere below G is a fixed group generated by a finite set X.

The Membership Problem (MP): Let A = (a1,...,a,) be a fixed finitely gener-
ated subgroup of G given by a finite set of generators aq, ..., a, (viewed as words
in F(X)). Given a word w € F(X), decide whether or not w belongs to A.

When the subgroup A is not fixed, but comes as part of the input (as in AAG
scheme), the problem is more adequately described in its uniform version.

The Uniform Membership Problem (UMP): Given a finite tuple of elements
w,a1,...,an € F(X), decide whether or not w (viewed as an element of G)
belongs to the subgroup A generated by the elements a1, ..., a,, in G.

To solve the MP in free groups, we use the folding technique introduced
by Stallings [132] (see also [74] for a more detailed treatment). Given a tuple of
words ay, ..., a, € F(X) one can construct a finite deterministic automaton I'4,
which accepts a reduced word w € F(X) if and only if w belongs to the subgroup
A={ai,...,an) generated by ai,...,a, in F(X).

To determine the time complexity of the MP and UMP, recall that for a given
positive integer n, the function logi n is defined as the least natural number m
such that the m-tower of exponents of 2 exceeds n, or equivalently, log, olog, 0. ..o
log,(n) < 1, where on the left one has the composition of m logarithms.

Lemma 11.4.1. There is an algorithm that for any input w,ay,...,an € F(X) for
the UMP finds the correct answer in nearly linear time O(Jw| + nlog™ n), where
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n= 2?21 |a;|. Furthermore, the algorithm works in linear time O(Jw| +n) on an
exponentially generic set of inputs.

Proof. Indeed, given w,as,...,a, € F(X) one can construct I'y in time
O(nlog™n) (see [137]) and check whether or not I'y accepts w in time O(|w|),
as required.

To prove the generic estimate recall that the set of m-tuples ay,...,a,, €
F(X) satistying the 1/4-condition is exponentially generic, and the Stallings pro-
cedure gives the automaton I'4 in linear time O(n). O

In cryptography, the search versions of the MP and UMP are most interesting.

The Membership Search Problem (MSP): Let A = (aq,...,a) be a fixed finitely

generated subgroup of G given by a finite set of generators ay,...,a,,, viewed as
words in F(X). Given a word w € F(X) that belongs to A, find a representation
of w as a product of the generators a, ..., a, and their inverses.

The Uniform Membership Search Problem (UMSP): Given a finite set of elements
W, a1, ...,a, € F(X) such that w € A = (a1, ...,an), find a representation of w
as a product of the generators ai, ..., a,, and their inverses.

Upper bounds for the time complexity of the MSP follow easily from the
corresponding bounds for the MP.

Lemma 11.4.2. The time complexity of the MSP in a free group is bounded from
above by O(|w|).

Proof. Let A = (a1,...,am) be a fixed finitely generated subgroup of G. As we
mentioned above, one can construct the Stallings folding I'4 in time O(nlog” n),
where n = |a1| + ...+ |ap|. Then, one can construct, in linear time in n, a Nielsen
basis S = {b1,...,b,} for A by using the breadth-first search (see [74]). Now,
given a word w € F(X) that belongs to A, one can follow the accepting path
for w in 'y and rewrite w as a product of generators from S and their inverses.
This requires linear time in |w|. It suffices to notice that the elements b; can be
expressed as fixed products of elements from the initial generating set of A, i.e.,

b = ui(a1,...,an), @ = 1,...,m. Therefore, any expression of w as a product of
elements from S*! can be rewritten in linear time into a product of the initial
generators. O

Note that in the proof above we used the fact that any product of new
generators b; and their inversions can be rewritten in linear time into a product
of the old generators a; and their inversions. This was because we assumed that
one can rewrite the new generators b; as products of the old generators a; in a
constant time. This is correct if the subgroup A is fixed. Otherwise, say in the
UMSP, the assumption does not hold. It is not even clear whether one can do it
in polynomial time or not. In fact, the time complexity of the UMSP is unknown.
The following problem is of great interest in this area.
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Problem 11.4.3. Is time complexity of the UMSP in free groups polynomial?
However, the generic case complexity of the UMSP in free groups is known.

Lemma 11.4.4. The generic case time complexity of the UMSP in free groups is
linear. More precisely, there is an exponentially generic subset T C F(X)™ such
that for every tuple (w,as,...,ay) € F(X) x T with w € {(a1,...,an), one can
express w as a product of ai,...,an and their inverses in time O(|w| 4+ n), where
n=lai|+...+ |anl

Proof. First, note that if in the argument in the proof of Lemma 11.4.2 the initial
set of generators aq,...,a, of a subgroup A satisfies the 1/4-condition, then the
set of the new generators by, . .., b,, coincides with the set of the initial generators
(see [74] for details). Moreover, as we mentioned in the proof of Theorem 11.2.4, the
set T of tuples (a1, ..., a,) € F(X)™ satistying the 1/4-condition is exponentially
generic. Hence the argument from Lemma 11.4.2 proves the required upper bound
for the UMSP on T'. 0

11.4.2 Conjugacy problems in free groups

Now we turn to the conjugacy problems in free groups. Again, everywhere below
G is a fixed group generated by a finite set X.

It is easy to see that the CP and CSP in free groups are decidable in at
most quadratic time. It is quite tricky though to show that the CP and CSP are
decidable in free groups in linear time. This result is based on the Knuth-Morris-
Pratt substring searching algorithm [83]. Similarly, the root search problem (see
below) is decidable in free groups in linear time.

The Root Search Problem (RSP): Given a word w € F'(X), find a shortest word
u € F(X) such that w = u™ for some positive integer n.

Note that the RSP in free groups can be interpreted as a problem of finding
a generator of the centralizer of a nontrivial element (in a free group, such a
centralizer is cyclic).

Theorem 11.4.5. The Simultaneous Conjugacy Problem (SCP) and Simultaneous
Conjugacy Search Problem (SCSP) in free groups are reducible in linear time to
the CP, CSP, and RSP . In particular, it is decidable in linear time.

Proof. We briefly outline an algorithm that simultaneously solves the problems
SCP and SCSP in free groups, i.e., given a finite system of conjugacy equations

(11.4)

the algorithm decides whether or not this system has a solution in a free group
F(X), and if so, finds a solution. Using the decision algorithm for the CP one can
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check whether or not there is an equation in (11.4) that does not have solutions
in F. If there is such an equation, the whole system does not have solutions in F,
and we are done. Otherwise, using the algorithm to solve the CSP in F', one can
find a particular solution d; for every equation uf = v; in (11.4). In this case the
set of all solutions of the equation u¥ = v; coincides with the coset C'(u;)d; of the
centralizer C'(u;). Observe that using the decision algorithm for the RSP, one can
find a generator (the root of u;) of the centralizer C(u;) in F.
Consider now the first two equations in (11.4). The system

uf =v1,u5 = vy (11.5)

has a solution in F(X) if and only if the intersection V = C(uq)d1 N C(uz)ds is
nonempty. In this case

V = C(ul)dl n C(UQ)CZQ = (C(U1) N C(UQ)) d

for some d € F.

If [uq,us] = 1, then V| as the intersection of two cosets, is nontrivial if and
only if the cosets coincide, i.e., [u1,did; '] = 1. This can be checked in linear time
(since the word problem in F'(X) has a linear time solution). Therefore, in linear
time we either check that the system (11.5), and hence the system (11.4), does not
have any solutions, or we confirm that (11.5) is equivalent to one of the equations,
so (11.4) is equivalent to its own subsystem, where the first equation is removed.
In the latter case the induction finishes the proof.

If [ug,us] # 1, then C(u1) N C(uz) =1, so either V=0 or V = {d}. In both
cases one can easily find all solutions of (11.4). Indeed, if V = @, then (11.4) does
not have any solutions. If V' = {d}, then d is the only potential solution of (11.4),
and one can check whether or not d satisfies all other equations in (11.4) in linear
time by the direct substitution.

Now the problem is to verify, in linear time, whether V' = () or not, which is
equivalent to solving an equation

udy = uldy (11.6)

for some integers m, k. By finding, in linear time, cyclically reduced decompositions
of u; and ug, one can rewrite the equation (11.6) into an equivalent one of the
form

wy Few = b, (11.7)
where wq,wy are cyclically reduced forms of uq,ug, and either wy Le or cun (or
both) are reduced as written, and b does not begin with w; ' and does not end
with w;. Again in linear time, one can find the maximal possible cancellation in
wy *c and in cw;, and rewrite (11.7) in the form

wy Fw§ =, (11.8)
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where 1) is a cyclic permutation of wy, and |b| < ||+ |w;|. Note that two cyclically
reduced periodic words ws, Wy either commute or do not have a common subword
of length exceeding |wa|+|w1|. If they commute, then the equation (11.8) becomes
a power equation, which is easy to solve. Otherwise, executing (in linear time)
possible cancellation on the left-hand side of (11.8), one arrives at an equation of
the form

wy "ewt = b, (11.9)

where there is no cancellation at all. This equation can be easily solved for r and
t. This completes the proof. O

As we have seen in the proof of Theorem 11.4.5, one of the main difficulties
in solving the SCSP in groups lies in computing the intersection of two finitely
generated subgroups or their cosets. Note that finitely generated subgroups of
F(X) are regular sets (accepted by their Stallings’ automata). It is well known in
the language theory that the intersection of two regular sets is again regular, and
one can find an automaton accepting the intersection in at most quadratic time.
This yields the following corollary.

Corollary 11.4.6. The SCSP* in free groups is decidable in at most quadratic time.

Proof. Recall from the proof of Theorem 11.4.5 that the algorithm solving a finite
system of conjugacy equations in a free group either decides that there is no
solution to the system, or produces a unique solution, or gives the whole solution
set as a coset C'd of some centralizer C'. In the first case, the corresponding SCSP*
has no solutions in a given finitely generated subgroup A. In the second case,
given a unique solution w of the system one can construct the automaton I' 4 that
accepts A, and check whether w is in A or not (it takes time nlog™ n). In the third
case, one needs to check if the intersection Cd N A is empty or not; this can be
done in at most quadratic time, as we have mentioned before. O

Observe from the proof of Corollary 11.4.6 that the most time-consuming case
in solving the SCSP* in free groups occurs when all the elements u1,...,u, in the
system (11.4) commute pairwise. The set of such inputs for the SCSP* is obviously
exponentially negligible. On the other hand, as we have shown in Theorem 11.2.4,
LBA relative to Ir solves the SCSP* in linear time on an exponentially generic
subset of a free group. Thus, generically, the SCSP* in free groups is decidable in
linear time.

Since the AAG problem (see Section 11.1.2) is reducible in linear time to the
SCSP* (Lemma 11.1.2), we have the following

Corollary 11.4.7. In an arbitrary free group F':

1) The AAG problem in F is decidable in at most quadratic time in the size of
the input (i.e., in the size of the public information in the AAG scheme).

2) The AAG problem in F is decidable in linear time on an exponentially generic
set of inputs.
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11.4.3 The MSP and SCSP* problems in groups with “good”
quotients

In this section we discuss generic complexity of the Membership Search Problem
(MSP) and the Simultaneous Conjugacy Search Problem relative to a subgroup
(SCSP*) in groups that have “good” factors in FBeyp.

Let G be a group generated by a finite set X, G/N a quotient of G, and
¢ : G — G/N the canonical epimorphism. Let H = (uq,...,ux) be a finitely
generated subgroup of G. To solve the membership search problem for H, one can
employ the following simple heuristic idea which we formulate as an algorithm.

Algorithm 11.4.8. (Heuristic solution to the MSP)

INPUT: A word w = w(X) and generators {uy,...,ur} C F(X) of a subgroup H.
OUTPUT: A representation W (uq,...,u;) of w as an element of H or Failure.
COMPUTATIONS:

A. Compute the generators u{,...,uj of H¥ in G/N, where ¢ : G — G/N is
the canonical epimorphism.

B. Compute w?, solve the MSP for w¥ in H¥, and find a representation
W (uf,...,uf) of w¥ as a product of the generators of uf,...,u] and their
inverses.

C. Check if W(uq,...,ux) is equal to w in G. If this is the case, then output W.
Otherwise output Failure.

Observe that to run Algorithm 11.4.8, one needs to be able to solve the MSP
in the quotient G/N (Step B) and to check the result in the original group (Step
C), i.e., to solve the word problem in G. If these conditions are satisfied, then
Algorithm 11.4.8 is a partial deterministic correct algorithm, i.e., if it gives an
answer, it is correct. However, it is far from being obvious, even if the conditions
are satisfied, that this algorithm can be robust in any interesting class of groups.
The next theorem, which is the main result of this section, states that Algorithm
11.4.8 is very robust for groups from FBe,yp, with a few additional requirements.

Theorem 11.4.9 (Reduction to a quotient). Let G be a group generated by a finite
set X, and with the word problem in a complexity class Cy(n). Suppose G/N is a
quotient of G such that:

1) G/N € FBeap.
2) The canonical epimorphism ¢ : G — G/N is computable in time Ca(n).

3) For every k € N, there is an algorithm Ay, in a complezity class Cs(n), which
solves the membership search problem in G/N for an exponentially generic
set My, C F(X)* of descriptions of k-generated subgroups in G/N.

Then, for every k, Algorithm 11.4.8 solves the membership search problem on an
exponentially generic set Ty C F(X)* of descriptions of k-generated subgroups in
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G. Furthermore, Algorithm 11.4.8 belongs to the complexity class Cy(n)+ Ca(n) +
Cg(n)

Proof. We need to show that Algorithm 11.4.8 successfully halts on an exponen-
tially generic set of tuples from F(X)*. By the conditions of the theorem, the
set Sy of all k-tuples from F(X)* whose images in G/N freely generate free sub-
groups, is exponentially generic, as well as the set M}, of all tuples from F(X )k
where the algorithm Ay applies. Hence the intersection Ty, = Si N My is expo-
nentially generic in F'(X)*. We claim that Algorithm 11.4.8 applies to subgroups
with descriptions from Tj. Indeed, the algorithm Ay applies to subgroups gener-
ated by tuples Y = (uy,...,ug) from T}, so if w? € H¥ = (Y'?), then A, outputs
a required representation w? = W (Y¥) in G/N. Note that H? is freely generated
by Y¥ since Y € Si; therefore, ¢ is injective on H. It follows that w = W(Y') in
@, as required. This completes the proof. O

Theorems 11.2.6 and 11.4.9 yield the following

Corollary 11.4.10. Let G be as in Theorem 11.4.9. Then, for every k,m > 0, there
is an algorithm Ci m, that solves the SCSP* on an exponentially generic subset of
the set Iy, of all possible inputs. Furthermore, Cy,, belongs to the complexity
class n? + C1(n) + Ca(n) + Cs(n).

Corollary 11.4.11. Let G be a group of pure braids PB,, n > 3, or a nonabelian
partially commutative group G(T'). Then, for every k,m > 0, there is an algorithm
Cr.m that solves the SCSP* on an exponentially generic subset of the set I of
all possible inputs. Furthermore, Cx m belongs to the complexity class O(n?).

Proof. Recall that in any pure braid group and in any nonabelian partially commu-
tative group the word problem can be solved by a quadratic time algorithm. Now
the statement follows from Corollary 11.4.10 and Corollaries 10.4.3 and 10.4.5. [
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